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About the Health Information and Quality Authority

The Health Information and Quality Authority (HIQA) is an independent statutory
authority established to promote safety and quality in the provision of health and
social care services for the benefit of the health and welfare of the public.

HIQA's mandate to date extends across a wide range of public, private and voluntary
sector services. Reporting to the Minister for Health and engaging with the Minister
for Children and Youth Affairs, HIQA has responsibility for the following:

Setting standards for health and social care services — Developing
person-centred standards and guidance, based on evidence and international
best practice, for health and social care services in Ireland.

Regulating social care services — The Chief Inspector within HIQA is
responsible for registering and inspecting residential services for older people
and people with a disability, and children’s special care units.

Regulating health services — Regulating medical exposure to ionising
radiation.

Monitoring services — Monitoring the safety and quality of health services
and children’s social services, and investigating as necessary serious concerns
about the health and welfare of people who use these services.

Health technology assessment — Evaluating the clinical and cost-
effectiveness of health programmes, policies, medicines, medical equipment,
diagnostic and surgical techniques, health promotion and protection activities,
and providing advice to enable the best use of resources and the best
outcomes for people who use our health service.

Health information — Advising on the efficient and secure collection and
sharing of health information, setting standards, evaluating information
resources and publishing information on the delivery and performance of
Ireland’s health and social care services.

National Care Experience Programme — Carrying out national service-

user experience surveys across a range of health services, in conjunction with
the Department of Health and the HSE.

Page 3 of 138



International review of consent models for the collection, use and sharing of health information
Health Information and Quality Authority

Overview of the Health Information function of HIQA

Health is information-intensive, generating huge volumes of data every day. Health
and social care workers spend a significant amount of their time handling
information, collecting it, looking for it and storing it. It is therefore very important
that information is managed in the most effective way possible in order to ensure a
high-quality safe service.

Safe, reliable healthcare depends on access to, and the use of, information that is
accurate, valid, timely, relevant and complete. For example, when giving a patient a
drug, a nurse needs to be sure that they are administering the appropriate dose of
the correct drug to the right patient and that the patient is not allergic to it.
Similarly, lack of up-to-date information can lead to the unnecessary duplication of
tests — if critical diagnostic results are missing or overlooked, tests have to be
repeated unnecessarily and, at best, appropriate treatment is delayed or at worst
not given.

In addition, health information has an important role to play in healthcare planning
decisions — where to locate a new service, whether or not to introduce a new
national screening programme and decisions on best value for money in health and
social care provision.

Under section (8)(1)(k) of the Health Act 2007,(1) the Health Information and Quality
Authority (HIQA) has responsibility for setting standards for all aspects of health
information and monitoring compliance with those standards. In addition, under
section 8(1)(j), HIQA is charged with evaluating the quality of the information
available on health and social care and making recommendations in relation to
improving its quality and filling in gaps where information is needed but is not
currently available.

Information and communications technology (ICT) has a critical role to play in
ensuring that information to promote quality and safety in health and social care
settings is available when and where it is required. For example, it can generate
alerts in the event that a patient is prescribed medication to which they are allergic.
Further to this, it can support a much faster, more reliable and safer referral system
between the patient’s general practitioner and hospitals.

Although there are a number of examples of good practice, the current ICT
infrastructure in Ireland’s health and social care sector is highly fragmented, with
major gaps and silos of information which prevent the safe, effective, transfer of
information. This results in people using services being asked to provide the same
information on multiple occasions.
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In Ireland, information can also be lost, documentation is poor, and there is over-
reliance on memory. Equally, those responsible for planning our services experience
great difficulty in bringing together information in order to make informed decisions.
Variability in practice leads to variability in outcomes and cost of care.

As a result of these deficiencies, there is a clear and pressing need to develop a
coherent and integrated approach to improving the quality of health information,
based on standards and international best practice. A robust health information
environment will allow all stakeholders — patients and service users, health
professionals, policy makers and the general public — to make choices or decisions
based on the best available information.

Through its health information function, HIQA is working to support health and
social care organisations in improving the quality of their data to better support the
delivery, planning and monitoring of health and social care services.
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1. Introduction

A major challenge for healthcare in Ireland today is striving to achieve an
appropriate balance between the protection of personal health information and the
use and sharing of such information to improve care. Advances in digital
technologies have the potential to improve the quality of care provided to patients
and also promote organisational efficiency. However, it is important to ensure that
individuals are fully informed about the use of their data and that they have a good
understanding of how, and by whom, it will be used. Every individual should feel
confident that their personal data and information will be used and protected
appropriately.

In order to provide safe and effective care to the individual, health professionals
should have the necessary patient data available to them. Individuals expect
healthcare professionals and organisations to communicate effectively with each
other in order to provide a high standard of care.(2) However, this is not always the
case. Patients are often required to repeatedly relay their medical history to
professionals, who may not have access to the patient’s medical records. This leads
to much duplication of efforts and can lead to suboptimal delivery of care.

The use of patient data for purposes beyond the delivery of care to the individual is
also very important. This is often called ‘secondary use of information’. The
secondary use of information supports health and social care planning and
management, the evaluation and improvement of services, policy development and
research.

1.1 Purpose and scope of this background paper

The purpose of this background paper is to review national and international
evidence and best practice in relation to models for the collection, use and sharing
of personal health information. As this is a broad topic, this paper will focus on a
number of key themes, specifically:

= eHealth initiatives

= |egislation

= consent models

= public engagement

= information governance.

This background document will inform the development of recommendations on a
model for the collection, use and sharing of personal health information in Ireland.
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1.2 What is health information?

Health information is information extracted from patient records that can be used for
a wide variety of purposes. Examples of this information include details of medical
conditions, notes recorded by healthcare professionals and personal details such as
date of birth. The term health information could refer to the whole record or just a
part of it.

A list of key definitions relating to health information and how it is used can be
found in Appendix 1.

1.3 How is health information used?

Health information can be used to provide direct individual care, and it can also be
used for other purposes such as service planning and research.

The term ‘individual care’ describes the use of a person’s health information for their
own diagnosis, care and treatment by health and social care professionals. This is
also known as primary use of health information or the use of information for direct
care.

The term ‘secondary use of information” describes the use of a person’s health
information for purposes beyond their own diagnosis, care and treatment. The two
main types of secondary use are:

= service planning
= research.

In order to protect the privacy of the individual, health information can be changed
to make it difficult or impossible to identify the individual about whom the data was
collected. Health information can be personally identifiable, de-personalised or
anonymous.

1.4 How is consent defined in the context of the collection, use and
sharing of health information?

The General Data Protection Regulation (GDPR) provides the following definition of
consent();
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‘Consent’ of the data subject means any freely given specific informed and
unambiguous indication of the data subject’s wishes by which he or she by a
statement or by a clear affirmative action signifies agreement to the processing of
personal data relating to him or her.

The traditional models of consent are opt-in (explicit consent) and opt-out (implied
consent):

= Explicit consent/opt-in — an individual actively agrees or signs up to allow for
data to be collected or used.

= Implied consent/opt-out — consent can be reasonably inferred and data will
be collected and used automatically unless an individual actively dissents.

A list of key definitions relating to consent can be found in Appendix 2.

1.5 Methodology

The focus of this background paper is to determine current practices internationally
in relation to the collection, use and sharing of personal health information with a
focus on eHealth initiatives, legislation, consent, public engagement and information
governance. In line with HIQAs recommendations development process; HIQA
undertook a detailed desktop review to identify examples of best practice
internationally. Experts in several regions were contacted for interview to ensure the
most up to date information was gathered. The regions reviewed included:

= England

= Northern Ireland
= New Zealand

= Australia

= Estonia

= Canada

= Finland

= Denmark.

An overview of the international evidence is provided in Chapter 3 and more detailed
information on the consent model of each region is provided in Chapters 4 to 11.
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2. Summary of current situation in Ireland

2.1 eHealth initiatives

Ireland’s health system is currently predominantly paper based. However, there are
plans to introduce eHealth initiatives such as an individual health identifier,
ePrescribing, summary care records, shared care records and electronic health
records. Some progress has been made in relation to the individual health identifier;
the Health Identifiers Act was passed in 2014 and the Health Identifier Office was
set up in 2019. The National Electronic Referral Programme was first piloted in 2011
and has continued to grow. General Practitioners across the country can now refer
patients into every acute hospital electronically.

The eHealth Strategy of 2013 established eHealth Ireland, which has responsibility
for overall governance around eHealth implementation including funding, legal
enabling, public awareness, stakeholder engagement and building the ‘eHealth
Ecosystem’.* The Knowledge and Information Plan provides a roadmap for the
delivery of the eHealth Strategy.(®

The Sldintecare Implementation Strategy details clear plans to improve eHealth, and
the National Development Plan 2018-2027 expresses support for the provision of
digital health services, including the development of electronic health records in
healthcare settings such as the new Children’s Hospital.(®7)

A list of key definitions relating to eHealth can be found in Appendix 3.

2.2 Legislation

2.2.1 Data Protection Acts 1988-2018
These Acts govern the collection and processing of personal data. The Data

Protection Act was adopted in 1988. It was amended in 2003 to transpose Directive
95/46/EC on the protection of individuals with regard to the processing of personal
data and on the free movement of such data.® It was amended again in 2018 to
give effect to the EU General Data Protection Regulation 2018 (GDPR, 2016/679). It
established a new Data Protection Commission as the data protection authority with
the means to supervise and enforce the protection standards enshrined in the
regulation and directive. The Act also transposes the Law Enforcement Directive
(Directive 2016/680/EU) into national law.®

The Department of Health introduced Health Research Regulations in 2018. They
also intend to develop two further sets of regulations on the use of health
information for individual care and for service planning.

Page 12 of 138



International review of consent models for the collection, use and sharing of health information
Health Information and Quality Authority

The suitable and specific measures for data processing provided for in Section 36 of
the Data Protection Act 2018 are given further and more specific effect through the
Health Research Regulations 2018.

2.2.2 The Health Research Regulations 2018
The Health Research Regulations(0:

= outline the mandatory suitable and specific measures for the processing of
personal data for the purposes of health research

= provide a definition of health research for the purposes of the regulation

= provide for the possibility of applying for a consent declaration for new
research

= provide for transitional arrangements in respect of the granting of consent
declarations for health research that is already underway

= provide for the establishment and operation of a committee of persons to
make decisions on applications for consent declarations, including an appeals
process (the Health Research Consent Declaration Committee (HRCDC) was
established in 2019)

= include a number of miscellaneous provisions.

2.2.3 The General Data Protection Regulation 2018 (GDPR)
A European Union-wide framework known as the General Data Protection Regulation

(GDPR) came into force across the EU on 25 May 2018. An accompanying Directive
establishes data protection standards in the area of criminal offences and penalties.
This is known as the Law Enforcement Directive. The GDPR and the Law
Enforcement Directive provide for significant reforms to current data protection
rules. They provide for higher standards of data protection for individuals and
impose increased obligations on organisations that process personal data. They also
increase the range of possible sanctions for infringements of these rules.()

Under GDPR Personal data must be(1:

= processed lawfully, fairly and in a transparent manner in relation to the data
subject

= collected for specified, explicit and legitimate purposes and not further
processed in @ manner that is incompatible with those purposes

= adequate, relevant and limited to what is necessary in relation to the
purposes for which it is processed

= accurate and kept up to date and every reasonable step must be taken to
ensure that personal data that is inaccurate is erased or rectified without
delay

= Kkept in a form which permits identification of data subjects for no longer than
is necessary for the purposes for which the personal data is processed
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= processed in @ manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage.

Article 9 of GDPR specifically deals with the processing of special categories of
personal data, including data concerning health. Data concerning health can be
processed if one of the following applies(9):

= the data subject has given explicit consent to the processing of those
personal data for one or more specified purposes

= processing is necessary for the purposes of carrying out the obligations and
exercising specific rights of the controller

= processing is necessary to protect the vital interests of the data subject or of
another natural person where the data subject is physically or legally
incapable of giving consent

= processing is necessary for reasons of substantial public interest

= processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee,
medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services on the basis of
Union or Member State law or pursuant to contract with a health professional

= processing is necessary for reasons of public interest in the area of public
health.

2.2.4 The Health Identifiers Act 2014
The Health Identifiers Act 2014 provides for the assignment of unique health service

identifiers to individuals to whom a health service is being, has been or may be
provided and for the assignment of unique identifiers to health services providers.
Section 11 of the Act permits health service providers and other entities, including
the Health Research Board (HRB) and the National Cancer Registry Ireland (NCRI),
to provide an individual’s health service identifier or other identifying particulars to
an authorised disclosee in order to enable the processing of such information for a
secondary purpose. Authorised disclosees include the Central Statistics Office and
health profession regulatory bodies. The definition of secondary purposes in the
2014 Act is quite narrowly cast: it includes ‘(d) the carrying out of health research
that is the subject of a research ethics approval (or any cognate expression) under
an enactment or European act prescribed for the purposes of this paragraph’.(12)

2.2.5 The Health (Provision of Information) Act 1997
The Health (Provision of Information) Act 1997 provides a general exception to the

Data Protection Acts rules by allowing the National Cancer Registry Board, the
Minister for Health, a health board, hospital or other body or agency participating in
any cancer screening programme authorised by the Minister for Health to request
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from any person information held by or in the possession of that person. That
person may provide any personal information to the National Cancer Registry Board
for the purpose of any of its functions or to the Minister for Health or any other body
or agency for the purpose of compiling a list of people who may be invited to
participate in a cancer screening programme authorised by the Minister. Under the
amendment to the Health (Provision of Information) Act 1997 by the Data Protection
Act 2018, compliance with the request for the provision of information to the
National Cancer Register is made mandatory.3)

2.3 Consent model

Other than the Health Research Regulations 2018, there is no specific health
information related legislation or regulations in Ireland that address consent with
respect to the collection, use and sharing of personal health information. Consent to
the processing of health data must be obtained unless one of the exceptions in the
Data Protection Acts or GDPR applies. Exceptions may allow processing of special
categories of personal data without the consent of the data subject for reasons of
public interest, such as, for public health purposes.(®)

In relation to the secondary use of health information, the Health Research
Regulations 2018 set out specific safeguards (as required under GDPR) which must
be in place before personal data can be processed for health research, including
requirements for explicit consent and prior approval by a research ethics committee.
Where the requirement to obtain consent cannot be met, data controllers may apply
to the Health Research Consent Declaration Committee for a declaration that explicit
consent is not needed as the public interest in carrying out the research concerned
significantly outweighs the need for consent.(0)

The Department of Health intend to develop two further sets of Regulations on the
use of health information for individual care and for service planning.

2.4 The role of the Data Protection Commission

The Data Protection Commission (DPC) is the national independent authority in
Ireland responsible for upholding the fundamental right of individuals in the
European Union (EU) to have their personal data protected. Accordingly, the Data
Protection Commission is the Irish supervisory authority responsible for monitoring
the application of the General Data Protection Regulation (GDPR). The statutory
powers, duties and functions of the DPC are as established under the Data
Protection Act 2018, which gives further effect to the GDPR, and also gives effect to
the Law Enforcement Directive.®
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Using its statutory powers, the Data Protection Commission(>):

examines complaints from individuals in relation to potential infringements of
data protection law

conducts inquiries and investigations regarding infringements of data
protection legislation and takes enforcement action where necessary
promote awareness amongst members of the public of their rights to have
their personal information protected under data protection law

drives improved awareness and compliance with data protection legislation
through the publication of high-quality guidance, proactive engagement with
public and private sector organisations

assists in identifying risks to personal data protection and offers guidance of
best practice methods to mitigate against those risks

cooperates with (which includes sharing information with) other data
protection authorities, and acts as Lead Supervisory Authority at EU level for
organisations that have their main EU establishment in Ireland.

2.5 Patient and public attitudes to the collection, use and sharing of
personal health information

A systematic review on public views on the use of patient data in Ireland and the UK
found the following(1®):

There is a general willingness to share patient electronic health records for
‘secondary purposes like research, policy and planning’ as it is associated with
‘the greater good'.

In relation to privacy, control is very important to individuals. Individuals want
to feel in control of how their information is accessed and used.

Public trust depends on the organisation’s ability to guarantee privacy and
security and also on the organisation’s motivations.

In summary, there is general support for the use of personal health information to
benefit society through secondary use. However, the public needs to be aware how
this information will be stored and processed.
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3. Summary of international evidence

This background paper focuses on consent, legislation, eHealth initiatives and public
engagement in eight different regions. In line with HIQA's recommendations
development process, HIQA undertook a detailed desktop review to identify
examples of best practice internationally. Experts in several regions were contacted
for interview to ensure the most up to date information was gathered. The regions
reviewed were England, Northern Ireland, New Zealand, Australia, Estonia, Canada,
Finland, Denmark. The information garnered from this review will inform the
recommendations HIQA make for the collection, use and sharing of health
information in Ireland.

Implied consent is used in each of the regions for the provision of care to the
individual. All regions reviewed allow anonymised health information to be used for
service planning and research purposes. Consent is generally needed in order to use
identifiable health information for secondary purposes.

Most regions use ethics boards to grant access to identifiable health information for
research. A key finding from this review was that in order to successfully implement
a consent model, it is necessary to consult and engage with the public. The public
should be able to trust that their personal health information is safe and used
appropriately in ways that are acceptable to them. Public engagement is essential in
order to learn what is acceptable to people and what level of trust currently exists.
Engagement must be ongoing in order to build and maintain public trust. It is also
important to educate the public on the benefits of information sharing across the
health system.

In 2013, England tried to implement a national database of patient interactions with
the healthcare system called care.data. Following three years of debate and
controversy, the care.data scheme was closed in 2016. England has made
substantial efforts in engaging with the public since the failings of the care.data
initiative. The Understanding Patient Data organisation was set up to support better
conversations about the uses of health information between healthcare providers,
government and the public. This has helped England rebuild trust by emphasising
the need and requirement to keep the public informed about how their personal
health information is used. New Zealand and Canada also have good examples of
effective public engagement such as the Data Futures Partnership Our Data, Our
Way and Canada Health Infoway’s Canada’s Better Health Together workshop.

Ireland has the advantage of learning from other countries that have a more mature
eHealth infrastructure, such as those included in this review.

Countries such as Estonia, Finland and Denmark have a culture of trust and
openness. The culture of trust and openness is built on public engagement, strong
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data security infrastructure (such as the use of blockchain technology), the use of
legislation to protect service user’s health information and the ease of access to
personal health information. From this international review, it is evident that public
trust, transparency around how data will be used and information security are key
enablers to successful implementation of eHealth initiatives.

Legislation is in place in each of the regions that governs where identifiable health
information can be used without consent, for example, for public health purposes.
Where legislation exists for the secondary use of health information, clear rules are
established about how and when identifiable health information can be used. This
creates a culture of trust between patients and healthcare providers because
patients know their personal health information is protected and also means that
their data can be used in a secure way for health research and service planning
activities. Having clear legislation/codes of practice on how health information can
be collected, used and shared is mutually beneficial for health service providers,
healthcare professionals, researchers, patients and the public.

All of the regions have data protection legislation in place, and the European
countries are all governed by the General Data Protection Legislation (GDPR). Some
regions have introduced health information specific legislation. Examples include:

= Ontario’s health privacy legislation, the Personal Health Information Protection
Act (PHIPA), which establishes a set of rules regarding personal health
information (PHI).(17)

= Finland’s Act on the Handling Customer Data in Health and Social Care, which
aims to strengthen the data security of processing patient information and
patients' access to information.(18)

Some of the regions have developed codes of practice that govern the consent
model that is in place. These include:

= Northern Ireland’s Code of Practice on Protecting the Confidentiality of Service
User Information. The code of practice provides support and guidance for all
those involved in health and social care regarding decisions about the
protection, use and disclosure of service user information.(19)

= New Zealand’s Health Information Privacy Code. The code sets out particular
rules for agencies in the health sector on the collection, use, storage and
disclosure of health information by health agencies.(?9

Some of the regions have introduced specific legislation or frameworks in relation to
the secondary use of health information.

= Finland has introduced an act specifically in relation to the secondary use of
health data. The Act on Secondary Use of Health and Social Data 2019 has
been introduced to facilitate the effective and safe processing and access to
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the personal social and health data for steering, supervision, research,
statistics and development in the health and social sector.2D)

Australia has developed a Framework to guide the secondary use of My
Health Record system data that describes the governance mechanisms and
technical processes to be implemented before data can be released for
research, policy and planning secondary purposes.(?)
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4. England

It is estimated that the population of England is over 55 million.(23) Healthcare in
England is mainly provided by England's public health service, the National Health
Service (NHS).(%

eHealth at a glance:

= national health identifier — NHS number

= Summary Care Records — 60 million in use, opt-out rate of 1.2%

= Local Health and Care Record Exemplars (LHCRE) — regional collaboration
to develop integrated care records in specific regions

= ePrescribing — expected to reach 90% coverage by 2020

= NHS eReferral Service — in use by all general practitioners (GPs) and
hospital trusts.

Consent model overview:

= Implied consent is used for the provision of individual care.

= A national data opt-out is in place to allow individuals to opt-out of having
their confidential personal information used for secondary purposes such as
service planning and research.

= The national data opt-out does not apply to anonymised data.

= Individuals can also opt-out of having a Summary Care Record.

3.1 Key organisations

There are a number of key organisations with varying responsibilities in relation to
personal health data (collection, use and sharing) in England. These include:

= NHS England

= NHS Digital

= Public Health England

= The National Data Guardian

= NHSX

= The Information Commissioner’s Office.

4.1.1 NHS England
Information has been described as the lifeblood of the NHS. As such, it is a vital

asset for the clinical management of individual patients and the efficient
management of services throughout the NHS. Within NHS England, the Chief Data
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Officer’s team is responsible for the development and delivery of a strategy for the
use of data at every level of the organisation. (2

The health sector handles some of the most sensitive personal data, and patients
have the right to expect that information will be looked after. The Secondary Uses
Service (SUS) is the single, comprehensive repository for healthcare data in England
that can be used for a range of reporting and analyses to support the NHS in the
delivery of healthcare services. SUS is a secure data warehouse that stores this
patient-level information in line with national standards. Access to SUS is managed
using role-based access control (RBAC), which grants appropriate access levels to
identifiable, anonymised or pseudonymised data based on the users job role.(9

4.1.2 NHS Digital
NHS Digital has responsibility for standardising, collecting and publishing data and

information from across the health and social care system in England. Within NHS
Digital, the Information Governance Alliance (IGA) is the authoritative source of
advice and guidance about the rules on using and sharing information in healthcare.
The core members of the Information Governance Alliance are the Department of
Health, NHS England, NHS Digital and Public Health England. Representatives from
the Information Commissioner's Office and the National Data Guardian's Office also
sit on the Board.(26)

NHS Digital Spine supports the IT infrastructure for health and social care in
England, joining together over 23,000 healthcare IT systems in 20,500
organisations. Spine allows information to be shared securely through national
services such as the Electronic Prescription Service, Summary Care Records and the
e-Referral Service.(?”)

4.1.3 Public Health England
Public Health England is an executive agency of the Department of Health and Social

Care and a distinct organisation with operational autonomy. It collects and publishes
statistics on public health topics, including health protection and health
improvement. It is responsible for researching, collecting and analysing data to
improve our understanding of public health challenges and to come up with answers
to public health problems.(28)

4.1.4 National Data Guardian
The National Data Guardian (NDG) role was created in November 2014 to be an

independent champion for patients and the public on confidential health and care
information. The purpose of the role is to make sure that people’s information is
kept safe and confidential and that it is shared when appropriate to achieve better
outcomes for patients. The NDG does so by offering advice, guidance and
encouragement to the health and care system. In December 2018, the Health and
Social Care (National Data Guardian) Act 2018(?% placed the NDG role on a statutory

Page 21 of 138



International review of consent models for the collection, use and sharing of health information
Health Information and Quality Authority

footing and granted it the power to issue official guidance about the processing of
health and adult social care data in England.9 Key guidance in relation to the
collection use and sharing of health information includes:

= the Information Governance Review, 20132
= the Review of Data Security, Consent and Opt-outs, 2016.G1

4.1.5 NHSX
NHSX brings teams from the Department of Health and Social Care, NHS England

and NHS Improvement together into one unit to drive digital transformation and lead
policy, implementation and change. NHSX aim to deliver the ‘the future of
healthcare: our vision for digital, data and technology in health and care’building on
the NVHS Long Term Plan. NHSX has set five missions(32:33:39);

= reducing the burden on clinicians and staff, so they can focus on patients
= giving people the tools to access information and services directly

= ensuring clinical information can be safely accessed, wherever it is needed
= improving patient safety across the NHS

= improving NHS productivity with digital technology.

NHSX has responsibilities around(2):

= coordination and consistency

= setting standards

= driving implementation

= radical innovation

= common technologies and services
= reforming procurement

= cyber policy

= digital capability

= governance.

4.1.6 Information Commissioner’s Office
The Information Commissioner’s Office (ICO) is the UK's independent body set up to

uphold information rights and the UK'’s data protection regulator. As part of their role
in supporting the sector, the ICO’s good practice team carries out audits and
advisory visits across a broad range of health organisations. They provide practical
tools that data protection officers, records managers and information governance
specialists can use to help educate colleagues on how to ensure they are operating
in line with the Data Protection Act. Examples of tools and guidance they provide
include:

= guidance on consent(>)
= Code of practice on confidential informatiornt36)
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= Anonymisation: managing data protection risk code of practice.(”)

4.2 Legislation

Important legislation in place in England in relation to the collection, use and sharing
of personal health information includes:

= The Health and Social Care (Safety and Quality) Act 2015

= Health Service (Control of Patient Information) Regulations 2002

= Access to Health Records Act 1990 (England, Scotland and Wales)
= Access to Medical Reports Act 1988 (England, Scotland and Wales)
= Data Protection Law

= The NHS Constitution.

Legislation Description

The Health and Social The Health and Social Care (Safety and Quality) Act

Care (Safety and 2015 places a duty on health and adult social care

Quality) Act 2015 providers to share information about a person’s care
with other health and care professionals.(3® All
health and adult social care organisations must, by
law, share information with each other about
patients they are caring for directly, to improve the
care provided. They must also use a patient's NHS
number as a consistent identifier when sharing data
or information about them. )

Health Service (Control The Health Service (Control of Patient Information)

of Patient Information) Regulations 2002 establish a legal basis in England

Regulations 2002 and Wales for data to be disclosed for public health
purposes without patient consent. Under the
Regulations, there is more than one potential route
towards lawful processing: Data may be processed
for public health purposes under both Regulations 3

and 5.(40)
Access to Health This legislation provides rights of access to a
Records Act 1990 deceased patient’s personal representative and any
(England, Scotland and person who may have a claim arising out of a
Wales) patient’s death. Where an application is made by a

person who may have a claim, access to patient
records is limited to information of relevance to the
claim.(b
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Access to Medical
Reports Act 1988
(England, Scotland and
Wales)

Data Protection Law

The NHS Constitution

This legislation gives patients the right to see
medical reports written about them for employment
or insurance purposes, by a doctor who is or has
been responsible for the patient’s clinical care.
Patients have the right to ask the doctor to amend
any part of the report that the patient considers to
be incorrect or misleading. They also have the right
to record their disagreement to the contents of the
report in a statement attached to the report or
withdraw their consent for the release of the
information. (42

The Data Protection Law, including the Data
Protection Act 20183 and GDPR,“% focuses on
doctors ethical and legal duties of confidentiality.
However, the processing of personal data must also
satisfy the requirements of Data Protection Law,
which imposes different duties on data protection.
The law allows personal data to be shared between
those offering care directly to patients but it
protects patients’ confidentiality when data about
them are used for other purposes. These secondary
uses of data are essential in order to run a safe,
efficient and equitable health service. They
include™3:

- reviewing and improving the quality of

care provided

- researching what treatments work best

- commissioning clinical services

- planning public health services.

The NHS Constitution makes it clear that everyone
has the right to be informed about how their
information is used and the right to request that
their confidential information is not used beyond
their own care and treatment. Where their wishes
cannot be followed, they should be told the reasons,
including the legal basis. The NHS Constitution also
lays out clearly that the NHS will anonymise
information contained in medical records for use by
researchers to support healthcare improvement. )
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4.3 Consent model

4.3.1 Individual care
Explicit consent is not required for the purposes of providing care to the individual in

England: this consent is implied as part of the provision of individual care. Individual
care is described asG1);

A clinical social or public health activity concerned with the prevention,
investigation and treatment of illness and the alleviation of suffering of individuals.
It includes supporting individuals’ ability to function and improve their participation
in life and society.

It includes the assurance of safe and high quality care and treatment through local
audit the management of untoward or adverse incidents, person satisfaction
including measurement of outcomes undertaken by one or more registered and
regulated health or social care professionals and their team with whom the
individual has a legitimate relationship for their care.

The use of personal confidential data for local clinical audit is permissible within an
organisation with the participation of a health and social care professional with a
legitimate relationship to the patient through implied consent. For audit across
organisations, the use of personal confidential data is permissible where there is
approval under Regulation 5 of the Health Service (Control of Patient Information)
Regulations 2002.(40)

4.3.2 Uses beyond the care of the individual
In June 2016, Dame Fiona Caldicott, the National Data Guardian in the UK,

published National Data Guardian for Health and Care — Review of Data Security,
Consent and Opt-Outs. In this review, she recommended a new consent/opt-out
model which would give people a clear choice about how their personal confidential
data is used for purposes beyond their direct care.GD

In response to this, the Department of Health published Your Data: Better Security,
Better Choice, Better Care.*®) This document sets out the plan to implement the
recommendations made by the National Data Guardian.(46)

A national opt-out has been implemented that allows patients to opt-out of their
confidential patient information being used for research and planning. It was
introduced in May 2018. An online service is available to all patients where they can
view or change their opt-out choice at any time. By 2020, it will be mandatory for all
health and social care organisations to be compliant with the national opt-out policy.
NHS Digital and Public Health England are already compliant.(4”)

In order to achieve this goal, the Department of Health have committed to(4e):
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support professionals in implementing the national opt-out

support legislation to put the role of the National Data Guardian on a
statutory footing

implement stronger measures to protect personal data

work with stakeholders to develop communication tools to explain the opt-out
to the public

ensure that patients can access and understand how their data has been used
nationally by 2020.

As of March 2019, the opt-out rate was 2.74% of registered patients.*8 Some
specific rules relating to the national opt out include the following4?),

The opt-out applies regardless of the format of the data and this includes
structured and unstructured electronic and paper records.

When the opt-out is applied, the entire record (or records) associated with
that individual must be fully removed from the data being disclosed.

The opt-out does not apply to information that is anonymised in line with the
ICO’s Code of Practice on Anonymisation or is aggregate or count type data.
The opt-out is defined based on purpose and applies to any disclosure of data
for purposes beyond individual care.

A person may give consent for a specific purpose, such as a research project,
either before or after setting a national data opt-out and this consent will
constitute an exemption from the national data opt-out.

The opt-out continues to be maintained and applied for an individual after
they have died.

Individuals aged over 13 are able to set a national opt-out. Those with
parental responsibility are able to set a national opt-out on behalf of a child
under the age of 13 via the non-digital channel only.

There are some circumstances where the national data opt-out does not apply,
these include*?):

the monitoring and control of communicable disease and other risks to public
health.

where there is an overriding public interest in the disclosure

where the information is required by law or a court order

where data is used for payment and invoice validation purposes

for the purpose of allowing participation in national screening programmes
information about people with learning disabilities and/or autism who are in
hospital for their mental health or due to challenging behaviour

the National Cancer Patient Experience Survey and Care Quality Commission’s
NHS Patient Survey Programme
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= open data or statistics published by NHS Digital where this is subject to
disclosure controls and is fit for publication.

4.4 eHealth developments

There are a number of eHealth initiatives in use in England, including:

= the national health identifier (NHS number)
= Summary Care Records

= Local Health and Care Record Exemplars

= Electronic Prescription Service (ePrescribing)
= NHS eReferral Service.

4.4.1 National health identifier
An NHS number is given to every citizen registered with the NHS in England, Wales

and the Isle of Man (the Community Health Index (CHI) is used in Scotland). It is
given to the patient when they register with a GP practice, and it allows for
healthcare staff to match details to health records.(30:5152) There is no option to opt-
out of this but if you have requested the national data opt-out, your personal data
will not be used for purposes beyond your individual care.

4.4.2 Summary Care Records
Summary Care Records (SCRs) are an electronic record of important patient

information, created from GP medical records. Generally access to SCR information
means that care in other settings is safer, reducing the risk of prescribing errors. It
also helps avoid delays to urgent care. At a minimum, the core SCR holds important
information about:

= current medication
= allergies and details of any previous bad reactions to medicines
= the name, address, date of birth and NHS number of the patient.

SRCs can be seen and used by authorised staff in other areas of the health and care
system involved in the patient's direct care. The SCR was set up in 2007, and, while
the uptake was slow at the time, the majority of people in England have an SCR.
There are approximately 60 million SCRs in use and there is an opt-out rate of 1.2%,
which equates to 3.1 million people. The SCR is currently used for individual care
only and not used for secondary purposes beyond the care of the individual.(>3

The patient can also choose to include additional information in the SCR. When a
patient consents to including additional information in their SCR, the GP can add it
simply by changing the consent status on the clinical system. This means more
information will be available to health and care staff viewing the SCR. Additional
information may include®%:
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= significant medical history

= reason for medication

= anticipatory care information (such as information about the management of
long term conditions)

= end-of-life care information

= immunisations.

The patient is asked at the GP practice whether they would like to set up a summary
care record. If the patient says no, then a summary care record is not set up and,
thus, a SCR for this patient cannot be accessed, even in an emergency, as it does
not exist. The following controls are in place in relation to SCRs to ensure access is
in line with the Care Record Guarantee®>®):

= authentication and role-based access control (RBAC) — use of smartcards

= |egitimate relationships (LR) — the viewer has a good reason to view the
patient's SCR as they are involved in their care

= permission to view (PTV) — the patient is asked for their consent before the
SCR is viewed. Emergency access is allowed if it is in the patient’s best
interest, for example, if they are unconscious or cannot communicate.
Permission to view can be gained each time or it can cover future use as long
as the question asked makes this clear to the patient and there is a clear
system for recording this.

Legitimate relationships and permission to view (or emergency access, with
explanation noted) can be recorded by a member of staff, such as a receptionist or
by the clinician themselves. When a healthcare professional self-claims a legitimate
relationship or when they use emergency access, an alert will be generated. These
alerts will be audited by each organisation's privacy officer to make sure there was a
valid reason for the view.(>>

Every organisation that views SCRs must appoint a privacy officer. The privacy
officer has codes added to their smartcard so that they can access the Alert Viewer
on the Spine and check whether SCR views were legitimate. For alerts where the
clinician has self-claimed a legitimate relationship, the privacy officer will confirm
that the patient was being treated at the organisation by looking at the Patient
Administration System or another record of patient attendance.>>

The national data opt-out applies to the SCR; however, the data is not currently
used for secondary purposes.

4.4.3 Local Health and Care Record Exemplars
A Local Health and Care Record Exemplar (LHCRE) is a regional collaboration across

health, care and local authorities to develop shared health records for the people in
the region. The LHCRE were launched in 2018. Their aim is to design shared
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records for improving and coordinating individual care. The intention is that,
regardless of where an individual is receiving care and support (at their GP, hospital,
community hospital or even at home), the health professionals looking after them
can access the right information, at the right time.

There are already many LHCREs across England (for example the Dorset Care
Record and Leeds Care Record); while creating better joined up care for hundreds of
thousands of people, they are being designed and delivered independently of each
other. The lack of common standards means there is a danger of developing new
information silos that cannot support care when an individual moves between areas
or when someone’s needs might be best served at a wider geographical level, for
example at a national centre for a rare disease.(*®)

The primary focus of the LHCRE is to create integrated health and care records for
individual care. However, NHS England’s five regions are also considering how
shared health and care records could be used to support purposes beyond individual
care, such as improving health and services through research and planning.®6)

The models used to protect patient data vary among the LHCRE. Information on the
model used by the Great North Care Record is given below®?);

= The Great North Care Record is viewed via a secure and encrypted system
that meets NHS security standards.

= The system keeps a record of everyone who has accessed a patient record,
the time and date when they accessed it and the information they were
viewing.

= Regular checks are made to make sure that only people who need to see
your patient record are viewing it.

= A patient will be asked for permission to view the record at the point of
care, they will be given the option to opt-out at this stage.

= A patient can also choose to opt-out of having a care record. This can be
done by returning a form to the GP or by phone.

4.4.4 ePrescribing
The NHS Electronic Prescription Service (EPS) allows GPs and other prescribers to

send prescriptions electronically to a dispenser (such as a pharmacy) of the patient's
choice. Eventually EPS will remove the need for most paper prescriptions. This
makes the prescribing and dispensing process more efficient and convenient for
patients and staff. EPS is how used in additional care settings, such as integrated
urgent care.(38)

The fourth phase of the EPS pilot involved launching the system in four GP practice
pilot sites in November 2018. In July 2019, EPS phase four was live in 56 GP
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practices, with around 2,000 pharmacies having dispensed a phase four prescription.
It is expected that by the end of 2020, the proportion of prescriptions issued
through the electronic prescription service will be over 90% of all prescriptions.(?)

In order to use this service, patients are asked to nominate a pharmacy. Consent is
required for this process. Patients can opt-out of using the system at any time and
they can also choose to change the nominated pharmacy. (%

4.4.5 NHS eReferral Service
The NHS e-Referral Service (e-RS) combines electronic booking with a choice of

place, date and time for first hospital or clinic appointments. It was fully rolled out in
2018. Patients can choose their initial hospital or clinic appointment, which they can
then book online (a telephone service is also available) or in the GP surgery at the
point of referral. All 150 acute hospital trusts and GP practices have made the move
to sending and receiving all first outpatient referrals through the NHS e-Referral
Service.(®1)

Consent is not required for the e-Referral service. This data is processed under
GDPR using the lawful basis of legal obligation and management of health and social
care systems.(62)

4.4.6 care.data
In 2013, NHS England set up care.data, a national database of patient interactions

with the healthcare system. A leaflet was sent to 22 million homes which gave
information on the project. However, it did not detail any of the benefits that the
scheme would provide to the public and many households did not read the leaflet.
The leaflet told people to contact their GP if they did not want their information
shared. There was no other information on the opt-out process and it was widely
believed that this process would place strain on the GP system. Without sufficient
information on the scheme, people did not feel informed about NHS England’s
scheme and feared that the data might not be treated with the sensitivity that it
deserved.(®3)

Prior engagement with the public is seen as an area that NHS England failed with
the care.data scheme. The care.data scheme was closed in 2016 after years of
debate and controversy.
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4.5 Patient engagement

4.5.1 Understanding Patient Data
Understanding Patient Data is an initiative that has been set up to support better

conversations about the uses of health information. The aim of the initiative is to
explain how and why data can be used for care and research, what is allowed and
what is not, and how personal confidential information is kept safe. Understanding
Patient Data aims to support discussions with the public, patients and healthcare
professionals about uses of health and care data by(®4):

= providing objective evidence about:
— how and why data can be used for care and research
— the benefits and risks
— what is allowed and not allowed
— how personal information is safeguarded
= helping people make informed decisions when they have options about how
data might be used
= developing advocates who can champion the responsible use of data
= bringing together, and partnering with, other engagement initiatives to
strengthen the voice of individual activities
= working with the media to present an even-handed portrayal of stories
relating to health data
= providing analysis about public attitudes to help inform NHS England,
Department of Health and NHS Digital policy and communications
= examining emerging issues from new data-driven technologies and the
implications for public confidence.

An evaluation of the impact of Understanding Patient Data was carried out in 2018
and concluded that Understanding Patient Data has(6>):

= achieved what it was set up to do — influencing both policy decisions and
enabling better public engagement

= shone a light on the need to inform and engage with the public around the
use of their data

= worked as a bridge between local conversations and national level policy and
debate.

4.5.2 Understanding public expectations of the use of health and care data
A report was commissioned by the OneLondon LHCRE to help design and develop an

approach to the sharing of patient health and care information. The report will
inform engagement with the public to ensure that patient data is shared in a way
that is in line with public expectations. The report collates and synthesises existing
knowledge about public expectations and attitudes towards the sharing of patient
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health information and gives an overview of the results of stakeholder interviews
that were carried out during the review. Key findings include(®:

Most people expect their medical records to be available to the full range of
NHS clinicians providing direct individual care.

There is surprise that different health professionals in different places within
the NHS are not already able to access health records.

There are expectations that individuals should know exactly what information
will be made available to users of shared data systems and will have the
opportunity to exercise some control over which items should be shared, and
with whom.

There is relatively little published information on the actual views of those
most in need of protection, such as vulnerable users of mental health
services.

There is much less evidence available on attitudes towards the use of patient
data for service planning than there is for its use in research.

Support for secondary uses of health information is higher when the
information is de-personalised.

Clarity in the intended use of patient data is very important to both
professional staff and patient representatives.

Many stakeholders could see significant potential benefits leading to genuine
improvement in overall healthcare provision.

There is good evidence for public support for sharing patient data for the
purposes of medical research.
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4.6 Key learnings

= England has a national health identifier, Summary Care Records,
ePrescribing, eReferral and LHCREs in place.

= Implied consent is used for the provision of individual care.

= Consent is not required for the e-Referral Service. This data is processed
under GDPR using the lawful basis of legal obligation and management of
health and social care systems.

= A national data opt-out was introduced in 2018 and will be fully
implemented by 2020. This allows patients to opt-out of their confidential
patient data being used for research and planning. The opt-out does not
apply to anonymised data.

= The NHS Constitution makes it clear that everyone has the right to be
informed about how their information is used and the right to request that
their confidential information is not used beyond their own care and
treatment.

= Summary Care Records are set up by a GP practice if consent is given by
the patient to do so. Individuals can opt-out of having a Summary Care
Record. If the patient declines, a Summary Care Record will not be created
for that patient.

= LHCRE have been set up as regional collaborations across health, care and
local authorities to develop shared health and care records for the people in
their region. The model used for the collections use and sharing of patient
data varies between LHCRE.

= Prior engagement with the public is seen as an area that NHS England
failed with the care.data scheme.

= Understanding Patient Data is an initiative that has been set up to support
better conversations about the uses of health information. This initiative has
enabled better engagement with the public on projects such as the national
data opt-out.
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5. Northern Ireland

In Northern Ireland, the health service is referred to as Health and Social Care
(HSC). While the HSC is run separately from the British National Health Service
(NHS), many of its features are shared. As with the NHS, is it free at the point of
delivery. However, HSC also provides social care services such as home care
services, family and children's services, day care services and social work services.
The Department of Health has authority for health and social care services.(?)

eHealth at a glance:

= National health identifier — Health and Care Number
= Northern Ireland Electronic Care Record (NIECR) — launched in 2013
= ePrescribing — operational since 2008.

Consent model overview:

= Implied consent is used for the provision of individual/direct care. Service
users must be informed of what information sharing is necessary for their
care.

= Identifiable data can be used for uses beyond direct care if required by law
or if explicit consent has been obtained.

= Explicit consent is required if identifiable data is used for research purposes.
Anonymised data can be used without consent.

= The Northern Ireland Electronic Care Record (NIECR) has moved away from
its original consent model (informed consent) and will now process data
under the legal basis of ‘public task’ in order to comply with GDPR. Consent
will no longer be required to process NIECR data.

5.1 Key organisations

There are a number of key organisations with varying responsibilities in relation to
personal health data (collection, use and sharing) in Northern Ireland. These
include:

= the Department of Health

= Health and Social Care (HSC)

= E-Health and Social Care

= the Information Commissioner’s Office
= the Privacy Advisory Committee
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5.1.1 The Department of Health
The Department of Health in Northern Ireland has three main business

responsibilities(®®):

= Health and Social Care (HSC), which includes policy and legislation for
hospitals, family practitioner services and community health and personal
social services

= Public Health, which covers policy, legislation and administrative action to
promote and protect the health and well-being of the population

= Public Safety, which covers policy and legislation for fire and rescue services.

5.1.2 Health and Social Care (HSC)
Health and Social Care in Northern Ireland is provided as an integrated service.

There are a number of organisations who work together to plan, deliver and monitor
Health and Social Care across Northern Ireland(®?):

= Health and Social Care Board (HSCB)

= Health and Social Care Trusts

= Public Health Agency (PHA)

= Patient and Client Council (PCC)

= the Business Services Organisation

= Regulation and Quality Improvement Authority (RQIA).

5.1.3 E-Health and Social Care
E-Health and Social Care is delivering a programme of improvement for health and

social services in Northern Ireland. It is about supporting change in the way the HSC
delivers its services to patients and service users for the better by making the best
use of information and communication technologies. E-Health and Social Care is
tasked with procuring, developing and implementing new integrated ICT
infrastructure and systems for all HSC organisations, such as the secure HSC
network and regional data centres. The programme is working towards three
strategic goals(®):

= Electronic care records containing the information and images generated from
patient/client contacts

= Electronic care communications enabling fast, secure exchange of information
between care professionals within and between the various HSC organisations

= Electronic information providing patients, service users and care professionals
with details of best practice and up-to-date information for making decisions
about diagnosis, treatment and the services available.
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5.1.4 Information Commissioner’s Office (ICO)
This office is the United Kingdom’s independent authority set up to uphold

information rights in the public interest, promoting openness by public bodies and
data privacy for individuals.(’® Further detail can be found in Section 4.1.6.

5.1.5 Privacy Advisory Committee

The Privacy Advisory Committee was established in 2006, and its principal role is to
advise HSC bodies about the use of information relating to patients and clients. The
Chairperson is appointed by the Department of Health and the members are drawn
from a wide range of individuals, including health and care professionals and service
users. The Privacy Advisory Committee has the following ongoing responsibilities(’1):

= To oversee the implementation of the recommendations agreed by the
Minister on protecting personal information.

= To manage a project team to complete a programme of work to give effect to
the recommendations agreed by the Minister.

= To report regularly to the Department on progress on implementing the
recommendations.

= To keep consent and confidentiality matters in Health and Personal Social
Services (HPSS) under continuous review and to provide timely and relevant
best practice advice to HPSS bodies.

= To consider current and new uses to which personal information is put in
HPSS bodies and to authorise such uses of personal information taking
particular account of the legal and ethical issues surrounding privacy and
confidentiality.

5.2 Legislation

Important legislation in place in Northern Ireland in relation to the collection, use
and sharing of personal health information includes:

= The Data Protection Act 2018

= Freedom of Information Act 2000

= The Privacy and Electronic Communications Regulations 2003

= Health and Social Care (Data Processing) Act (Northern Ireland) 2016

= Code of Practice on Protecting the Confidentiality of Service User Information
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Legislation Description

The Data Protection Act 2018 The Data Protection Act gives an individual
freedom of information and data protection. It
gives a person the right ask any public sector
organisation for the information they hold in
general or about them. Some sensitive
information might not be available to members
of the public. If this is the case and a person’s
request is denied, they have the right to ask
why it is upheld. If they do not get a sufficient
reason for this, they can make a complaint to
the Information Commissioner’s Office.
General Data Protection Regulation (GDPR)
control how a person’s personal information is
being used by organisations. Everyone who
collects data has to follow rules called data
protection principles. Data protection principles
ensure:(72)

= information is processed in a
transparent way

= collected for legitimate purposes

= accurate and up to date

= kept for no longer than necessary

= processed in a safe and secure way.

Under data protection legislation, a person has
the right to be informed, access information,
right to rectification, erasure, restrict
processing, data portability and to object.(”3)

Freedom of Information Act The Freedom of Information Act 2000 gives

2000 members of the public a general right of
access to recorded information held by public
authorities. It also requires public authorities
to adopt and maintain a publication scheme.(’®

The Privacy and Electronic The Privacy and Electronic Communications
Communications Regulations Regulations (PECR) sit alongside the Data
2003 Protection Act and the GDPR. They give people

specific privacy rights in relation to electronic
communications. These are marketing calls,
emails, texts and faxes, cookies (and similar
technologies), keeping communications
services secure and customer privacy as
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regards traffic and location data, itemised
billing, line identification, and directory
listings.(7%)

Health and Social Care (Data The policy provides a clear statutory

Processing) Act (Northern framework and robust and stringiest

Ireland) 2016 safeguards which will enable use of health and
social care information which identifies
individuals to be used for health or social care
purposes without the consent of individuals
whose information may be used. The
provisions of the act will only be used when it
is impossible to receive anonymous data.
There are six sections to the act:(7®

= control of information

= establishment of a committee to
authorise processing of health
information and the dissemination of
information

= code of practice

= regulations

= interpretation of definitions of specific
terms within the act

= short title and commencement dates.

5.2.1 Code of Practice on Protecting the Confidentiality of Service User Information

The Code of Practice on Protecting the Confidentiality of Service User Information
provides support and guidance for all those involved in health and social care,
concerning decisions about the protection, use and disclosure of service user
information. The code was developed by the Privacy Advisory Committee following a
comprehensive round of public consultation in 2011. The code was updated in 2019
to take account of GDPR. Healthcare professionals are required to pay due regards
to the Code of Practice under the Health and Social Care (Data Processing) Act
(Northern Ireland) 2016.(19

This Code of Practice is principally concerned with identifiable service user
information. Uses or disclosures of such information are only justified in any of the
following situations(9):

= the service user has given his or her consent

= there is a statutory requirement to use or disclose the information

= the balance of public and private interests favours disclosure. In such
situations, there must be a substantial public interest favouring disclosure
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which outweighs both the private interests of the individual and the public
interest in safeguarding confidentiality.

The nature of the obligation to protect confidentiality can be expressed in terms of
three core principles?:

individuals have a fundamental right to the confidentiality and privacy of
information related to their health and social care

individuals have a right to control access to and disclosure of their own health
and social care information by giving, withholding or withdrawing consent
when considering whether to disclose confidential information, health and
social care staff should have regard to whether the disclosure is necessary,
proportionate and accompanied by any undue risks.

5.3 Consent model

5.3.1 Individual care
In Northern Ireland, the definition of direct care includes clinical audit and case

review carried out by members of the care team and those supporting them, for the
purpose of improving the direct care of that service user.

The Code of Practice on Protecting the Confidentiality of Service User Information
states the following(?):;

Service users must be informed in a manner appropriate to their
communication needs of what information sharing is necessary for their care
and the likely extent of the sharing for a particular episode of care.

In emergency situations, uses or disclosures may be made but only the
minimum necessary information should be used or disclosed to deal with the
emergency situation.

Review of care carried out by members of the care team and those
supporting them have sufficient connection with that direct care for the
sharing of information to be justified on the basis of implied consent, provided
the individual has been informed.

Where it is planned to involve staff from other agencies this should first be
discussed with the service user and their explicit consent sought.

When other agencies request information about service users, health and
social care staff should seek the consent of the service user.

In situations of on-going need for care and support, the potential benefits of
information sharing with their informal carers should be discussed with the
service user.

The confidentiality of informal carers should be respected and information
about them should not normally be disclosed without their consent.
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= Where a staff member has dual responsibilities it is important that they
explain to the service user at the start of any consultation or assessment in
what capacity they are seeing them and the purpose of the consultation or
assessment.

5.3.2 Uses beyond the care of the individual
Secondary uses are defined as the use of information for purposes not directly

related to the care of an individual service user. Many uses of service user
information are increasingly required for evidence-based practice and for a rational
approach to health and social care service provision. The following are examples of
such secondary uses: planning, financial management, commissioning of services,
investigating complaints, auditing accounts, teaching, health and social care
research, public health monitoring, registries and infectious disease reporting.

The Code of Practice on Protecting the Confidentiality of Service User Information
states the following(?):;

= All organisations seeking service user information for uses other than direct
care should be seeking anonymised or pseudonymised data.

= When the proposed use or disclosure of identifiable information relates to
health and social care but is not directly for the care of that service user, the
common law requires that the express consent of that service user should
normally be obtained.

= The possible exceptions to requirement for consent are where a statute, court
or tribunal imposes a requirement to disclose or there is an overriding public
interest in the use or disclosure.

= QOrganisations should not use personal identifiable information for secondary
uses if the service user in question has opted out by specifically refusing
consent.

= For all proposed research uses of personal identifiable information, the
express consent of the service user should normally be sought. Where
consent is being sought this should be by health and social care staff who
have a direct relationship with the individual service user.

5.3.3 Other uses
The Code of Practice on Protecting the Confidentiality of Service User Information
states the following:(1)

= Consent is not required where there is a statutory obligation to disclose or a
discretionary disclosure is justified in the public interest.

= Where a statute, court or tribunal imposes a requirement to disclose
information, care should be taken only to disclose the information required to
comply with and fulfil the purpose of the law.
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= In all cases of discretionary disclosure in the public interest, the test is
whether the release of information to protect the interests of a third party
exceptionally prevails both over the duty of confidence owed to the service
user and the public interest in a confidential health and social care service.?

5.4 eHealth developments

There are a number of ehealth initiatives in use in Northern Ireland, including:

= national health identifier (Health and Care number)
= Electronic Prescription Service (ePrescribing)

= Northern Ireland Electronic Care Record (NICER)

= key information summary record.

5.4.1 National health identifier

The Health and Care number (H&C number) uniquely identifies a patient within the
HSC in Northern Ireland. It is the equivalent of the NHS number in England and
Wales.(””) There is no option to opt-out of this.

5.4.2 Electronic Health Records (EHR)
Plans for the implementation of an EHR are currently underway.(’®)

5.4.3 ePrescribing
In 2006, the Department of Health, Social Services and Public Safety (DHSSPS)

proposed the introduction of an ePrescribing service. The main aim was to address
prescription fraud, which was estimated to have cost the Department £7.8 million in
2004 and 2005. NHS Northern Ireland chose a system where a 2D barcode encodes
all information on the paper prescription. This solution was also considered to have
minimal impact on prescribers and dispensers. The Electronic Prescribing and
Eligibility System (EPES) has been operational throughout Northern Ireland since 1
May 2008. The former Central Services Agency (CSA) stated that it received 16.8
million prescriptions in 2009, all of which could be viewed electronically. The Health
and Social Care Business Services Organisation processed more than 41 million
prescription items in 2016.09

5.4.4 The Northern Ireland Electronic Care Record
The NIECR is a computer system that health and social care staff can use to get

information about an individual’s medical history that was introduced in 2013. The
NIECR contains information such as allergies, long-term health conditions,
medication, lab tests, X-rays, referrals, investigation requests, appointments and
discharge letters from various health or social care settings. (¢
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The original consent model in use for the NIECR was informed consent at the point
of care. This model has been reviewed by the NIECR Information Governance
Workstream, and ‘public task’ has been agreed as the new legal basis for processing
the information within NIECR. This new model takes into account the General Data
Protection Regulation, Data Protection Act 2018 principles, the Code of Practice on
Protecting the Confidentiality of Service User Information and advice from the
Information Commissioner’s Office. The option to opt-out of NIECR will no longer be
available from 1 March 2020. Key principles are as follows(€0:

= Article 6(1)(e) gives you a lawful basis for processing health data where:
“processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the controller”
with Article 9(2)(h) identified as the additional condition for processing
healthcare data “processing is necessary for the purposes of preventive or
occupational medicine, for the assessment of the working capacity of the
employee, medical diagnosis, the provision of health or social care or
treatment”.

= Health and Social Care staff access to NIECR will be modelled on the access
staff groups currently have to source systems and paper records and what is
adequate and relevant to their role in the care team, on a ‘need to know’
basis.

= The public will be made aware of the proposed use of their data via a NIECR
Privacy Notice and updates via the Patient Client Council newsletter.

The NIECR data is generally not used for secondary purposes, although in some
cases it is permitted for research and clinical audit. In these cases, there is a specific
access form for researchers and access is time bound for 6 months. (78

NIECR allows access to information to be configured to allow role-based access and
control (RBAC). HSC staff are given to right amount of information in line with their
role in the care team. In relation to sensitive information such as mental health
encounters, specific user groups have been created and assigned to limit who can
see that information. This is further explained in table 2.
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Table 1: Example roles per level for NIECR

Level 1 Level 2 Level 3 Level 4
Core data item | Consultants | Doctors, nurses, Clinical admin Health
and GPs midwives, pharmacists, records
dentists, clinical
psychologists nL_lrse.s,
midwives
Portal overview | Yes Yes Yes Yes
Care data Yes Yes Yes No
Medications & Yes Yes Yes No
allergies
Absent patient | Yes Yes Yes No
access
Patient search Yes Yes Yes No
Mental health Yes Auditable break seal No — No
data (in access awareness
development) banner to advise

sensitive data
exists

5.4.5 Key Information Summary Record
If a person has a long-term illness or condition, their GP will decide if it is

appropriate for them to have this record. This record allows health and social care
staff in Northern Ireland to see details about that patient’s health, including medical
history and any wishes a patient may have about their treatment. This record
includes medical history, agencies involved with the patient, list of care plans,
preferred treatment arrangements, resuscitation status and advanced decision to
refuse any treatments. This record is stored at a GP’s office and is only shared with
other health professionals when the patient’s consent is given.
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5.5 Public engagement

5.5.1 Public engagement in relation to the Northern Ireland Electronic Care Record
(NIECR)
In advance of launching the NIECR in 2013, patients, service users and the public

were made aware of how data would be shared in the following ways:

household leaflet drop

website

leaflets and posters in point of care locations
leaflets and posters in libraries

social media promotion

press release and press events

training to HSC clinicians

information included with all medical cards issued
a telephone enquiry service.

NIECR moved away from its consent model (in 2019), to the processing of personal
health information in the public interest. Steps taken to inform the public of the
change in the consent model for include®V):

communicating with public by updating their privacy notice

taking part in a working group to ensure that the public bodies are giving a
standardised message to the public regarding chances that have come about
following the introduction of GDPR

consultation with the Privacy Advisory Committee.(82)
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5.6 Key learnings

= Northern Ireland has a national health identifier, shared care record
(NIECR), and e-prescribing in place. Plans for the implementation of an EHR
are currently underway.

= Implied consent is used for the provision of individual/direct care.

= Service users must be informed of what information sharing is necessary for
their care.

= Identifiable data can be utilized for uses beyond direct care if required by
law or if explicit consent has been obtained. Anonymised data can be used
without consent.

= The Northern Ireland Electronic Care Record (NIECR) has moved away from
its original consent model and will now process data under the legal basis
of ‘public task’ in order to comply with GDPR. Consent is no longer required
to process NIECR data.

= A Code of Practice on protecting the confidentiality of service user
information has been developed to provide support and guidance for all
those involved in health and social care, concerning decisions about the
protection, use and disclosure of service user information.

= Extensive public engagement was carried out when launching NIECR, this
included posters and leaflets, social media promotion and training courses
for clinicians.
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6. New Zealand

New Zealand currently has a population of roughly 4.9 million.®®3 It is a
parliamentary democracy, an independent country and a constitutional monarchy.
The Minister of Health, with the cabinet and government, develops policies and
provides leadership for the health and disability sector.®

New Zealand has invested significantly in the area of eHealth. New Zealand'’s
progress on interoperability in healthcare is well noted, with standard messaging
allowing different care providers to communicate with each other. Patient and
provider portals can be made available to healthcare professionals to allow
information to be captured at the point of care. This is possible by implementing a
range of electronic messages, such as referral and discharge summaries, which
covers the exchange of health records from general practitioner (GP) to GP.®

eHealth at a glance:

= National health identifier — National Health Index (NHI) nhumber

= Shared care record — implemented regionally by regional governance
groups

= New Zealand ePrescription Service (NZePS) — launched in 2018.

Consent model overview:

= Implied consent is used for the provision of individual care; all service users
should be informed about how their data will be used.

= Explicit consent is needed for secondary use of the data, unless it has been
de-identified or it is required by law for reasons such as to prevent or
lessen threat to public health or public safety or the life of an individual.

= Consent is required to use the data for research unless approval is granted
by an ethics committee.

6.1 Key organisations

There are a number of key organisations with varying responsibilities in relation to
personal health data (collection, use and sharing) in New Zealand. These will be
discussed further below:

= the Ministry of Health
= district health boards (DHBs)
= the Privacy Commissioner
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= HealthCERT
= Government Chief Data Steward
= Government Chief Digital Officer.

6.1.1 The Ministry of Health
The Ministry of Health leads New Zealand'’s health and disability system and has

overall responsibility for the management and development of that system.

Health Information Governance Guidelines have been developed to provide good
practice advice on the safe sharing of personal health information. It provides
information on the policies and procedures that are to be implemented to ensure
that any health provider who holds health information meets its obligations in terms
of the Privacy Act 1993, the Health Information Privacy Code 1994 and other
relevant legislation.(8®)

A Health Information Security Framework has been designed to support health and
disability sector organisations and practitioners holding personally identifiable health
information to improve and manage the security of that information. The health and
disability sector-wide Health Information Security Framework advises how health
information is created, displayed, processed, transported and is disposed of in a way
that maintains the information’s confidentiality, integrity and availability. Threats
concerning the confidentiality, integrity and availability of the health and disability
sector’s physical and logical assets must be identified, assessed, recorded, prioritised
and managed.®”)

6.1.2 District health boards
There are 20 District health boards (DHBs) in New Zealand, and each DHB is

governed by a board of up to 11 members. The board sets the overall strategic
direction for the DHB and monitors performance. The New Zealand Public Health
and Disability Act 2000 sets out the objectives of the DHBs, which include(®®):;

= improving, promoting and protecting the health of people and communities

= promoting the integration of health services, especially primary and secondary
care services

= seeking the optimum arrangement for the most effective and efficient delivery
of health services in order to meet local, regional, and national needs

= promoting effective care or support of those in need of personal health
services or disability support.

6.1.3 The Privacy Commissioner
The Privacy Commissioner works to develop and promote a culture in which personal

information is protected and respected. The Privacy Act applies to almost every
person, business or organisation in New Zealand. The Act sets out 12 privacy
principles that guide how personal information can be collected, used, stored and
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disclosed.® The Health Information Privacy Code details 12 Rules for Health
Information based on the principles in the Privacy Act.(®®

The Privacy Commissioner's Office has a wide range of functions. All of the Privacy
Commissioner's functions are listed in section 13 of the Privacy Act 1993.

Key areas of work include®?:

= making public statements on matters affecting individual privacy

= investigating complaints about breaches of privacy

= building and promoting an understanding of the privacy principles

= monitoring and examining the impact that technology has upon privacy

= developing codes of practice for specific industries or sectors

= examining new legislation for its possible impact on individual privacy

= monitoring data matching programmes between government departments

= inquiring into any matter where it appears that individual privacy may be
affected.

6.1.4 HealthCERT
HealthCERT's role is to administer and enforce the legislation, issue certificates,

review audit reports and manage legal issues. It is also responsible for making sure
rest homes, residential disability care facilities, hospitals and fertility providers are
safe and are at a reasonable standard of service for people who use them as set out
under the Health and Disability Service (Safety) Act 2001. (1)

6.1.5 Government Chief Data Steward
The Government Chief Data Steward leads by facilitating and enabling a joined-up

approach across government. As well as developing policy and infrastructure, the
Government Chief Data Steward provides support and guidance so agencies can use
data effectively, while maintaining the trust and confidence of New Zealanders.(®2

The Government Chief Data Steward: (2

= sets the strategic direction for government's data management

= |eads New Zealand's state sector's response to new and emerging data issues

= co-develops a Data Stewardship Framework to enable agencies to manage
data as a strategic asset and benchmark their data maturity

= |eads the government's commitment to accelerating the release of open data.

6.1.6 Government Chief Digital Officer
The Government Chief Digital Officer is the government functional lead for digital

practice and is responsible for(®3):

= setting digital policy and standards

= improving investments

= establishing and managing services

= developing capability

= system assurance (assuring digital government outcomes).
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6.2 Legislation

Important legislation in place in New Zealand in relation to the collection, use and
sharing of personal health information includes:

= The Privacy Act 1993

= New Zealand Public Health and Disability Act 2000

= Health (Retention of Health Information) Regulations 1996

= Health Information Privacy Code 1994

= The Oranga Tamariki Act 1989 and the Family Violence Act 2018
= The Health Act 1956

Legislation Description

The Privacy Act 1993 This act provides the general framework for promoting
and protecting individual privacy. It does so by
establishing principles with respect to the collection,
use, disclosure of and access to information relating to
individuals. It applies to public and private sector
agencies. It also established the role of Privacy
Commissioner to investigate complaints about
interferences with individual privacy.©

New Zealand Public The New Zealand Public Health and Disability Act 2000

Health and Disability introduced a major change to the public funding and

Act 2000 provision of personal health services, public health
services, and disability support services. It also
established new publicly owned health and disability
organisations, such as District Health Boards and the
Pharmaceutical Management Agency. Section 3(1)(d)
describes one of the objectives as being to facilitate
access to, and the dissemination of information to
deliver, appropriate, effective, and timely services.(®>)

Health (Retention of The Health (Retention of Health Information)

Health Information) Regulations 1996 were introduced to set a minimum

Regulations 1996 period of 10 years for which health information has to
be held by health or disability service providers. It also
covers the form in which health information is to be
retained and the obligations associated with the
transferring of health information, for example, when a
service provider ceases business. (%)
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Health Information
Privacy Code 1994

The Oranga Tamariki
Act 1989 and the
Family Violence Act
2018

New Zealand has a Health Information Privacy Code in
place since 1994. It sets out particular rules for
agencies in the health sector, covering health
information collected, used, held and disclosed by
health agencies and takes the place of information
privacy principals for the health sector. The Health
Information Privacy Code sets out 12 rules®9;

= Rule 1, Rule 2, Rule 3 and Rule 4 govern the
collection of health information. This includes
the reasons why health information may be
collected, where it may be collected from, and
how it is collected.

= Rule 5 governs the way health information is
stored. It is designed to protect health
information from unauthorised use or disclosure.

= Rule 6 gives individuals the right to access their
health information.

= Rule 7 gives individuals the right to correct
their health information.

= Rule 8, Rule 9, Rule 10 and Rule 11 place
restrictions on how people and organisations can
use or disclose health information. These include
ensuring information is accurate and up to date
and that it is not improperly disclosed.

= Rule 12 governs how unique identifiers, such
as Inland Revenue Department (IRD) numbers,
bank client numbers, driver's licence and
passport numbers, can be used.

From July 2019, new information sharing provisions in
the Oranga Tamariki Act®”) and the Family Violence
Act®® enhanced sharing of information between
agencies. Four important facts to note about how these
acts now work are as follows(®9):

= Safety comes first. The sharing of personal
information should be considered if there are
concerns about someone’s safety or if they or
others are at risk of harm.

= Professionals can proactively share information,
and, while in most cases it is not compulsory,
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there will be circumstances where you must
share information.

= Professionals are protected when they share in
good faith and in accordance with the legal
requirements.

= The Oranga Tamariki Act and the Family
Violence Act permit greater sharing than the
Privacy Act and the Health Information Privacy
Code in some circumstances, but other parts of
the Privacy Act and the Health Information Code

still apply.

The Health Act 1956 gives the Ministry of Health the
function of improving, promoting and protecting public
health. It contains specific provisions in section 22
governing the disclosure of identifiable health
information by and between health service providers
and other agencies with statutory functions. Important
sections relating to health information include: (100

= Section 22C — Disclosure of health
information. This section allows, but does not
require, anyone holding health information to
disclose that information to requesters from a
list of specified agencies, such as a probation
officer a social worker or police. The requesters
must be seeking the information for the purpose
of carrying out their agencies' statutory
functions, and disclosure under section 22C is
always discretionary.

= Section 22D — Duty to provide health
information. The Minister may at any time, by
notice in writing, require any district health
board to provide, in such manner as may from
time to time be required, such returns or other
information as is specified in the notice
concerning the condition or treatment of, or the
services provided to, any individuals in order to
obtain statistics for health purposes or for the
purposes of advancing health knowledge, health
education, or health research.

= Section 22F — Communication of
Information for Diagnostic and other
Purposes. Every person who holds health
information of any kind shall, at the request of

Page 51 of 138



International review of consent models for the collection, use and sharing of health information
Health Information and Quality Authority

the individual about whom the information is
held, or a representative of that individual, or
any other person that is providing, or is to
provide, services to that individual, disclose that
information to that individual or, as the case
requires, to that representative or to that other
person.

= Section 22H — Anonymous health
information. Notwithstanding any enactment,
rule of law, or other obligation, any person may
supply to any other person health information
that does not enable the identification of the
individual to whom the information relates.

6.3 Consent model

6.3.1 Individual care
Implied consent is used for individual care; however, the person must be informed

as to why the information is being collected and how it will be used.

The first four rules of the Health Information Privacy Code cover the collection of
health information. Health agencies must(101);

1. Only collect information they need for a specific purpose — Rule 1
requires agencies to decide their purposes (how the information is going to be
used) before they start collecting information. Once collected for a purpose
the information can always be used for that purpose.

2. Collect information directly from the person concerned, where
possible — Rule 2 makes the patient the first port of call for information
about him or herself. It also gives health agencies the opportunity to be open
about why they are collecting the information, so the individual can make an
informed decision about whether to provide it.

3. Tell the person concerned why the information is needed, who else
will see it and where it will be stored — Rule 3 lists what health agencies
have to tell people when they are collecting health information. This includes
the purpose for which the information is being collected, the intended
recipients and the agency that will hold the information. This explanation
should help people decide what information, if any, to provide to health
agencies.

4. Not be devious, misleading or unnecessarily intrusive in collecting
that information — Rule 4 prohibits health agencies from collecting
information unlawfully or unethically. It regulates how information is
collected, rather than what is collected.
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Disclosure is always allowed when the person concerned or their representative has
given their consent or where disclosure was one of the purposes for which the
information was originally obtained. In other words, if a doctor collects information
from a patient to pass on to a specialist, then there is no need to get the patient's
consent for that disclosure because disclosure is one of the reasons for collection
and this is allowed by the Health Act 1956. However, the patient would normally
have to be told the disclosure was going to occur. Also, even if a patient has given
their consent to disclose information about them, the agency holding the information
is not required to disclose.(®¥

Health agencies can disclose information if this is necessary to avert a serious threat
to someone's health or safety. The disclosure must be to someone who can do
something about the threat.(®

A person's representative has a degree of access to, and control over, that person's
health information. Disclosure is permitted where a health practitioner discloses the
information to a contact person, principal caregiver or relative of the patient in line

with 'recognised professional practice' and the patient has not vetoed the disclosure.

6.3.2 Uses beyond the care of the individual
Explicit consent will be required for any use of the information beyond the reason for

which it was collected, unless it is allowed by legislation, for reasons such as: (101

= the information is being used to prevent or lessen threat to public health or
public safety, or the life of an individual

= the data is no longer identifiable

= an ethics committee has approved its use for research.

6.3.3 Research
The Health and Disability Ethics Committees (HDECs) are Ministerial committees

(established under section 11 of the New Zealand Public Health and Disability Act)
whose function is to secure the benefits of health and disability research by checking
that it meets or exceeds established ethical standards. HDEC reviews ensure that the
use of personal health information for research meets ethical standards. The use of
personal health information without consent may be approved by an ethics
committee when:

= The process for obtaining that consent is likely to cause undue anxiety for
those whose consent is sought or the requirement for consent would
prejudice the scientific value of the study or it is impossible in practice to
obtain consent due to the quantity or age of the records.

= There would be no disadvantage to the participants or their relatives or to
anyone involved in collecting the data.

= The public interest in the study outweighs the public interest in privacy.
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Any application for HDEC review must clearly detail how its use of health information
meets the legal and ethical requirements. %

6.4 eHealth developments

There are a number of ehealth initiatives in use in New Zealand, including:

= national health identifier
= shared care records
= the New Zealand Electronic Prescription Service (ePrescribing).

6.4.1 National health identifier
The national health index (NHI) number is a unique number assigned to patients to

help identification when using health and disability services. They have been in use
since the 1990s. The New Zealand Health and Information Service is the custodian
of the NHI system.(®3) There is no option to opt-out of the NHI number.

6.4.2 Shared care record
New Zealand’s shared care record is known as the Shared Electronic Health Record.

It is a regional shared care record and contains information on medical conditions,
allergies, recalls, immunisations, recent test results and prescription medication.
Each region has appointed a governance group to ensure the project is implemented
and evolves appropriately in each region. The Shared Electronic Health Record is
only available to authorised clinical professionals in approved clinical settings. This
may include doctors, nurses, pharmacists, paramedics and other clinical staff
treating an individual in settings that include(%3):

= afterhours medical centres
= general practices

= community pharmacies

= emergency departments

= other hospital departments
= Wairarapa school clinics.

All authorised users have access to training information and are obliged to be
compliant with their organisation’s confidentiality, privacy and security policies.
Patients can access the My Record portal for information on who has access to the
Shared Electronic Health Record in each region.(103)

The consent model in place for the Shared Electronic Health Record is an opt-out
system. A patient will automatically have a Shared Electronic Health Record if they
are registered at a participating Medical Centre and have not explicitly opted out.
They can opt-out of the shared care record either by phone, by post or by
contacting their medical centre. They can also choose to withhold some information
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if they would like. Some specific health details that may be sensitive will be excluded
from being shared on record automatically. If someone decides to opt-out, they can
opt back in at any stage. Clinicians must seek a patient’s permission before they
access the shared care record. It is the responsibility of the patient’s GP to inform
their patients about the shared care record and to ensure patients are aware that
their health information will be available to other clinicians who are authorised to use
the shared care record.

The Office of the Privacy Commissioner whose role is to seek to develop and
promote a culture in which personal information is protected and respected in New
Zealand, released the following recommendations on the secondary use of the
Shared Electronic Health Record in 2014. These include:

= Secondary purposes should be minimal and tightly regulated to help maintain
clinician and consumer trust. Shared Electronic Health Records hold
information on behalf of the clinicians who provided the information and the
primary purpose is always to provide high quality care to patients.

= Secondary purposes such as service improvements, teaching, research and
audit must be well-publicised and use anonymised or pseudonymised data
wherever possible.

= Any new secondary purposes should only be adopted with proper consultation
and with careful consideration of the potential risk to public trust in the SCR.

= Users of the SCR should only access the record with patient permission,
unless a justification exists for doing so under rule 2 of the Health Information
Protection Code.

= All data access and use should be recorded and retained.(1%9)

6.4.3 e-Prescribing
The New Zealand ePrescription Service (NZePS) provides a secure messaging

channel for prescribing and dispensing systems to exchange prescription information
electronically. It enables a prescription to be generated by the prescriber,
transmitted to the NZePS health information exchange broker, and downloaded
electronically at a community pharmacy. Data captured for the prescription service is
not generally used for secondary purposes.(10%)

A prescriber can note on the electronic prescription that a patient has asked for
access to information about a medication to be restricted. Other health professionals
will be able to see the restricted information only in an emergency, and will have to
give a reason for accessing the information. Access to information will be regularly
audited. Patient information is not provided to manufacturers or advertisers.

6.4.4 Future plans
The Ministry of Health has moved away from the idea of building a single electronic

health record, towards developing a National Health Information Platform that will
enable data about a single patient to be shared. They will focus on joining up data
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services to provide information about a patient via the National Health Information
Platform. Interoperability is core to the new platform, which will have the ability to
assemble a virtual electronic record on an ‘as required’ basis from multiple trusted
sources, and provide access to data and services. The view is to integrate current
data sources, accelerating the use of SNOMED, FHIR and other standards. A
business case has been developed but has not yet been approved.(19)

6.5 Patient engagement

6.5.1 Data Futures Partnership
The Data Futures Partnership was tasked by the New Zealand Government to draft

guidelines which public and private organisations can use to develop a ‘social licence
for data use. The Data Futures Partnership resolved that the guidelines must be built
on the views of New Zealanders. Over a six week period in February and March
2017, a national engagement programme titled Our Data, Our Way was
implemented in response to a brief from the Data Futures Partnership to test
people’s preferences and tolerance for data sharing and use, and to examine the
measures that need to be in place for them to be comfortable sharing their data.
This initiative covered all types of data use; however, the findings are very relevant
to healthcare.

4

Our Data, Our Way was developed and implemented to enable a broad cross-section
of New Zealanders to easily express their personal positions on a range of
hypothetical data scenarios. These included sharing medical records, education
records and data generated by ‘smart’ street lighting (an example of the Internet of
Things).

This engagement with New Zealanders showed that in order for people to feel
comfortable about a proposed data use, they first need good information on eight
key questions(197):

What will my data be used for?

What are the benefits and who will benefit?
Who will be using my data?

Is my data secure?

Will my data be anonymous?

Can I see and correct data about me?

Will T be asked for consent?

Could my data be sold?

NN AWNE

6.5.2 The Social Investment Agency’s Data Protection and Use Policy
The Social Investment Agency is developing a policy to help everyone to easily

understand what's appropriate, what's not, and how to do things safely when
personal information has a role to play.(18)
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Between May and September 2018, the Social Investment Agency held engagements
with New Zealanders to find out what they think needs to be included in the Policy.
They held 83 hui (this is a term used in New Zealand for social gathering or
assembly) and more than 1,000 people participated in the engagement process,
including service users (for example, youth and people who use mental health
services) non-governmental organisations (NGOs) and government agencies that
provide social services. The findings were then published in a report called What you
told us. The findings of the engagement on the protection and use of data have
confirmed the major areas set out for the policy to address as appropriate. The
scope of the policy is to(108,109);

= ensure those receiving social services have a better understanding about how
their personal information is collected and used

= clarify when personal identifiable information is needed and what types of
personal information should be used for what purpose

= build understanding of what protocols, structures and measures need to be in
place to protect personal information

= equip the social sector to work together using information to improve services
and make better decisions for New Zealanders

= build understanding, trust, and confidence around the collection, storage and
analysis of information.
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6.6 Key learnings

= New Zealand has a National health identifier, a shared care record and
ePrescribing in place.

= Implied consent is used for the provision of individual care; all service users
should be informed about how the data will be used.

= Explicit consent is needed for secondary use of the data, unless it has been
de-identified or it is required by law for reasons such as to prevent or
lessen threat to public health or public safety, or the life of an individual.

= Consent is required to use the data for research unless approval is granted
from an ethics committee.

= An opt-out consent model is in place for the Shared Care Record.

= Important legislation governing the collection, use and sharing of personal
health information includes the Privacy Act and the Health Information
Privacy Code.

= For ePrescribing, patients can restrict pharmacies from having access to
certain data, if they choose to do so.

= The Ministry of Health has moved away from the idea of building a single
electronic health record towards developing a National Health Information
Platform that will enable data about a single patient to be shared.

= The Data Futures Partnership produced guidelines which public and private
organisations can use to develop a social licence for data use. National
public engagement was carried out and the findings included eight key
questions that must be addressed in order for people to feel comfortable
about their data being used.

= The Social Investment Agency carried out an engagement exercise to
inform a national policy that will help everyone to easily understand what's
appropriate, what's not, and how to do things safely when personal
information has a role to play.
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7. Ontario (Canada)

Ontario is one of the 13 provinces and territories of Canada and is located in east-
central Canada. Ontario has a population of over 14 million.

Canadians have universal coverage for medically necessary healthcare services
provided on the basis of need, rather than the ability to pay. Publicly funded
healthcare is financed with general revenue raised through federal, provincial and
territorial taxation.(110)

The provincial and territorial governments have most of the responsibility for
delivering health and other social services funded through health insurance plans.
The Canada Health Act establishes criteria and conditions for health insurance plans
that must be met by provinces and territories in order for them to receive full federal
cash transfers in support of health.(110) Ontario Health Insurance Plan (OHIP) is the
plan through which the province pays for many health services.(111)

eHealth at a glance:

Health identifier (Health Card Number) — a unique 10-digit identification
number given to eligible residents under the Ontario Health Insurance Plan
The Electronic Health Record (eHealth Ontario) — an online system that
connects hospitals and healthcare settings to show them an integrated view
of their patient’s health record

ePrescribing — not yet fully deployed in Ontario; however, many
communities are using the PrescribelT system as their electronic
prescription service

eReferral — development and full implementation is underway and it is
already being used by many healthcare providers in Ontario.

Consent model overview:

Implied consent is used within the ‘circle of care’.

Patients have the ability to withdraw or restrict consent to the sharing of
their personal health information via a ‘Lock-box’ function.

A record which has been restricted can be accessed in the case of an
emergency: this is known as ‘break the glass’.

Identifiable health information can be used for research purposes if
research ethics board approval is granted.

De-identified health information can be used for health research purposes.
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7.1 Key organisations

There are a number of key organisations with varying responsibilities in relation to
personal health data (collection, use and sharing) in Ontario. These include:

= (Canadian Institute for Health Information (CIHI)

= Consent and Capacity Board

= Canada Health Infoway

= the Information and Privacy Commissioner of Ontario (IPC).

7.1.1 Canadian Institute for Health Information (CIHI)
The Canadian Institute for Health Information (CIHI) provides comparable and

actionable data and information that are used to accelerate improvements in
healthcare, health system performance and population health across Canada. They
protect the privacy of Canadians by ensuring the confidentiality and integrity of the
healthcare information they hold.(112) CIHI informs policy-makers, supports
healthcare management and provides information to Canadians about their health
systems and the factors that contribute to good health. Data from CIHI can be
extremely valuable to health systems. The data can be used to highlight problems
and provides healthcare organisations with the ability to accurately assess and plan
healthcare activities.(113)

CIHI is a prescribed entity under subsection 45 (1) of Ontario’s Personal Health
Information Protection Act (PHIPA). As a prescribed entity, health information
custodians may disclose personal health information without consent to CIHI for the
purpose of analysis or compiling statistical information with respect to the
management of, evaluation or monitoring of, the allocation of resources to or
planning for all or part of the health system, including the delivery of services.

A prescribed entity must have in place practices and procedures to protect the
privacy of individuals whose personal health information it receives and to maintain
the confidentiality of that information. Those practices and procedures must be
approved by the Information and Privacy Commissioner of Ontario (IPC/ON) every
three years.

CIHI has a comprehensive Privacy Programme that ensures the confidentiality and
security of its Canadian healthcare data holdings. Part of this programme is a set of
policies governing privacy and security of personal health information. These policies
ensure CIHI collects, uses, retains and disposes of personal health information in
accordance with applicable laws and data sharing agreements. The program also
includes:

= a Privacy and Legal Services department committed to developing a culture of
privacy at CIHI
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= an active Privacy, Confidentiality and Security Committee that includes
representation from across the organisation

= a Chief Privacy Advisor who provides advice and counsel on privacy matters

= a Governance and Privacy Committee of the Board of Directors

= initial onboarding mandatory privacy and security training for new employees
and annually thereafter, to keep Canadian healthcare information protection
matters front and center.(114)

7.1.2 Consent and Capacity Board
The Consent and Capacity Board is an independent body created by the provincial

government of Ontario under the Health Care Consent Act. It conducts hearings
under the Personal Health Information Protection Act, and other acts. The role of the
Consent and Capacity board is the fair and accessible adjudication of consent and
capacity issues, balancing the rights of vulnerable individuals with public safety. The
board deals with matters of capacity, consent, civil committal and substitute decision
making. (115)

7.1.3 Canada Health Infoway
Canada Health Infoway helps to improve the health of Canadians by working with

partners to accelerate the development, adoption and effective use of digital health
solutions across Canada. Established in 2001, Infoway is an independent, not-for-
profit organisation funded by the federal government. Canada Health Infoway
conducts research into the benefits of digital health and collects citizens’
perspectives of these initiatives. Infoway regularly commissions research, surveys
and focus groups to better understand the areas of patient access that need
attention. This research highlights important issues for policy and decision-makers to
consider as jurisdictions move forward with their consumer health strategies.(116)

7.1.4 The Information and Privacy Commissioner of Ontario
The IPC was established in 1987 and provides oversight of Ontario’s access and

privacy laws, including the Personal Health Information Protection Act. These laws
establish the rules for how Ontario’s public institutions and healthcare providers may
collect, use and disclose personal health information.

In addition to overseeing the province’s access and privacy laws, the IPC also serves
both the government and public to:

= resolve appeals when access to information is refused

= investigate privacy complaints related to personal information

= ensure compliance with the acts

= review privacy policies and information management practices

= conduct research on access and privacy issues and provide comment on
proposed government legislation and programs
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= educate the public, media and other stakeholders about Ontario’s access and
privacy laws and current issues affecting access and privacy.

The Commissioner is an officer of the Legislature who is appointed by and reports to
the Legislative Assembly of Ontario and is independent of the Government of the
day.(117)

7.2 Legislation

Ontario has specific laws that govern information access and privacy practices in the
province. Important legislation in relation to the collection, use and sharing of
personal health information includes:

= Freedom of Information and Protection of Privacy Act and the Municipal
Freedom of Information and Protection of Privacy Act

= Personal Health Information Protection Act (PHIPA)

= Personal Information Protection and Electronic Document Act (PIPEDA)

= The Health Care Consent Act.

Legislation Description

Freedom of The purposes of the Freedom of Information and Protection
Information and of Privacy Act and the Municipal Freedom of Information
Protection of and Protection of Privacy Act are the following:

Privacy Act and ) _ ) )

the Municipal = To provide a right of access to information under the
Freedom of control of government organisations in accordance
Information and with the following principles: information should be
Protection of available to the public; exemptions to the right of
Privacy Act access should be limited and specific; decisions on

the disclosure of government information may be
reviewed by the Information and Privacy
Commissioner.

= To protect personal information held by government
organisations and to provide individuals with a right
of access to their own personal information.(118)
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Ontario’s health privacy legislation, the Personal Health
Information Protection Act (PHIPA), establishes a set of
rules regarding personal health information (PHI).

PHIPA gives the public the right to(119);

= be informed for reasons of the collection, use or
disclosure of personal health information

= be notified for theft/loss of unauthorised use or
disclosure

= refuse to give consent except in certain
circumstances

= withdraw consent by providing notice

= access a copy of your personal health information

= request corrections to your health record

= complain to the Information and Privacy
Commissioner if refused access to your record,
refused correction or there has been a privacy
breach.

The Personal Health Information Privacy Act (PHIPA) is
intended to:

= protect the confidentiality, privacy and security of
Ontarians' personal health information

= improve quality of care for patients

= provide healthcare practitioners with the right
information at the right time

= provide a framework that supports broader
healthcare reforms that will modernise Ontario's
healthcare system such as Smart Systems for Health

= balance the need to share information in the health
sector while protecting individuals' health information
privacy

= achieve better health system integration

= Enable improved health system management,
performance measurement, and fraud prevention and
maximize the benefits of new health technologies.(1?)
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Personal
Information
Protection and
Electronic
Document Act
(PIPEDA)

The Health Care
Consent Act

7.3 Consent model

Federal law in Canada states that all organisations covered
by PIPEDA must generally obtain an individual's consent
when they collect, use or disclose that individual's personal
information. People have the right to access their personal
information held by an organisation and to challenge the
accuracy of the personal information. Personal information
can only be used for the purposes for which it was collected
and if an organisation is going to use personal information
for another purpose, they must obtain consent again.
Personal information must be protected by appropriate
safeguards.(129) The Ontarian provincial privacy law, PHIPA,
has been deemed substantially similar to PIPEDA meaning
that PHIPA provides privacy protection that is consistent
with and equivalent to that found under PIPEDA.
Organisations that are subject to provincial health privacy
legislation deemed substantially similar are exempt from
PIPEDA with respect to the collection, use or disclosure of
personal health information occurring within the respective
province.(121)

The Health Care Consent Act was enacted in 1996. It
establishes the rules for determining capacity in treatment
decisions and for obtaining informed, voluntary consent
from either the capable patient or his or her substitute
decision maker. Where a physician declares a patient
incapable of making his or her own treatment decisions, the
Act provides for a review process before the Consent and
Capacity Board. It also sets out who may be a substitute
decision maker and the principles that must be applied when
making treatment decisions for an incapable patient.(122)

In Ontario, collection, use and sharing of health information requires either ‘implied
consent’ or ‘express consent’ (see Table 3).

A health information custodian (HIC) is an institution, facility or private practice
health practitioner that has custody or control of personal health information. The
HIC is responsible for collecting, using, disclosing, retaining and securely destroying
personal health information on behalf of clients. HICs may designate agents to
handle personal health information on their behalf for the purposes of providing
healthcare. An agent can be an individual or a company that contracts with, is
employed by, or volunteers for a HIC.
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Consent under PHIPA may be either express or implied, unless PHIPA requires
express consent. These consent types are detailed in table 3:

Table 2: Types of consent in Ontario, Canada

Consent type

Definition

Example

Assumed implied
consent

May only occur in the context
of the ‘circle of care’. Unless
you have specifically withheld
or withdrawn your consent,
custodians will assume your
implied consent for providing
healthcare within the ‘circle of
care’.(123)

Health information custodians
are permitted to disclose
personal health information
without consent to a medical
officer of health if the
disclosure is made for
purposes of the Health
Protection and Promotion
Act.(129)

Implied consent

Consent that one concludes
has been given based on
what an individual does or
does not do in the
circumstances.(123)

An example of implied
consent is consenting to a
physician issuing you a
prescription; therefore he/she
concludes you have implied
consent to share your
personal health information
with the pharmacist.

Express consent

Is given either verbally or in
writing, to a custodian to
collect, use or disclose your
personal health
information.(123)

An example of when express
consent is needed is the
disclosure of information to
an organisation that is not
the primary holder of the
information, for example,
insurance company.

7.3.1 Individual care
Assumed implied consent is used when providing individual care. ‘Circle of care’is a

term commonly used in Ontario to describe the ability of certain health information
custodians to assume an individual’s implied consent to collect, use or disclose
personal health information for the purpose of providing healthcare, in
circumstances defined in PHIPA. This ‘circle of care’ could include doctors, nurses
and pharmacists. Consent given by individuals can be withdrawn at any time
providing notice is given to the custodian.

Under the Personal Health Information Protection Act (PHIPA), looking at a single
healthcare record of a patient if you are not within their *circle of care’ is considered
to be a crime. Although PHIPA have not defined the circle of care, ‘circle of care’ is
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easily determined. If a healthcare professional is not directly involved in the care
and treatment of the patient, then they are not considered to be part of their ‘circle
of care’ and have no authority to view the individuals patient records.(12>)

Infographic: Visual representation of the circle of care.
/é\ .

An individual may, with limited exceptions, withdraw consent at any time for the
collection, use or disclosure of personal health information by providing notice to the
custodian. A withdrawal of consent would not apply to a collection or use that had
already occurred prior to receiving the notice of withdrawal.(126) A consent directive
gives patients or their substitute decision makers the option to restrict access to
personal health information in the electronic health record. If a patient does not
want to the share health information with members of their healthcare team, they
can restrict access by asking for a consent directive to be added to their record. This
means that when a clinician tries to access their record, a notice pops up indicating
that this record is blocked. Even when access is restricted, the health record will not
be out of date as new information will continue to be added throughout the patients’
healthcare journey. A patient has the option to unblock their record at any time. A
patient will receive confirmation once a consent directive is applied or removed.(127)

Everyone is presumed capable of giving consent unless a custodian has reason to
believe otherwise. A person is considered capable of giving consent if they are able:

= to understand the information that is relevant to deciding whether to consent
= to appreciate the reasonably foreseeable consequences of giving or not giving
consent.

7.3.1.2 'Lock-box" and ‘break the glass’
Under PHIPA, individuals may provide express instructions to health information

custodians not to use or disclose their personal health information for healthcare
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purposes without consent. These provisions have come to be referred to as the
‘lock-box’ provisions, although ‘lock-box’ is not a defined term in PHIPA. This means
that certain information on their health record is ‘masked’ and cannot be viewed by
healthcare professionals.

The withholding or withdrawal of consent may take various forms, including
communications from individuals to health information custodians(128):

= not to collect, use or disclose a particular item of information contained in
their record of personal health information (for example, a particular
diagnosis)

= not to collect, use or disclose the contents of their entire record of personal
health information

= not to disclose their personal health information to a particular health
information custodian, a particular agent of a health information custodian or
a class of health information custodians or agents (for example, physicians,
nurses or social workers)

= not to enable a particular health information custodian, a particular agent of a
health information custodian or a class of health information custodians or
agents (for example, physicians, nurses or social workers) to use their
personal health information.

‘Break the glass’ refers to the temporary removal of a consent directive to enable a
healthcare provider to access and use the client’s personal health information that
was previously restricted by a consent directive. Healthcare providers may use the
‘break the glass’ facility in cases of emergency. Information systems in Ontario allow
transparency by providing reports on who accessed what information or when a
consent directive was overridden without consent of the client. Processes are in
place by which these reports are regularly reviewed and investigated when issues
are identified.

7.3.2 Uses beyond the care of the individual
PHIPA sets out a limited set of acceptable uses of personal health information

without consent, including, for example, the following purposes(126):

= planning or delivering programs or services

= risk management, error management or activities to improve or maintain the
quality of care or any related program or service

= to a prescribed entity for analysis or compiling of statistical information with
respect to the management of, evaluation or monitoring of, the allocation of
resources to or planning for all or part of the health system including delivery
of services

= obtaining payment or processing, monitoring, verifying or reimbursing
healthcare claims
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= research, provided that specific requirements and conditions are met
= if permitted or required by law.

A health information custodian may disclose personal health information about an
individual:

= to the Chief Medical Officer of Health or a medical officer of health within the
meaning of the Health Protection and Promotion Act

= to a public health authority if the disclosure is made for a purpose that is
substantially similar to a purpose of the Health Protection and Promotion Act.

Section 30(1) of PHIPA states that health information custodians must not collect,
use or disclose personal health information if other information, for example, de-
identified information or aggregate information, would serve the purpose of the
collection, use or disclosure.(129

7.3.2.1 Service planning
According to PHIPA, a health information custodian may disclose personal health

information about an individual(?);

= for the purpose of determining or verifying the eligibility of the individual to
receive healthcare or related goods

= to a person conducting an audit or reviewing an application for accreditation

= to a prescribed person who compiles or maintains a registry of personal
health information for purposes of facilitating or improving the provision of
healthcare

7.3.2.2 Research
Under clause 37 (1) (j) of the PHIPA, a health information custodian may use

personal health information (which the custodian collected for purposes of providing
care) only if the custodian prepares a research plan and has a research ethics board
approve it.(17)
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7.4 eHealth developments

There are a number of eHealth initiatives in use in Ontario, including:

= health identifiers

= electronic health records

= electronic prescription service (ePrescribing)
= eReferral.

7.4.1 Health identifiers
Eligible residents in the province of Ontario may apply to receive provincially funded

health services covered by the Ontario Health Insurance Plan. A health card is issued
by the Government of Ontario to the insured person. A unique 10-digit permanent
identification number and a version code, together known as the health number, are
assigned to eligible residents.(130)

7.4.2 Electronic Health Records (EHR)
The electronic health system in Ontario is known as eHealth Ontario. eHealth

Ontario is an online system that connects hospitals and healthcare settings to show
them their patient’s health record. It has a security programme which protects
sensitive information. They also conduct threat and risk assessments to ensure that
they are adhering to the highest security standards.(131)

The eHealth Ontario electronic health record is a secure and private record of a
patient’s health history. It gives healthcare teams such as general practitioners,
nurses, doctors, emergency staff and specialists real time access to relevant medical
information, so that healthcare provided to the patient is based on accurate, up-to-
date information. Patients can restrict access to their record by asking for a consent
directive to be added to their record as described in Section 7.3.1.2. Currently,
patients do not have access to their own health record. However, this is something
that is hoped for in the future.(132)

EHealth Ontario is now processing an average of 27.7 million requests for patient
information every month. More and more healthcare providers are taking advantage
of the ability to access their patients' records on-line. This relieves the burden on
patients they treat because they do not to have to remember their clinical history,
such as laboratory results, publicly funded prescribed medications and diagnostic
images. 99% of hospitals in Ontario and 100% of home and community care
organisations are connected to the services.133)

7.4.3 ePrescribing
ePrescribing has not yet been fully deployed in Ontario.(13¥) However, PrescribelT, a

national, not-for-profit ePrescribing service for community prescribers in Canada, is
now available in Ontario. Physicians and pharmacies in Ontario use PrescribelT
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under the authority of the Health Information Act. They must inform patients about
why they are collecting their health information and answer questions about these
services, but they are not required to obtain consent from the patient to make
health information available to PrescribelT. Health service providers have a duty
under the Health Information Act to consider the wishes of their patients and
exercise their professional judgement before deciding how much patient health
information is to be made available to these systems. Depending on the patients
circumstances, physicians and pharmacists may discuss options with their patient to
use a paper prescription or to otherwise restrict access to your health information in
their systems.(13%)

7.4.4 eReferral
The Ocean eReferral Network is an integrated, cloud-based technology for

healthcare referrals developed by CognisantMD. The network includes a map-based,
searchable directory of healthcare providers with wait times, intelligent referral
forms, end-to-end reporting, and automated status alerts for patients and providers.
Using Ocean’s secure, online eReferral directory, healthcare providers can search for
specialists and patient programs, view wait times and locations, and create and
submit a healthcare referral in real time. With integrated electronic medical records
(EMRs), referrals are sent, tracked and updated right from the patient’s chart.(136)

7.5 Patient engagement

Canada Health Infoway regularly conducts public opinion surveys with Canadians as
part of its commitment to listen to their perspectives and understand their needs.
The 2018 Connecting Patients for Better Health report provides the latest
information on availability; use and citizen interest in accessing their health
information online as well as digitally enabled health services (eServices). Some key
findings include(13”);

= availability of digitally-enabled health services is not meeting the demand of
Canadians

= between 7% and 15% of Canadians are accessing their health record online

= there is a growing trend for smartphone use when accessing digital health
services.

To further understand the Canadian perspective, Infoway held the Better Health
Together Workshop in March 2017. Thirty-four citizen participants from across
Canada came together to learn and share their knowledge about digital health.
Together, they created the Citizens' Vision for Better Health through Digital
Solutions. The vision realised through this workshop was to improve the health of
Canadians and to promote true and meaningful collaboration between patients,
families, and their healthcare providers through universally accessible, integrated
digital technologies. Key principles emerged as part of the workshop.
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The participants believed that digital health technology in Canada should be(137):

= patient and family centred

= ethical

= universal

= integrated

= sustainable

= balanced between evidence and innovation.

7.6 Key learnings

= Ontario has a health identifier and an electronic health record system.
There are IT solutions available for providing ePrescribing and eReferral
services.

= Implied consent is used within the ‘circle of care’.

= Patients can withdraw or restrict consent, which is sometimes referred to as
the ‘lock-box’ function. However, a consent directive can be overridden
without the client’s consent in the event of an emergency (‘break the
glass’).

= Ontario’s health privacy legislation, the Personal Health Information
Protection Act (PHIPA), establishes a set of rules regarding personal health
information.

= Personal health information can be used and disclosed for research
purposes if research ethics board approval is granted.

= De-identified health information can be used for health research purposes.
= (Canada Health Infoway regularly conducts public opinion surveys with

Canadians and held a citizens’ workshop in 2017 to learn and share about
digital health.

Page 71 of 138



International review of consent models for the collection, use and sharing of health information
Health Information and Quality Authority

8. Australia

Australia has a population of over 24 million people, and citizens have access to high
standard of healthcare funded mainly through taxation. Australia is comprised of six
states and three territories governed by three tiers of government.(138) The three
tiers of government are the Australian Government or otherwise known as the
commonwealth, state or territory government and local government.(139) Health
services in Australia are provided by both public and private sectors. Medicare is
Australia’s universal health system. Medicare provides free healthcare to all residents
and citizens in the public health system.(140)

eHealth at a glance:

= National health identifier — individual healthcare identifiers (IHI) are in
place in Australia

= My Health Record is Australia’s National Electronic Health Record and is also
used by patients to access their health information (patient portal)

= ePrescription was first introduced in early 1990s

= eReferral system in place and is linked to the My Health Record system.

Consent model overview:

= Implied consent is used for the provision of individual care.

= There is an option to opt-out of having a My Health Record and an option
to opt-out of identifiable data being used for secondary purposes.

= De-identified data can be used for research and public health purposes
unless individuals opt-out via the patient portal.

= The portal has options to delete items and restrict access to personal data.

8.1 Key organisations

There are a number of key organisations with varying responsibilities in relation to
personal health data (collection, use and sharing) in Australia, including:

= the Department of Health

= the Australian Institute of Health and Welfare (AIHW)

= the Office of Australian Information Commissioner (OAIC)
= the Australian Digital Health Agency.
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8.1.1 The Department of Health
The Department of Health’s purpose is to lead and shape Australia’s health and aged

care systems through evidence based policy, well targeted programs and best
practice regulation.(141)

8.1.1 The Australian Institute of Health and Welfare (AIHW)
The Australian Institute of Health and Welfare (AIHW) is a major national agency set

up by the Australian Government under the Australian Institute of Health and
Welfare Act to provide reliable, regular and relevant information and statistics on
Australia's health and welfare. AIHW is an independent corporate Commonwealth
entity established in 1987. The AIHW provides statistical information that
governments, researchers and the community can use to promote discussion on and
improve the delivery of health and welfare for Australians.(142)

8.1.2 The Office of Australian Information Commissioner (OAIC)
The Office of Australian Information Commissioner (OAIC) is an independent

statutory agency within the Attorney General’s office. The OAIC regulates the
handling of health information in an individual’s My Health Record and its handling of
healthcare identifiers. It also regulates the handling of patient information by
healthcare providers.(143)

8.1.3 Australian Digital Health Agency
Tasked with improving health outcomes for Australians through the delivery of

digital healthcare systems and the national digital health strategy for Australia, the
Australian Digital Health Agency commenced operations on 1 July 2016. It is
responsible for national digital health services and systems, with a focus on
engagement, innovation and clinical quality and safety. Established as a statutory
authority in the form of a corporate Commonwealth entity, the agency reports to
state and territory health ministers.(144)

8.2 Legislation

Important legislation in place in Australia in relation to the collection, use and
sharing of personal health information includes:

= The Privacy Act 1988

= My Health Records Act 2012

= My Health Record Amendment Bill 2018

= My Health Records Regulation 2012

= Healthcare Identifiers 2010

= My Health Records Guidelines 2016

= The Australian Code for Responsible Conduct.
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Legislation Description

The Privacy Act 1988 The Privacy Act 1988 provides protections around
health information handling. This act regulates how
organisations collect and handle information and also
includes provisions that generally allow and individual
to access information held about them.

Section 95 of the Privacy Act sets out procedures that
Human Research Ethics Committees must follow when
personal information is disclosed from a commonwealth
for medical research purposes. Section 95A of the
Privacy Act sets out a framework for Human Research
Ethics Committees to assess proposals to handle health
information held by organisations for health research
without an individual’s consent. They ensure that the
public interest in the research activities substantially
outweigh the public interest in the procedure of
privacy.(143)

My Health Records The My Health Records Act was set up as a basis for

Act 2012 the principles on the My Health Record. It has
provisions on the role and functions of the system
operator. It has a registration framework which entitles
individuals such as healthcare providers to participate
in the My Health Record system. For example, health
information contained in an individual’s My Health
Record. It also sets the penalties that can be imposed
on improper collection, use and disclosure of
information. The Commonwealth Minister for Health
can make My Health Record rules under section 109 of
the Act about matters required or permitted in the Act
to be dealt with by that rule. Some rules set up under
the Act to date are(140);

= My Health Record Rule 2016: This specifies
requirements for registered entities in the
system, that is, operations, security.

= My Health Record Rule 2015: This specifies
requirements for registered healthcare providers
that assist individuals to register.

= My Health Record Rule 2017: Provides national
implementation of the My Health Record system
opt-out.
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On 26 November 2018, Australian Parliament passed
this bill. The new laws meant that the principles
contained within the framework to guide the secondary
uses of data will become law. A data governance
board will be established to approve the release of any
data in line with these rules. This also removes any
ability for insurers to access this data for the purpose
of research.(14”)

This is used for identifying information and privacy
laws that continue to apply to the disclosure of
sensitive information.(146)

This provides additional detail and requirements
regarding the operation of the healthcare identifiers
service.(146)

These guidelines set out the Information
Commissioners approach to exercising its enrolment
and investigate powers under the My Health Record
System.(147)

8.2.1 The Australian Code for Responsible Conduct 2018
Developed jointly by the National Health and Medical Research Council, the

Australian Research Council and Universities Australia, the 2018 Code has broad
relevance across all research disciplines. It articulates the broad principles that
characterise an honest, ethical and conscientious research culture. The Code sets
out principles and responsibilities that both researchers and institutions are expected
to follow when conducting research. The code does not incorporate laws however; it
is more of a guide to research conduct behavior. The principles that are hallmarks
for of research conduct are(148);

= Honesty in the development, undertaking and reporting of research.
= Rigor in the development, undertaking and reporting of research.
= Transparency in declaring interests and reporting research methodology, data

and findings.

= Fairness in the treatment of others including fellow researchers and others
involved in the research.
= Respect for research participants, the wider community, animals and the

environment.

= Recognition of the right of Aboriginal and Torres Strait Islander people to be
engaged in research that affects or is of particular significance to them.
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= Accountability for the development of research including complying with
legislation.
= Promotion of responsible research practices.

8.3 Consent model

8.3.1 Individual care
The My Health Record system is the Australian Government’s electronic health

record system. A My Health Record was created for every individual in Australia in
January 2019, unless they had opted out in advance. Individuals can choose to opt-
out of having a record at any time. Consent is implied for primary use of data, but
individuals have options to opt-out or to delete documents or limit access to their
record via the portal.(149)

An online portal is available to those who have a My Health Record. Using this
portal, individuals can control privacy by limiting who has access to their record.

Individuals can choose to invite a nominated representative to access their My
Health Record. A nominated representative might be a family member, close friend,
or carer.(150)

Individuals can decide which healthcare providers can view their record by setting a
record access code (RAC). Once a record access code is shared with a healthcare
organisation, such as GPs or specialists, they will be able to access the record.
Healthcare organisations can be removed from the provider access list at any
time.(150)

There are two ways to control access to specific health documents in My Health
Record(1%0);

= Restricting a document to prevent healthcare providers and nhominated
representatives viewing certain information.

= Removing a document so that only the patient and the professional who
added it to your My Health Record can see it.

Healthcare providers can still view restricted documents in an emergency. A medical
emergency involves a serious threat to your health, life or safety.(150)

It should be noted that some people may not have the technical skills or capacity to
access these options on the portal, and this may be a barrier to them having full
control of their record.(1>1)

8.3.2 Uses beyond the care of the individual
The My Health Record Act provides that unauthorised collection, use or disclosure,

as well as secondary disclosure, of health information in a person’s My Health
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Record is a breach of the My Health Record Act and an interference with privacy
(sections 59 and 60).(146) However, where My Health Record data has undergone an
appropriate and robust de-identification process, it is not considered health
information and is therefore not subject to the My Health Record Act or Privacy Act.
It is also important to note that My Health Record data which has not been properly
de-identified could be considered health information due to the risk of re-
identification.

My Health Record data is currently not being used for secondary purposes. It is
hoped that the data will be available for secondary uses by 2020, at which point
secondary use will be governed by the Framework to Guide the Secondary Use of My
Health Record System data.(!>2 Patient consent is required in order to release
individual identifiable data for secondary purposes.(1>3)

The My Health Record Amendment was passed in 2018. The new laws meant that
the principles contained within the framework to guide the secondary uses of data
will become law.(147)

The development of the framework was informed by a national public consultation
process. The purpose of the framework is to inform Australians about how My Health
Record system data may be used for secondary purposes. There are also other
limited circumstances in which a consumer’s My Health Record information may be
used under the My Health Records Act, including for court proceedings, coronial
investigations and law enforcement purposes, and to enable the system operator to
run the My Health Record system effectively (such as to undertake investigations
and audits).

The framework describes the governance mechanisms and technical processes to be
implemented before data can be released for research, policy and planning
secondary purposes. Key principles include(132):

= Individuals can choose to have a My Health Record but elect for the
information in it not to be used for secondary purposes.

= My Health Record system data cannot be used solely for commercial and non-
health related purposes.

= The provision of My Health Record system data to insurance agencies will not
be permitted.

= The use of My Health Record system data for clinical trials recruitment will not
be considered until an explicit consent option is available in the system access
controls.

= Custodianship for the secondary use of My Health Record system data rests
with the Australian Institute of Health and Welfare.

= Applications for My Health Record system data will be assessed by a Data
Governance Board, comprising representatives from the AIHW, the Australian
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Digital Health Agency (as the system operator) and a range of independent
experts, including representatives from population health/epidemiology,
research, health services delivery, technology, data science, data governance
and privacy, and consumer advocacy.

= The Board will consider applications for the secondary use of de-identified My
Health Record system data, as well as identified data with the consent of the
healthcare recipient.

= The Board will regularly reconsider the privacy protection processes around
secondary use of My Health Record system data. Particular consideration will
be given to circumstances where there is already data in the public domain
about individuals.

8.4 eHealth developments

There are a number of ehealth initiatives in use in Australia, including:

= national healthcare identifiers

= electronic health records (My Health Record)
= electronic prescription service (ePrescribing)
= eReferral.

8.4.1 National health identifier
Individual Healthcare Identifiers are automatically assigned to all individuals

registered with Medicare Australia or enrolled in the Department of Veterans' Affairs
(DVA) programs. Those not enrolled in Medicare Australia or with the Department of
Veterans' Affairs are assignhed a temporary number when they next seek healthcare.
This number is then validated by the Healthcare Identifiers (HI) Service Operator
and becomes their unique Individual Healthcare Identifier.(!>® There is no option to
opt-out of the Individual Healthcare Identifier.

8.4.2 Electronic health record — My Health Record
The My Health Record system is the Australian Government’s digital health record

system. It contains My Health Records, which are online summaries of individuals'
health information, such as medicines they are taking, any allergies they may have
and treatments they have received. A My Health Record allows an individual’s
doctors, hospitals and other healthcare providers (such as physiotherapists) to view
the individual’s health information, in accordance with their access controls.
Individuals are also able to access their record online.(14®) The My Health Record
contains health information relating to the individual, including:

= an overview of the individuals health record

= hospital discharge summaries

= reports from test and scans, such as blood tests
= prescribed medications
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= referral letters.

The My Health Record system is managed in line with the Australian Government
Protective Security Policy Framework. My Health Record data is stored in Australia,
and is protected by high grade security protocols to detect and mitigate against
external threats. Design features include many safeguards to protect the information
stored within the system, including audit trails, technology and data management
controls, as well as appropriate security measures to minimise the likelihood of
unauthorised access to information in a patient’s record. In addition to these
measures, the My Health Record system is protected by legislation which governs
the way the system is accessed, managed and used.(1>%)

Australia previously attempted to introduce an electronic health record (EHR) in
2012 called the Personally Controlled Electronic Health Record. This was an opt-in
model for both patients and professionals. Unfortunately, it was not a success due to
poor opt-in rates as well as lack of uptake and utilisation. Following on from this, the
My Health Record was launched in 2018, with an opt-out system in place.

8.4.3 ePrescribing
In Australia, ePrescribing systems in general practice were first developed in the

early 1990s. The uptake of e-prescribing systems was accelerated in 1999 because
of Commonwealth government incentive payments of $10,000 to practices that
acquired an email address and used ePrescribing software to write the majority of
their prescriptions. Currently, over 90% of general practitioners use one of the 20 or
so commercial systems that are available to write prescriptions, order pathology and
other tests, record medical progress notes or communicate with other healthcare
providers. Despite the widespread use of ePrescribing systems, there are no clear
standards or guidelines for their development.(156)

8.4.4 eReferral
The My Health Record system supports the collection of eReferrals. When a

healthcare provider creates an eReferral, it will be sent directly to the intended
recipient, as per current practices. A copy may also be sent to the My Health Record
system. eReferrals can be sent and received directly between healthcare providers
(point-to-point), through secure messaging, and or uploaded to and retrieved from a
patient's My Health Record (point-to-share).(157)
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8.5 Patient engagement

From March to October 2016, trials of different participation arrangements for My
Health Record were run. The aim of the trials was to understand consumer reaction
to different participation arrangements, as well as healthcare provider usage and
upload of clinical information to the patients’ records, when most of their patients
have a My Health Record.(?3

The trials were conducted as a collaboration between the Department of Health,
Primary Health Networks, the state health departments and relevant hospital and
health services. An independent evaluation of the trials commissioned by the
Department of Health was conducted by Siggins Miller Consultants to look at the
outcomes from these trials. Key findings included(?®:

= An opt-out system resulted in greater participation

= there was a high level of support for the automatic creation of a My Health
Record for every individual

= people had fewer concerns about My Health Record once the benefits were
explained to them

= the overall level of awareness and understanding was low

= the majority of people thought that healthcare providers should not be able to
opt-out of using the My Health Record and that the government should make
use compulsory for healthcare providers.
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8.6 Key learnings

= Australia is using national health identifiers, electronic health records,
ePrescription and eReferral

= Implied consent is used for the provision of individual care.

= There is an option to opt-out of having a My Health Record.

= There is an option to opt-out of identifiable data being used for secondary
purposes.

= De-identified data will be used for research and public health unless you
opt-out via the portal.

= The portal has options to delete items and restrict access to personal data.

= My Health Record data is currently not being used for secondary purposes.
It is hoped that the data will be available for secondary uses by 2020, at
which point secondary use will be governed by the Framework to Guide the
Secondary Use of My Health Record System data.

= Key pieces of legislation have been introduced as a basis for the principles
on the My Health Record, including the use of My Health Record Data for
primary and secondary uses.

= Australia launched an EHR in 2012 which was opt-in for both patients and
professionals, this was not successful due to poor opt-in rates and the My
Health Record was launched in 2018, using an opt-out system.

= In 2016, trials of different participation arrangements for My Health Record
were run. The trials tested different opt-out and opt-in arrangements in
different areas. The trials found that the opt-out system resulted in greater
participation.
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9. Estonia

Estonia currently has a population of roughly 1.3 million and has one of the leading
eHealth solutions in Europe.(138:159) The Estonian healthcare system is mainly publicly
funded through solidarity-based mandatory health insurance contributions in the
form of an earmarked social payroll tax.(169

The Estonian National Health Information System (ENHIS) is a national central
electronic database for processing health records of all patients receiving healthcare
services from any Estonian healthcare service provider. The ENHIS has been
functioning since 1 September 2008.

eHealth at a glance:

Estonia uses national health identifiers — Personal Identification Code
(PIC).

Electronic health record — the Estonian National Health Information System
(EHNIS)

Estonia has an online patient portal — www.digilugu.ee

ePrescription services are in use in Estonia

eReferral — used by all family doctors and specialists working in larger
healthcare institutions throughout Estonia

Emergency services — eAmbulance operate in Estonia and patient’s ID
codes can be used to read real time-critical information, for example, blood
type/allergies

eConsultation was set up in 2013.

Consent model overview:

Implied consent is used for the provision of individual care.

Patient consent is not needed for creating EHRs or for processing EHRs for
the purpose of providing healthcare.

Explicit consent is required if data is used outside the organisation in which
it was collected.

Electronic health information can only be used/provided to licensed
healthcare professionals.

Estonians can opt-out of having their health information stored on the
central database and can deny specific providers access to their data.
Secondary use of personal health information is allowed if a permit has
been issued by the data protection inspectorate.

Anonymised data can be used for research and planning purposes.

Page 82 of 138



http://www.digilugu.ee/

International review of consent models for the collection, use and sharing of health information
Health Information and Quality Authority

9.1 Key organisations

There are a number of key organisations with varying responsibilities in relation to
personal health data (collection, use and sharing) in Estonia, including:

= Ministry of Social Affairs

= Health and Welfare Information System Centre (HWISC) (previously the
Estonian e-Health Foundation (EHF))

= the Republic of Estonia Information System Authority

= Data Protection Inspectorate

9.1.1 Ministry of Social Affairs
The Ministry of Social affairs is responsible for organisation, coordination and

implementation of eHealth projects as well as the administration and development of
the ENHIS, standardisation of medical databases and classifications, and their
integration in the healthcare system. The ministry is responsible for policy and
strategy while the Health and Welfare Information System Centre (HWISC) manages
the daily administration of the ENHIS. The data controller for the ENHIS is the
Ministry of Social Affairs. The HWISC is the organisation authorised to process
data.(161)

9.1.2 Health and Welfare Information System Centre
The Health and Welfare Information System Centre (HWISC) is a department of the

Ministry of Social Affairs. From the perspective of ENHIS, it promotes and develops
national e-solutions within the healthcare system. This includes:

= Developing and managing the health information system, which consists of
eHealth cross-national projects, including in the following areas:
> electronic health record
digital registration
digital image
digital prescription
eConsultation
a statistics module
» eAmbulance.
= Standardisation — responsible for national development and administration
of classifiers and standards as well as the creation of electronic documents,
translation and harmonisation of terminology
= Developing the organisation — creating cooperation partnerships with parties
in Estonia as well as in Europe, initiating new projects and participating in
cooperation projects, informing the society about health related topics as well
as supporting individual development of the members of the organisation.(162)

VV YV VY
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It is the centre of information and communication technology in health, social
protection and labour field. The main responsibilities include:(163)

= development of information systems, standards, databases and eServices

= maintenance of services and infrastructure

= providing information security

= data analysis to support policy making, reporting, productivity monitoring and
supervision.

9.1.3 The Republic of Estonia Information System Authority
The Republic of Estonia Information System Authority leads the development of

national IT systems and ensures national cybersecurity. They are committed to
ensuring the smooth and sustainable operation of a secure e-state. They manage
and protect the state internet network and ensure secure e-elections. They aim for a
sustainable digital identity of Estonia and its wide use around the world. By
managing the State Portal eesti.ee, they deliver citizens important information
regarding the state. The reliability and development of the digital state depend on
them. They increase confidence in the state and its services.

X-Road is the backbone of e-Estonia. It is software that is a ‘centrally governed
distributed integration layer between information systems’, with its first iteration
developed and launched by Estonia's Information System Authority in 2001. It allows
the nation’s various public and private sector e-service information systems to link
up and function in harmony. (164

9.1.4 Data Protection Inspectorate
The Estonian Data Protection Inspectorate is the national supervisory authority of

data protection. Health data, including EHRs, fall in the scope of sensitive personal
data for which additional regulatory requirements are applicable. Estonian Data
Protection Inspectorate supervises whether health data, including EHRs, are
processed in compliance with rules for sensitive personal data protection.(161)
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9.2 Legislation

In Estonia there are a number of pieces of legislation in place in relation to the
collection, use and sharing of personal health information, including(t61);

= The Health Services Organisation Act, 2001

= The Personal Data Protection Act, 2007

= The Regulation on the System of Security Measures for Information Systems
2007

= The Law of Obligations Act, 2001

= The Regulation on Conditions and Procedure for the Issue of Prescriptions for
Medicinal Products and for the Dispensing of Medicinal Products by
Pharmacies and the Format of Prescriptions 2005

= The Penal Code, 2001

Legislation Description

The Health Services Chapter 5 of the Health Services Organisation Act of

Organisation Act, 2001 9 May 2001 establishes the most general regulatory
requirements for the functioning of the ENHIS. It is
also the basis for enforcing the government
regulations concerning the ENHIS. This act:

= defines the ENHIS

= establishes general principles for forwarding
data to the ENHIS and granting access to
ENHIS data

= establishes the ENHIS ethics committee.

The regulation does not contain data protection
rules, but refers to the Personal Data Protection

Act.(161)
The Personal Data The Personal Data Protection Act of 15 February
Protection Act, 2007 2007 applies as a general law to all personal data

protection issues related to EHRs. The Data
Protection Inspectorate monitors compliance with
the Personal Data Protection Act and guidelines
issued by the Inspectorate are useful in interpreting
the Act. For example, guidelines on processing
personal data in scientific research have been issued
by the Inspectorate.(161)
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The Regulation on the
System of Security
Measures for
Information Systems

The Law of Obligations
Act, 2001

The Regulation on
Conditions and
Procedure for the Issue
of Prescriptions for
Medicinal Products and
for the Dispensing of
Medicinal Products by
Pharmacies and the
Format of Prescriptions

The Penal Code, 2001

The Regulation of 20 December 2007 on the System
of Security Measures for Information Systems
establishes security classes for information systems.
The security class of ENHIS is also established on
the basis of this regulation.(161)

The Law of Obligations Act of 26 September 2001
provides for the general regulatory requirements of
the provision of healthcare services agreement. It
establishes the confidentiality obligation of the
professionals, healthcare service providers and the
obligation to document the provision of healthcare
and the liability of healthcare service. It also
provides the legal principles for the civil liability of
the providers of medical services. Estonian
legislation does not currently regulate or prescribe a
more specific legal regime for the liability related to
the use of EHR systems. Therefore, the general
principles for negligence/malpractice apply.(161)

Digital prescriptions are regulated under Regulation
of 18 February 2005 on the Conditions and
Procedure for the Issue of Prescriptions for Medicinal
Products and for the Dispensing of Medicinal
Products by Pharmacies and the Format of
Prescriptions. This regulation establishes:(161)

= The conditions and procedure for the issue of
prescriptions for medicinal products and for
the dispensing of medicinal products on the
basis of prescriptions or order forms,
including for the preservation and registration
of medical prescription forms, order forms
and accompanying documents.

= The format of prescriptions.

= The conditions and procedure for the
dispensing of medicinal products on the basis
of the prescriptions of the EU Member States,
EEA Member States and the Swiss
Confederation.

The Penal Code of 6 June 2001 prescribes criminal
liability for confidentiality breaches and the State
Liability Act of 2 May 2001 provides the basis or
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claiming compensation if rights are violated in the
process of performance of a public duty.(161)

Estonia has been strongly recognised as a leader in the eGovernance landscape in
Europe by implementing complementary legal frameworks protecting privacy in
order to promote the usage of eServices.(16%)
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9.3 Consent model

9.3.1 Individual care
Patient consent is not required for the purpose of creating EHRs or for the provision

of healthcare. However, Estonian law has established an opt-out system for the
sharing of EHRs in the ENHIS whereby the patient can prohibit sharing of their
personal health information in the ENHIS with healthcare providers. To do that, the
patient can opt-out using the My E-Health platform (patient portal) online
application. As an alternative, the patient must submit an application to his or her
healthcare provider (to prohibit access to ENHIS data connected to that provider) or
to the Ministry of Social Affairs (to prohibit access to all personal data in the ENHIS).
If the application is submitted to the healthcare service provider, it must be in
written form. If the application is submitted to the Ministry of Social Affairs, it can be
submitted online on the patient platform ‘My E-Health.” Identification of the patient is
confirmed through logging in with the national Identity Card or through mobile
phone based identification (mobile-ID).

On the My E-Health platform, the patient has several options(161:

= deny healthcare professionals access to all data on the ENHIS

= restrict access to certain information on the ENHIS

= grant access to his or her ENHIS data to other persons, for example family
members.

9.3.2 Uses beyond the care of the individual
Consent is required when using personal health information for other purposes other

than direct care; Estonian citizens are protected against their personal information
being processed without permission. It is mainly regulated by the Health Services
Organisation Act and Personal Data Protection Act. The requirement for consent for
secondary use of EHR data depends on whether the data are anonymised or not. If
the data are anonymised, it is not considered to be personal data and thus the
general requirements of the Personal Data Protection Act do not apply. If
information is not anonymised, the data can only be used for secondary use if a
permit has been issued by the Data Protection Inspectorate.(161)

When an Estonian citizen gives consent to the use of his or her personal information,
there are seven important legal principles laid out in the Personal Data Protection
Act that a data processor must follow(166);

1. Principle of Legality — The personal data of an individual will only be
collected in an honest and legal manner.

2. Principle of Purposefulness — Personal data will only be collected for
achieving determined and lawful objectives and will not be processed in a
manner not conforming to objectives of data processing.
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3. Principle of Minimalism — Personal data will only be collected to the
extent necessary for achieving determined purposes.

4. Principle of Restricted Use — Personal data will be used for other
purposes only with the consent of the data subject or with the permission of
the competent authority.

5. Principle of High Quality of Data — Personal data will be up-to-date,
complete and necessary for the achievement of the purpose of data
processing.

6. Principle of Security — Security measures will be applied in order to
protect personal data from involuntary or unauthorised processing, disclosure
or destruction.

7. Principle of Individual Participation — The data subject will be notified
of data collected concerning them. Furthermore, the data subject will be
granted access to data concerning them and the data subject has the right to
demand the correction of inaccurate or misleading data.

9.3.3 Research
Consent is needed for processing of personal health information. However, as

described in Section 9.3.2, secondary use of personal health information is allowed
without consent if a permit has been issued by the data protection inspectorate.
Anonymised (coded) health data is not personal data and can be used for scientific
research or official statistics without the consent of the patient. There is therefore no
opt-out system in this regard.(161)

9.4 eHealth developments

There are a number of ehealth initiatives in use in Estonia, including:

= national health identifier

= electronic health records

= ePrescribing

= patient portal

= eReferral

= eAmbulance

= eConsultation

= X-Road (interoperability e-solution).

9.4.1 National health identifier

The Personal Identification Code (PIC) is a unique 11-digit number assigned by the
state and used for citizens and residents in eGovernment services, including health.
Further authentication processes are completed in connection to the Estonian elD.
This mandatory national card provides digital access to all of Estonia’s secure e-
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services, for example, proof of identification when logging into bank accounts, i-
voting, to check medical records, submit tax claims and to use ePrescriptions.(167)

9.4.2 Electronic Health Records (EHR)
The Estonian National Health Information System (EHNIS) has been in operation

since 2008. Healthcare providers are connected to the health information system
and patient health data is stored centrally. There are more than 20 million different
health documents (such as case summaries, referrals, vaccinations, dental
information and medical images) and over 250 million events stored in the health
information system. As the fundamental principle in Estonian eGovernance state, this
type of data belongs to the citizen concerned. Health data and healthcare eServices
are accessible to patients through the patient portal www.digilugu.ee.

Overview of the national laws on electronic health records in the EU Member States
— National Report for the Republic of Estonia indicates that that hospitals strictly
regulate employees who can access EHRs and ENHIS and under what conditions.(161)
Hospitals take any infringement of such internal rules very seriously and have issued
warnings or ended employment contracts with employees who have accessed EHRs
without authorisation. All activities on ENHIS are recorded and every access can be
tracked down.

The six main principles of security of Estonian Health Information system are:

= a secure authentication of all users with ID-card or Mobile ID

= digital signing or stamping of all medical documents

=  maximum accountability and transparency — all actions will leave an
unchangeable (and un-removable) secure trail, protected by blockchain

= coding of personal data — separating of personal data from medical data

= encrypted database that removes the confidentiality risk from the technical
administrators

= monitoring of all actions together with the corresponding counter measures
(both organisational and technical).(168)

9.4.3 Patient portal
One of the crucial parts of ENHIS is the patient portal. Patients can log into the

patient portal (www.digilugu.ee) using their national ID card or mobile ID. Using the
patient portal, the user can:(161)

= Jog in with ID card or mobile ID

= view and update personal data

= add contact data of close relatives

= view their medical data from healthcare providers

= view electronic referral letters and electronic prescriptions
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= add representatives for themselves for actions such as collecting
ePrescriptions

= make declarations of intent (for example donation of organs)

= access health insurance data

= hide sensitive health data from doctors and representatives

= complete a health declaration form before an appointment

= view the log of who has accessed their data.

9.4.4 ePrescribing
ePrescription is a centralised paperless system for issuing and handling medical

prescriptions. Most recent figures indicate that 99% of all prescription medicine
issued to Estonian patients is done by digital prescription. This is a very efficient
system connecting every hospital and pharmacy in Estonia, cutting down on
paperwork and doctor visits and saving untold amounts of time and effort. Doctors
can prescribe medicine electronically and all patients can obtain their prescriptions at
any pharmacy by presenting their ID Card. This enables the pharmacist to retrieve
the patient’s information from the system and prepare the prescription. This was a
Digital Prescription project developed by the Estonian Health Insurance Fund.(16%)

9.4.5 eReferral
eReferral is part of the nation-wide EHR system services in Estonia. Patients need a

family doctor’s referral in order to see most specialists and to be admitted as a
nonemergency inpatient. A digital referral (eReferral) is a message sent to a
specialist via the health information system. With it, the doctor submits patient
health information and justifies the need for the referral. eReferral is used by all
family doctors and specialists working in larger healthcare institutions throughout
Estonia. Patients can also view digital referrals in the national Patient Portal
www.digilugu.ee. Patients are only able to book an appointment with a specialist
after a doctor has submitted a digital referral to the health information system
(ENHIS). The patient can then make an appointment by the website of the medical
institution, by calling reception or on site. In all three cases, the referral will be
stored in the health information system (ENHIS).(170)

9.4.6 eAmbulance
eAmbulance is another eHealth initiative in Estonia. This is a quick-response solution

that can detect and position the phone call for the ambulance within 30 seconds and
quickly sends the ambulance to the necessary location. In an emergency situation, a
doctor can use a patient’s ID code to read time-critical information, such as blood
type, allergies, recent treatments, on-going medication or pregnancy.(71)

9.4.7 eConsultation

An eConsultation service was set up in by the EHIF in Estonia in 2013. This service
enables family physicians to quickly and conveniently consult with a specialist to

Page 91 of 138


http://www.digilugu.ee/

International review of consent models for the collection, use and sharing of health information
Health Information and Quality Authority

clarify their patient's diagnosis and prescribe treatment. In the beginning only the
specialties of urology and endocrinology provided eConsultation services, but over
the years the use of the service has increased among family physicians and several
dozen new specialties have been added to the service.(172)

9.4.8 X-Road

X-Road is an eSolution that allows the nation’s various public and private sector
databases to link up and function in harmony.(1>8)

9.5 Patient engagement

Estonia has one of the most advanced eGovernance systems in the world. Many
services require the public to use eSolutions when accessing public services, from
voting to accessing healthcare. For this reason, Estonia has undertaken a number of
initiatives to reduce the digital divide by increasing access to the Internet.
Technological literacy should be a key step in a governments approach to
progressing eGovernance and eHealth solutions at a national level. An example of
this is the Come Along! campaign initiated in 2010, to improve Internet literacy, free
of charge with training and informational sessions targeting 100,000 citizens in
Estonia.(173)

When Estonia began the implementation of e-health initiatives in the 1990s, a large
investment was made in the area of public relations, legal and ethical discussions
and education.(*”® This highlights how important patient engagement and building
trust is at the beginning of an eHealth journey. Public trust promotes confidence in
eHealth services and increases engagement with eHealth initiatives.
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9.6 Key learnings

= Estonia has national health identifiers (Personal Identification Code),
electronic patient records (stored centrally in the Estonian National Health
Information System (EHNIS)), patient portal, ePrescription, eReferral,
eAmbulance and eConsultation services.

= Estonia is recognised as a leader in eHealth, implementing complementary
legal frameworks that protect privacy in order to promote the usage of
eServices.

= Patient consent is not needed for creating EHRs or for processing EHRs for
the purpose of providing direct healthcare.

= Estonians can opt-out of having their health information stored on the
central database and can deny specific providers access to their data.

= Explicit consent is required when processing personal health information for
purposes other than direct care.

= Secondary use of personal health information is allowed if a permit has
been issued by the data protection inspectorate or if the data is
anonymised.

= Patients have access to an online portal where they can view and update
personal data, add information, view their medical records, make
declarations of intent, hide sensitive data and view a log of who has
accessed their data.

= X-Road is an e-solution that allows the nation’s various public and private
sector databases to link up and function in harmony.

= Estonia uses blockchain technology to ensure high levels of information
security.
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10. Finland

Finland currently has a population of approximately 5.5 million.(17%) It ranks among
the three strongest health technology economies in the world.(17®) Finland is divided
into some 311 municipalities. Each municipality is responsible for arranging
healthcare for its inhabitants. Secondary care is arranged by 21 hospital districts, of
which 20 are in mainland Finland and one on the Aland Islands. Finland’s healthcare
sector is primarily funded by tax and state contributions. Public healthcare is
supplemented by privately funded occupational healthcare that covers 1.9 million
workers and private clinics.

eHealth at a glance:

= Health identifier - Finnish National ID Number
= Kanta services are the national centralised integrated and shared electronic
data system services for healthcare and social welfare
= The Kanta services include:
» My Kanta Pages
» Prescription services
» Pharmaceutical database
> Patient data repository

Consent model overview:

= Consent is not needed for the collection of personal health information as
public healthcare organisations are obliged to enter patient records in a
nationally centralised integrated and shared repositories.

= Implied consent is used in the provision of individual care within the
healthcare provider a patient attends.

= Explicit consent is needed if information is shared with external healthcare
providers. Patients can give consent at point of care or online through My
Kanta Pages.

= Secondary use of personal health information is allowed if a permit has
been issued by the Social and Health Data Permit Authority (Findata).

= Health information should always pseudonymised or anonymised when
shared for research or planning purposes unless a permit has been granted
from the data permit authority.
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10.1 Key organisations

There are a number of key organisations with varying responsibilities in relation to
personal health data (collection, use and sharing) in Finland, including:

= the Finnish Institute for Health and Welfare (THL)

= the Social Insurance Institution of Finland (Kela)

= the Office of the Data Protection Ombudsman (TSV)
= the Social and Health Data Permit Authority (Findata)

Other organisations include the Ministry of Social Affairs and Health (STM), the
Population Register Centre of Finland (VRK), the Finnish Medicines Agency (Fimea),
the National Supervisory Authority for Welfare and Health (Valvira), the Regional
State Administrative Agencies (AVI), healthcare service providers (public primary
healthcare centres, public hospitals districts, public and private hospitals, private
healthcare providers) and social welfare service providers (public and private actors).

10.1.1 The Finnish Institute for Health and Welfare
The Finnish Institute for Health and Welfare (THL) is a research and development

institution whose purpose is to promote the wellbeing and health of the population,
to prevent diseases and social problems and to develop social welfare and
healthcare services. The THL executes its remit through research, monitoring and
evaluation, development, expert opinions, official duties and international
cooperation. It is the official compiler of statistics in its sector and manages the
collection and leveraging of the data within its domain. It gathers and produces
information based on research and register data which can be used to support
decision-making.

The THL serves various parties: the government, municipal and provincial decision-
makers, actors in the social welfare and health sector, organisations, the research
community, and the public. It is an independent expert agency working under the
Ministry of Social Affairs and Health. The THL work focuses on(177);

= sustainability of the social welfare

= reducing inequality and social exclusion

= monitoring trends in diseases

= preparing for health threats

= transformation of the health service system.

In addition to these focus areas the THL is responsible for the concepts and
functional requirements for the Kanta services and national data structures,
classifications and interoperability specifications for the social and healthcare sectors,
for example, SNOMED-CT and CDA R2 schemas. The THL is also responsible for
national registries and statistics for the social and healthcare sectors.
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10.1.2 The Social Insurance Institution of Finland
The Social Insurance Institution of Finland (Kela) provide basic social security for all

persons resident in Finland throughout the different stages of their lives as defined
in the legislation.(17®) Kela runs the statutory national health insurance scheme that
covers all residents in Finland and includes outpatient medication reimbursement,
reimbursement of medical costs in the private sector, compensation of travel costs
to healthcare units, sickness allowance, maternity leave allowance and compensation
for some rehabilitation services and reimbursement. In addition to these services,
the Kela has overall responsibility for the technical implementation and operation of
the national centralised integrated and shared Kanta services.

10.1.3 The Office of the Data Protection Ombudsman
The Office of the Data Protection Ombudsman is an independent authority appointed

by the government to oversee the compliance of organisations with data protection
legislation. The Data Protection Ombudsman safeguards the rights and freedoms of
individuals with regard to the processing of personal data. The ombudsman covers

all aspects of personal information including personal health information.(179)

10.1.4 The Social and Health Data Permit Authority
Findata is located at the Finnish Institute for Health and Welfare and is separate

from the institute’s other activities. It began operating officially in November 2019.
The Ministry of Social Affairs and Health has appointed a steering group for the
launch of the activities of the data permit authority for the secondary use of health
and social sector data and to develop the services provided by the authority.(180) In
the interim, data permit applications and information requests must be submitted to
the respective data owners. From April 2020 onwards, Findata will grant permits for
the secondary use of data stored in national registries and data saved in both public
and private healthcare services. Permits for all data saved in the Kanta services will
be granted from January 2021 onwards. Permits will be granted for a number of
purposes as stipulated by the Act on the Secondary Use of Health and Social Data
(552/2019).(18)
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10.2 Legislation

Important legislation in place in Finland in relation to the collection, use and sharing
of personal health information includes:

= The Act on handling Customer Data in Health and Social Care (159/2007)
= The Data Protection Act (1050/2018) (Tietosuojalaki)

= The Act on Electronic Prescription (61/2007)

= The Act on Secondary Use of Health and Social data (552/2019)

Legislation Description

The Act on the Under the Act on Handling Customer Data in Health
Handling Customer and Social Care, public healthcare organisations are
Data in Health and obliged to enter patient records in a nationally
Social Care centralised archive. The aim of the Act is to

strengthen the data security of processing patient
information and patients' access to information.
Private healthcare organisations that have an
electronic system for long-term storage of patient
records must comply with this legislation.(®

The Data Protection Finland has passed a supplementary implementation

Act (Tietosuojalaki) act of the GDPR, the Data Protection Act of Finland
(Tietosuojalaki), which came into force on 1 January
2018. The act complements the GDPR and repeals the
Personal Data Act of 1999. In Finland, the Office of
the Data Protection Ombudsman
(Tietosuojavaltuutetun toimisto) is the local
supervisory authority and has a number of roles and
responsibilities under the Data Protection Act e.g.
audits, right to receive information and right to
impose sanctions on entities. The Finnish Data
Protection Board was the decision-maker under the
previous Personal Data Act 1999 and has since been
disbanded.s2

The Act on Electronic The Act on Electronic Prescriptions provides that

Prescription introduction of electronic prescriptions is mandatory
for pharmacies, healthcare units, and self-employed
persons with practices in healthcare units' premises.
All prescriptions must be issued electronically.
Telephone or paper prescriptions may be issued only
in exceptional cases. The pharmacy will also convert
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The Act on Secondary
Use of Health and
Social data 2019

these prescriptions into electronic form and record
them in the Prescription Centre. The aims of the Act
on Electronic Prescriptions are to improve patient and
drug safety and to make prescribing and dispensing
of medicines easier and more efficient. Patients have
the right, by law, to(83):

= check what details are stored about them

= examine the electronic prescription details in
the Prescription Centre and Prescription
Archive

= know who has handled their details stored in
the Prescription Centre and Prescription
Archive

= correct incorrect personal details.

In May 2019, a law was laid down on the secondary
use of health and social data. The purpose of the Act
is to facilitate the effective and safe processing and
access to the personal social and health data for
steering, supervision, research, statistics and
development in the health and social sector. A
second objective is to guarantee an individual’s
legitimate expectations as well as their rights and
freedoms when processing personal data.

The secondary uses referred to in the Act include:

= scientific research

= statistics

= development and innovation activities

= steering and supervision of authorities

= planning and reporting duties by authorities
= teaching

= knowledge management.(184)

The Act eliminates overlapping administrative burden
related to the processing of permits, speeds up permit
processing and ensures the smoother collation of data
from different registers. The Social and Health Data
Permit Authority role is described in Section

10.1.5.085
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10.3 Consent model

10.3.1 Individual care

According to Kanta website (www.kanta.fi), a patient does not have a right to forbid
storing their EHRs in the national patient data repository after the healthcare unit in
question has started using the repository. Health data may not be shared without a
written consent of the patient. Moreover, sharing of EHRs between healthcare
service providers connected to the national data system services is subject to
patient's consent (subject to certain exceptions). Once the consent is given, the
consent covers all EHRs in the national data repository. The patient may, however,
prohibit sharing of specific EHRs as determined by the patient. The consent (as well
as any prohibitions) is given by a document signed by the patient or via an electronic
portal (Omakanta).(186)

The primary use of an individual’s data means that data is used for the purpose for
which the data was originally saved for in the patient register.(18%) Implied consent is
used for the collection and primary use of patient data. Under the Act on Handling
Customer Data in Health and Social Care, public healthcare organisations are obliged
to enter patient records in a nationally centralised archive. Before the patient begins
using the online national Kanta services in Finland, it will be explained to them what
the Kanta services are and how their information will be used. This information will
be given to the patient in healthcare units or they can acknowledge receipt of it
online in My Kanta Pages.

Information about a patient’s healthcare, medical care in particular, and test results
are recorded in the Patient Data Repository (PDR). Patient data in the PDR can be
used by the healthcare provider that recorded the data. A patient can limit the use
of their data by restricting access to data (issuing a refusal); this can be done in the
healthcare services or online in My Kanta Pages.(18”)

Professionals browsing the data in the Patient Data Repository always require a care
relationship with the personal data they view. Furthermore, medical records can only
be accessed by healthcare employees who have a healthcare professional card. This
means that only healthcare professionals involved in the direct care of a patient can

view that patient’s health information and they must have the authority to do so.

The Patient Data Repository log and control services help to ensure that patient
records are used in compliance with data security and legislation. Access logs of the
healthcare professionals and citizens accessing the systems are recorded.(8) Such
measures ensure that the activity log tracks each person who has viewed individual
health records and these logs are subject to audits.
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10.3.2 Uses beyond the care of the individual
The Secondary Use of Health and Social Data Act 2019 allows for information

created during health and social service sector activities to be used for purposes
other than the primary reason for which it was originally collected and recorded.(?!)
The secondary use of individuals’ data refers to the use of the same information in
other contexts than in primary use. The secondary uses outlined in the Act include
scientific research, compiling of statistics, development and innovation activities,
teaching, knowledge management, steering and supervision of authorities, and the
planning and reporting duties of authorities. Different provisions apply to the
different uses of data. Only aggregate data from which individuals cannot be
identified may be used in the development and innovation activities.18

Currently, research and collection of health information based on register data are
carried out without separate consent from the individual by submitting permit
applications to data controllers. In the future, this practice will continue, but in a
more streamlined way. As discussed in Section 10.1.4, the Data Permit Authority,
which will be in operation by 2020, will issue permits for all data saved in the Kanta
services, eliminating the need for researchers and service providers to submit permit
applications to multiple data controllers for access to registry data. The data permit
authority will only supply the minimum amount of data necessary in each case, and
all identifiers will be removed from the data.

The Secondary Use of Health and Social Data Act 2019 includes provisions on the
data permit authority, its duties, and the secondary use of health and social data. A
data permit authority grants data permits when data is needed from numerous
different controllers or when data is saved in the Kanta service and or the data in
question is register data from private social welfare and healthcare service providers.
It does this by®b:

= always supplying data in a manner that maximises the protection of personal
data in each situation

= only supplying the minimum amount of data that is necessary for the instance
in question

= collecting data saved by the various controllers, combining these and
supplying them to the applicant for use in a secure user environment.

Free public access is only provided to aggregate data. All personal data is always
processed in a secure user environment.

The Act on Finnish Institute for Health and Welfare allows for information created
during health and social care service sector activities to be collected to national
registries. These registries are further used to create national statistics and for
monitoring, assessment and supervision of health and social care providers.

Page 100 of 138



International review of consent models for the collection, use and sharing of health information
Health Information and Quality Authority

Collection of data to the registries is based on the law and does not require explicit
consent.

10.4 eHealth developments

There are a number of ehealth initiatives in use in Finland, including:

= national health identifier
= Kanta Services (national data repository, electronic health records, patient
portal, prescription services and pharmaceutical database).

10.4.1 National health identifier
Finnish personal identity codes were introduced in 1963. To use eHealth services

such as online My Kanta Pages, patients need a Finnish personal ID code and means

of identification such as online bank IDs, mobile IDs or an electronic identity

10.4.2 Kanta Services
Finland is one of the first countries in the world to set up a national digital patient

data repository covering both the public and private healthcare sectors. Public
healthcare service providers are obliged to enter patient records in a nationally
centralised archive. Private healthcare service providers are obliged to join the
national data system services if the long-term storage of their health records is
carried out electronically.

Kanta produces a number of digital services for the social welfare and healthcare
sector, including‘s®:;

= My Kanta Pages — This is a service that records health information about
the patient including clinical history and prescriptions. It can be used by
patients to access their healthcare information online and register
declarations such as consent.

= Prescription service — All prescriptions are issued electronically. Paper or
telephone prescriptions can be issued only in exceptional cases. All
prescriptions are issued and dispensed via the Kanta services.

= Pharmaceutical Database — A database that contains necessary
information about medicines, their price and reimbursement status etc.
Information about individual products can be looked up in the Medicinal
Products Database.

= Patient Data Repository — Patient documents and patient information are
stored in electronic format in Finland in the Patient Data Repository.
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10.4.3 Electronic Health Records (EHR)
Kanta as such is not an EHR system but a data transmission and archiving service.

Kanta does not replace regional EHR systems, but healthcare units joining Kanta
services must ensure interoperability of their EHR system with Kanta services.(186)

All patient documents are stored in electronic format in Finland. Healthcare
professionals record the patient data in their local EHR solutions and then local
EHR's transmit these data encrypted in an internationally standardised format to the
national centralised integrated shared Kanta services, such as Patient Data
Repository. The Patient Data Repository allows the centralised electronic archiving of
patient records and long-term permanent storage of the data. The Patient Data
Repository plays a central role in passing information between healthcare service
providers. Patients can see the data recorded by the healthcare units via the online
My Kanta Pages, as described in Section 10.4.2.

Kanta services records that a patient has been informed about eHealth services and
contains records of a patients consent to disclose information and possible refusals
of disclosure, together with cancellations of consents and refusals. It also holds
information that is important for the patient's care, such as a living will or the
patient's wishes regarding organ donation for another person. Through the service,
healthcare units have access to the patient's main health information in one central
repository.

10.4.4 ePrescription
In Finland, all medical prescriptions are electronic since 2017. Information on

ePrescription is recorded in the Prescription Centre database, which is part of the
Kanta services. When a patient is dealing with matters related to ePrescriptions,
their oral consent is sufficient. Patients' written consent is only required in the event
that a healthcare unit wishes to retrieve information from the Prescription Centre for
a purpose other than the treatment they are getting.(*»

The patient can view their prescription information and renew an ePrescription
through:

= My Kanta service
= their own healthcare provider
= a community pharmacy.

The patient can collect medication prescribed to them at any community pharmacy
by:

= presenting a patient guide (information on the medicine as well as dosing
instructions) provided by their doctor
= using their Kela card (a personal health insurance card)
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= using their personal identification.

If consent to sharing prescription records is limited or refused by the patient, the
records cannot be seen anywhere else but in the unit where the information has
been recorded. If the patient refuses to share prescription data, community
pharmacies and healthcare units cannot see the information on the prescription.
However, the person who has prescribed the medicine is always able to view the
prescriptions they have issued. All prescriptions are issued electronically and so
paper or telephone prescriptions are only issued in exceptional cases. In cases of
paper or telephone prescriptions, it is the legal duty of the community pharmacies to
record these into the Prescription Centre.

If someone else is acting on behalf of a patient (for example, collecting a
prescription from the pharmacy on a person’s behalf) they must show the patient’s
instruction sheet of the prescription or the person’s Kela card. When using a Kela
card, the person acting on behalf of the patient must know which medicines they are
collecting. Itis also possible for the patient to give an e-authorisation to the person
who is collecting their prescription medicines. When using e-authorisation, the
person collecting the prescription medicines must know the personal identity code of
the patient.(192

Finland and Estonia have already established cross-border eHealth service
collaboration for ePrescribing. Estonia and Finland have developed, along other
European Union member states, common interoperable cross-border health
information exchange data systems. Finnish patients are the first in Europe who can
go to a community pharmacy in Estonia and collect their medication, with some
restrictions, which was prescribed electronically by their physician in Finland. The
initiative applies to all ePrescriptions prescribed in Finland, provided consent has
been given and the Estonian community pharmacies have signed the agreement.
(193) The Finnish ePrescriptions can be used also in Croatia.
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10.5 Patient engagement

In 2018, Finland launched a ‘data is good’ campaign by using examples of the
benefits of healthcare data. The campaign ran for 100 days and focused on
publishing the benefits of health data. Examples of benefits are given below:

Benefits to the patient:

Register research helps to access the health and well-being of the Finnish
population, for example, incidence of cardiovascular disease

By taking part in health surveys, you are contributing to the information
landscape and this helps decision makers to plan services that meet patient
needs

Health surveys help determine the most appropriate health initiative that are
best suited to Finns

Statistics allow researchers to create better treatment and medications for
patients and for future generations

New innovative information technology applications can be developed when
developers have access to the health information of the population.

Benefits for health and social care professionals:

High-quality information allows for informed decision making and leads to a
high level of care

Information healthcare professionals provides can impact on how their
healthcare institute appears in national statistic and assists in clinical audits
Having access to comparable health information that is of good quality can
help identify outliers in local health regions

Good quality data can help control and monitor disease

Data is used to support national, regional and local decision-making, ensuring
services are working efficiently.
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10.6 Key learnings

= Finland has a national health identifier, national electronic health records,
ePrescription and an online accessible patient portal (My Kanta Pages).

= Consent is not needed for the collection of personal health information as
public healthcare organisations are obliged to enter patient records in a
nationally centralised integrated and shared repositories.

= Implied consent is used in the provision of individual care within the
healthcare provider a patient attends.

= Explicit consent is needed if information is shared with external healthcare
providers. Patients can give consent at point of care or online through My
Kanta Pages.

= Secondary use of personal health information is allowed if a permit has
been issued by the Health and Social Data Permit Authority (Findata).

= Health information should always pseudonymised or anonymised when
shared for research or planning purposes unless a permit has been granted
from the data permit authority.

= Finland is one of the first countries in the world to set up a comprehensive
national electronic patient data repository and client data repository for
social welfare services.

= Having one electronic set of services, the Kanta services, means that any
national infrastructure is required to be interoperable with Kanta. Since
Kanta also provides for other e-Health solutions such as ePrescription,
interoperability with these systems is ensured through this national
interface.
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11. Denmark

Denmark has a population of 5.7 million people.(®® The Danish healthcare system is
universal and based on the principles of free and equal access to healthcare for all
citizens. The healthcare system offers high-quality services, the majority of which
are financed by general taxes. The healthcare system operates across three political
and administrative levels: the state, the regions and the municipalities.(1*» The state
holds the overall regulatory and supervisory functions in health and elderly care. The
five regions are primarily responsible for the hospitals, the general practitioners
(GPs) and psychiatric care. The 98 municipalities are responsible for a number of
primary healthcare services as well as for elderly care.

eHealth at a glance:

= All GPs keep electronic health records (EHRs). Information from these EHRs
then gets added to national health registries

= ePrescribing — 99% of all prescriptions are sent electronically to the
pharmacies

= eReferral — 97% of all referrals to hospitals are made electronically

= Shared Medication Record — contains up-to-date information on every
citizen in Denmark and is shared across all local systems in healthcare

= Patient portal — Sundhed.dk allows citizens to access their own medical
data from national health registers, EHRs and medication data.

Consent model overview:

= Consent is implied for the provision of direct care. By accepting treatment,
the patient accepts that their health information will be shared for the
purpose of their treatment.
= EHRs are created without the consent of the individual.
= Legislation in Denmark allows for health information to be used for
secondary purposes, without consent of the individual, providing that:
- approval is granted from an authorised authority
- that the information is necessary for statistical or scientific studies of
significant public importance and that the processing is necessary for
carrying out these studies.
= Electronic records can only be accessed by healthcare professionals involved
in their patient’s direct care. The use of access logs creates transparency
and contributes to a high level of public trust in eHealth initiatives in
Denmark.
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11.1 Key organisations

There are a number of key organisations with varying responsibilities in relation to
personal health data (collection, use and sharing) in Denmark, including:

= the Ministry of Health

= Danish Health Data Authority

= Danish Data Protection Agency (Datatilsynet)

= Danish Quality Improvement Programme (RKKP)

= MedCom (project organisations that run cross sectorial IT projects and
solutions)

= Sundhed.dk (national eHealth portal).

11.1.1 The Ministry of Health
The Ministry of Health consists of a department as well as a number of boards and

authorities that work to ensure a well-functioning and efficient health system. Some
of the ministry’s organisations are listed below:

= Danish Health Authority

= Danish Medicines Agency

= Danish Patient Safety Agency

= Danish Patient Complaints Board

= Danish Health Data Authority

= State Serum Institute (National centre of disease control)
= National Science Ethics Committee

= Ethical Council

= National Genome Centre.(19%)

11.1.1.1 Danish Health Data Authority
The main task of the Health Data Authority is to support the health field by collecting

and providing health information to health professionals as well as to policy makers
and citizens. They create coherent data and digital solutions for the benefit of
citizens, patients and healthcare professionals as well as for management, statistical
and scientific purposes in the health and elderly sectors. The Health Data Authority
is part of the Danish Ministry of Health and is responsible for a large number of
databases, registers, services and infrastructure that involve data on diagnosis,
treatment (including drug prescriptions) and population health.(1%) The information
in the registers comes from hospitals and general practitioners who record every
time a person has been in contact with the Danish healthcare system. There are a
number of registries such as the National Children’s Database, the National Patient
Registry, the Product Statistics Register and the Death Register. The Danish Health
Data Authority publishes a large number of reports based on data from the health
registers. The figures provided in these reports provide a comprehensive overview of
the health of the population. The Danish Data Protection Agency oversees that the
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legal requirements concerning healthcare data are satisfied before data are used in
research projects or clinical trials.(1?%

11.1.2 Danish Data Protection Agency (Datatilsynet)
The Danish Data Protection Agency (Datatilsynet) is the administrative authority

assigned with the task to ensure compliance with the Act on Processing of Personal
Data, now superseded by the General Data Protection Regulation and the Danish
Data Protection Act (databeskyttelsesloven).(97)

11.1.3 Danish Quality Improvement Programme
The Danish Healthcare Quality Programme is a national system intended to support

continuous quality improvement of the Danish healthcare service as a whole. It
generates methods to persistently develop quality across the entire healthcare sector
in Denmark; providing standards for good quality and developing methods to
measure and control this quality.(1%®)

11.1.4 MedCom
MedCom was established in 1994 as a public funded, non-profit cooperation.

MedCom facilitates the communication between authorities, organisations and
private firms linked to the Danish healthcare sector. MedCom is financed and owned
by the Ministry of Health, Danish Regions and Local Government Denmark. It has
four main activities:

= Cross-sector dissemination — providing support and information for
healthcare professionals, particularly through telemedicine solutions and
exchange of data such as exchanges of journals and electronic referrals.

= Standard, test and certification — MedCom'’s standards are the foundation for
exchanges of relevant data between the different parts of the healthcare
sector. MedCom documents, tests and certifies IT vendors’ implementation as
well as offering support, consultancy and training courses.

= System management — MedCom is responsible for a number of public IT
solutions.

= Application, participation and project-management in relation to EU projects
are part of MedCom’s international activities. In addition, MedCom promotes
Danish health IT and international standardisation initiatives.(1%9)
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11.1.5 Sundhed.dk
Sundhed.dk is the national eHealth portal in Denmark. Since its launch in 2003,

sundhed.dk provides several functionalities such as quality assured health
information, access to some parts of medical records and medication, and an
overview of the Danish healthcare system. It allows the public to access some parts
of their health records (hospital records, medication records and any other
interaction with the healthcare services in Denmark) in one location. Health
professionals can also log on and gain secure and controlled access to personal data
regarding patients they are actively treating. Around 1.3 million patients access
sundhed.dk each month.(200)

11.2 Legislation

Important legislation in place in Denmark in relation to the collection, use and
sharing of personal health information includes:

= The Act on Processing of Personal Data (Persondataloven)

= The Danish Act of Health (Sundhedloven)

= The Ministry of Health and the Elderly's Data Protection policy

= Act on Research Ethics Review of Health Research Projects (no. 593, 14 June
2011).
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Legislation Description

The Act on The EU’s General Data Protection Regulation (GDPR) and
Processing of the Danish Data Protection Act (databeskyttelsesloven)
Personal Data replace the Danish Personal Data Act (persondataloven) and

(Persondataloven) | give certain rights to individuals. Principles for collecting
personal data are set out under the General Data Protection
Regulation and are further supported by the individual
implementation of legislation on data protection in each
country within the General Data Protection Regulations
framework. Personal data can only be collected for lawful
purposes and the amount of personal data collected is
limited to what is necessary to fulfill that specific
purpose.(20)

The Danish Act of | The Health Act encompasses all legislation on benefits
Health pertaining to public healthcare, including mental healthcare
(Sundhedloven) and patient's rights.(202)

In May 2014, the Executive Order for the Shared Medication
Record (FMK — Fzelles Medicinkort) was adopted under the
Health Act. The Executive Order describes in detail which
professional groups and groups of persons who are
permitted access to FMK as well as the rights and
obligations associated with the individual professional
groups.(203)

The Ministry of The Ministry of Health and Elderly's data protection policy
Health and the provides information on how the Ministry and its institutions
Elderly's Data collect, handle and protect personal information. When an

Protection policy institution collects personal information directly from
citizens, that institution must inform the individual of the
purpose of the data processing, the time period for the
retention of personal data and the person’s individual rights
as the data subject.(19)

Act on Research The Act on Research Ethics Review of Health Research
Ethics Review of Projects lays down the legal framework used by ethical
Health Research review committees to evaluate research projects regarding
Projects (no. 593, | biological material or data obtained when making a genetic
14 June 2011) analysis. For the purposes of ethical review there is one
national research ethics committee and 11 regional
committees. The Danish National Committee on Health
Research Ethics coordinates the work of regional
committees.(204)
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11.3 Consent model

11.3.1 Individual care
According to the Danish Health Act, consent is implied for direct care; by accepting

treatment the patient is accepting that their personal health information will be
shared for the purpose of their treatment. Registering a patient’s health information
is a prerequisite for healthcare professionals to be able to deliver high quality care.
Similarly, healthcare professionals must have access to the relevant information
when providing care to a patient. Health professionals can retrieve the information in
their ‘local journal’ (local GP/hospital electronic record), but they can also, when
appropriate and necessary, ‘retrieve data from outside’.(2%%) In Denmark, primary
processing of health data is governed by the Health Act (Sundhedsloven no. 1202,
14 November 2014), the Danish Data Protection Act (databeskyttelsesloven), the
EU’s General Data Protection Regulation (GDPR) and the Act on Research Ethics
Review of Health Research Projects (no. 593, 14 June 2011).(204

11.3.2 Uses beyond the care of the individual
As a general rule, public authorities, including the institutions of the Ministry of

Health and the Elderly, process personal data under the Act on Processing of
Personal Data. This means that data processing does not require consent of the
individual. Secondary use of health data by other organisations requires the approval
of an authority, depending on where the data is derived from, for example, a
register or a medical journal. Data controller and the data processor must keep an
internal register of the data processing. In practice, this means that the use of
national population-based health data registers from the Danish Health Data
Authority is contingent on the research project satisfying the requirements set out in
the data protection law as being of significant public importance and that the
processing is necessary for carrying out the studies.(2%)

11.3.3 Research

Secondary use of health-related data is regulated in Denmark partly by the by the
Research Ethics Review of Health Research Projects and Health Act (Sundhedsloven
no. 1202, 14 November 2014) the Danish Data Protection Act
(databeskyttelsesloven), and the EU’s General Data Protection Regulation (GDPR).
The general rule under the the Danish Data Protection Act (databeskyttelsesloven),
the EU’s General Data Protection Regulation (GDPR) relating to the processing of
already existing health data and other sensitive data for research purposes is that
they may be processed without consent of the data subject presupposing that the
processing is carried out for:

= statistical or scientific studies of significant public importance and the
processing is necessary for carrying out these studies.
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= approval from an authority — depending on where the data is derived from,
for example, a register or a medical journal.

A list of all health related registries, a description of each registry and details of
primary variables used in the registry, can be found on the National Centre for
Register-based Research website.(207) Information used for statistical analysis or
research purposes can often include personal information such as gender and age.
Data sets that are available for statistical purposes and research purposes are
provided at aggregated level and are pseudonymised. This means that the
identifiable information such as CPR-number (personal identification number) is
replaced by an ID number so that the person cannot be immediately identified.(208)
Researchers can obtain access to these data, either in a safe environment on the
Research Machine (Forskermaskinen) or by ordering data extractions. The data
extractions are delivered in a secure environment and made available to the
researcher. When applying for data, researchers must meet a number of
requirements; a project description and an extension description must be attached,
containing information about which registries, variables, population and period that
apply to the project.(299)

11.3.4 Safeguarding personal health information
The Data Inspectorate and the National Audit Office regularly monitor the Danish

Health and Medicines Authority practices, ensuring that the organisation is
safeguarding personal health information and using it appropriately. The
recommendations that follow from inspections are incorporated into the work plans
of the authority, thereby promoting continuous improvement in safety.(20%

11.4 eHealth developments

There are a number of eHealth initiatives in use in Denmark, including:

= national health identifiers
= electronic health records

= Sundhed.dk web portal

= Shared Medication Record.

11.4.1 National health identifiers
Unique patient identifiers are used across health and social care and civil

administration databases.(210)

11.4.1 Electronic Health Records (EHR)
All GPs keep electronic health records (EHRs), and 98 per cent exchange records

electronically. In general, the Danish healthcare legislation perceives creation of
health records and making use of health data primarily as a matter of quality
assurance and patient safety. Licensed healthcare professionals are under an
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obligation to keep records, and non-compliance can lead to disciplinary sanction
(and in severe cases even to withdrawal of license).(292) Every time patients in
Denmark attend the doctor, the pharmacy, the emergency room or have any other
contact with the healthcare system, the healthcare professional records information
about the event in the patients electronic record. This data is added to national
registries such as the National Patient Register (Lands Patient Register), which is
managed by the Danish Health Data Authority. These health registries provide an
overview of the activities in the healthcare system and the Danes' state of

health. (199

11.4.2 Sundhed.dk web portal
The web portal Sundhed.dk allows citizens to access their own medical data such as

EHRs at hospitals, medication data and laboratory results. These data can also be
accessed by the patient’s GP. Patients can also access general information on health,
diseases and patient rights through this online portal.(1%%

11.4.3 Shared Medication Record
In 2007, the Danish Health Data Authority set out to establish a nationwide Shared

Medication Record, containing up-to-date information on prescription medicine on
every citizen in Denmark and shared across all local systems in the healthcare
sector. 99% of all prescriptions are sent electronically to pharmacies.* With the
shared involvement of many different stakeholders, including the Ministry of Health,
the Danish Health Authority and local governments, a private vendor, together with
the Danish Health Data Authority, developed the Shared Medical Record.(1%) The
Shared Medication Record (Feelles Medicinkort FMK in Danish) is a vital database at
the Danish Health Data Authority, storing data on all Danish citizens’ current
medication plans, electronic prescriptions and medicine purchases. The Shared
Medication Record has processed over 500 million prescriptions since it launched in
2009. The Shared Medication Record is used today by almost all healthcare
professionals in Denmark across the sectors. In total, about 40 different systems
have integrated with the Shared Medication Record. Patients can assess information
about current prescriptions and prescriptions used in the last two years online using
their NemID (common secure login used for banking/public services) via sundhed.dk
or the FMK (Fzelles Medicinkort) website. In addition to patients having access to
their own data, healthcare professional involved in the patients care (doctors,
dentists, nurses) can also access this information if the information is relevant to
their treatment. Amendments made to the Health Act in 2010 specify which
professional groups can access FMK and when they can access FMK. Information
about who accesses is logged and review logs can be assessed by patients.(203)

11.4.5 eReferral
97% of all referrals to hospitals are made electronically.(1*® All referrals to medical

specialists and psychologists are made electronically.(129
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11.4.6 Strategy for use of healthcare data
Denmark is a world leader in unique healthcare registers and infrastructure for

linking data across registers and databases. Biobanks and registers provide detailed
information on the entire population that can be used for research and improvement
of healthcare services. A reform to improve the visibility of results has been initiated
and marks a commitment to a national long-term strategy for better use of
healthcare data and for creating greater transparency of health outcomes and
results. As part of the visibility of results reform, a Health Data Programme was
established in 2014 to run over a four-year period. The vision of the Health Data
Programme is to create ‘better healthcare through better use of data’, and four
separate programme tracks have been defined to support this vision:

= New data model and user interface. Developing a modernised data model and
easy accessible user interface that gives better access to relevant healthcare
data for healthcare professionals, researchers, administrators and citizens.

= Modernised infrastructure. Developing the IT infrastructure for national health
data management at the National Health Data Authority, including a
modernised data platform.

= Better data quality. Enhancing quality of the healthcare data by establishing a
new national governance model for monitoring data quality in order to
support higher validity and reliability of healthcare data.

= Better cross-sectorial cooperation. A new governance model for health data
management to support cross-sectorial cooperation.(194)
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11.5 Patient engagement

11.5.1 Building a culture of trust
Sundhed.dk (the online eHealth portal) is one of the major accomplishments of

Denmark’s eHealth journey to date.

Denmark has a strong culture of trust, which is a key factor to the success of many
eHealth initiatives. Trust in the health service and governing bodies has enabled the
successful implementation of initiatives such as the patient portal. Denmark has
worked to ensure that the public experience the advantages of data exchange and
transparency, thus instilling confidence in the public that their data is safe.(1>2)

11.6 Key learnings

= Denmark has national health identifiers, electronic health records,
ePrescribing, eReferral and a patient portal.

= All GPs keep EHRs. Information from these EHRs then gets added to
national health registries. EHRs are created without the consent of the
individual.

= Consent is implied for the provision of direct care. By accepting treatment,
the patient accepts that their health information will be shared for the
purpose of their treatment.

= Legislation in Denmark allows for health information to be used for
secondary purposes, without consent of the individual, providing that:

- approval is granted from an authorised authority

- the information is necessary for statistical or scientific studies of
significant public importance and that the processing is necessary for
carrying out these studies.

= Electronic records can only be accessed by healthcare professionals
involved in their patient’s direct care. The use of access logs creates
transparency and contributes to a high level of public trust in eHealth
initiatives in Denmark.

Page 115 of 138



Health Information and Quality Authority

Appendix 1: Key terms in relation to health information and
how it is used

Individual care — The use of a person’s health information for their own
diagnosis, care and treatment by health and social care professionals. This is also
known as primary use of health information, or the use of information for direct
care.

Secondary use of health information — The use of a person’s health
information for purposes beyond their own diagnosis, care and treatment. The two
main types of secondary use are:

= service planning
= research.

As the term secondary use is quite technical, it is recommended that when
engaging with patients and the public the following term is used instead: the use
of health information beyond the care of the individual.

Personally identifiable — Details from patient records that can be linked to a
specific person because they include, date of birth, postcode or any other piece of
information that identifies the person. This information should be stored in a
highly secure way.

De-personalised — Health information that cannot easily be linked to a specific
person because any piece of information that identifies the individual has been
removed, disguised or encrypted. Although this information cannot easily be linked
back to the patient, with enough time and the right resources, the person could be
identified.

Anonymous — Health information from many people that has been combined
together to show general trends and therefore could not be linked to a specific
person. As it only relates to large groups of people, it cannot be linked back to a
single person, and so it has fewer security measures attached to it.
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Appendix 2: Key terms in relation to consent

Explicit consent — A requirement that an individual signifies his or her
agreement with a data controller by some active communication between the
parties.

Implied consent — Implied consent arises where consent may reasonably be
inferred from the action or inaction of the individual.

Informed consent — Detailed information given to the individual along with
opportunity for discussion. The individual then provides clear and affirmative
action to allow data to be collected and used.

Opt-in — Person has to actively sign-up for data to be collected and used.

Opt-out — Data will be collected and used automatically unless person actively
dissents.
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Appendix 3: Key terms in relation to eHealth

eHealth or electronic health — This is defined by the World Health
Organisation as the use of information and communication technologies for health.

National electronic health record — A digital record of a patient’s journey
through healthcare.

Shared care record — A record that enables healthcare providers in different
settings (for example, primary care or hospitals) to view patient records with the
patient’s consent or their representative’s consent, where appropriate. It brings
together information from various systems into a single place for care
professionals to use to support the delivery of care.

Patient summary or summary care record — A summary of the main parts of
a person’s health record that will be most useful to a healthcare professional
treating a patient at a different location to usual (for example on holiday, visiting
friends or in an emergency).

Individual health identifier — A unique number given to a patient which allows
them to be identified across healthcare organisations.

Patient portal — A website specially created to be used by patients. Patients can
log in securely and view their own health record information, sometimes at an
individual healthcare organisation.

ePrescribing — The process of sending medical prescriptions from healthcare
professionals — via a computerised system — to pharmacies.

eReferrals or electronic referrals — An electronic platform that enables the
seamless transfer of patient information from a primary to a secondary treating
practitioner's client management system.
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