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About the Health Information and Quality Authority (HIQA)

The Health Information and Quality Authority (HIQA) is an independent statutory
authority established to promote safety and quality in the provision of health and social
care services for the benefit of the health and welfare of the public.

HIQA's mandate to date extends across a wide range of public, private and voluntary
sector services. Reporting to the Minister for Health and engaging with the Minister for
Children, Equality, Disability, Integration and Youth, HIQA has responsibility for the
following:

Setting standards for health and social care services — Developing
person-centred standards and guidance, based on evidence and international
best practice, for health and social care services in Ireland.

Regulating social care services — The Chief Inspector within HIQA is
responsible for registering and inspecting residential services for older people
and people with a disability, and children’s special care units.

Regulating health services — Regulating medical exposure to ionising
radiation.

Monitoring services — Monitoring the safety and quality of health services
and children’s social services, and investigating as necessary serious concerns
about the health and welfare of people who use these services.

Health technology assessment — Evaluating the clinical and cost-
effectiveness of health programmes, policies, medicines, medical equipment,
diagnostic and surgical techniques, health promotion and protection activities,
and providing advice to enable the best use of resources and the best outcomes
for people who use our health service.

Health information — Advising on the efficient and secure collection and
sharing of health information, setting standards, evaluating information
resources and publishing information on the delivery and performance of
Ireland’s health and social care services.

National Care Experience Programme — Carrying out national service-user
experience surveys across a range of health services, in conjunction with the
Department of Health and the Health Service Executive (HSE).
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Overview of the health information function of HIQA

Health is information-intensive, generating huge volumes of data every day. Health
and social care workers spend a significant amount of their time handling information,
collecting it, looking for it and storing it. It is, therefore, very important that
information is managed in the most effective way possible in order to ensure a high-
quality safe service.

Safe, reliable healthcare depends on access to, and the use of, information that is
accurate, valid, reliable, timely, relevant, legible and complete. For example, when
giving a patient a drug, a nurse needs to be sure that they are administering the
appropriate dose of the correct drug to the right patient and that the patient is not
allergic to it. Similarly, lack of up-to-date information can lead to the unnecessary
duplication of tests — if critical diagnostic results are missing or overlooked, tests have
to be repeated unnecessarily and, at best, appropriate treatment is delayed or at worst
not given.

In addition, health information has an important role to play in healthcare planning
decisions — where to locate a new service, whether or not to introduce a new national
screening programme and decisions on best value for money in health and social care
provision.

Under Section (8)(1)(k) of the Health Act 2007,(Y) the Health Information and Quality
Authority (HIQA) has responsibility for setting standards for all aspects of health
information and monitoring compliance with those standards. In addition, under
Section 8(1)(j), HIQA is charged with evaluating the quality of the information
available on health and social care and making recommendations in relation to
improving its quality and filling in gaps where information is heeded but is not
currently available.

Information and communications technology (ICT) has a critical role to play in
ensuring that information to promote quality and safety in health and social care
settings is available when and where it is required. For example, it can generate alerts
in the event that a patient is prescribed medication to which they are allergic. Further
to this, it can support a much faster, more reliable and safer referral system between
the patient’s general practitioner and hospitals.

Although there are a number of examples of good practice, the current ICT
infrastructure in health and social care services in Ireland is highly fragmented with
major gaps and silos of information. This results in individuals being asked to provide
the same information on multiple occasions.

In Ireland, information can be lost, documentation is poor, and there is an overreliance
on memory. Equally, those responsible for planning our services experience great
difficulty in bringing together information in order to make informed decisions.
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Variability in practice leads to variability in outcomes and cost of care. Furthermore, we
are all being encouraged to take more responsibility for our own health and wellbeing,
yet it can be very difficult to find consistent, understandable and trustworthy
information on which to base our decisions.

As a result of these deficiencies, there is a clear and pressing need to develop a
coherent and integrated approach to health information, based on standards and
international best practice. A robust health information environment will allow all
stakeholders — patients and service users, health professionals, policy-makers and the
general public — to make choices or decisions based on the best available information.
This is a fundamental requirement for a highly reliable healthcare system.

Through its health information function, HIQA is addressing these issues and working
to ensure that high-quality health and social care information is available to support
the delivery, planning and monitoring of services.

Page 4 of 65



Draft recommendations on a consent model for the collection, use and sharing of health information in Ireland
Health Information and Quality Authority

Table of contents

About the Health Information and Quality Authority (HIQA) ....c.cccvrmunrasnas 2
Overview of the health information function of HIQA..........ccormmmummesnnasnnnn 3
Table of contents........cccciimmmiimmmsimmms s - 5
Background to recommendations ......ccccciimimimeimemenenes s s 6
g Lo« [T oL oo 10
Chapter 1 — Definitions to support a consent model .......c.cccimirerreirenennanes 13
1.1 Recommendations — key definitions to support a consent model ....................
Chapter 2 — Consent model for health information .......c.ccccimmminmesinneainnnnnn 16
2.1  Recommendations — consent model for health information ........c.....coovevnnnnnnn.
Chapter 3 — Legislation .........iccoummemmmsmmmssmmmsimmssmmnssmmssmmssmessnssnnssnnsnnnns 23
3.1 Recommendations — health information legislation ........cccccciviiiiiiiiniiniieenns
Chapter 4 - Governance structures for health information ........ccoorreuinnaans 27
4.1 Recommendations — governance structures to support new legislation and the
consent model for health information............ccoor i
Chapter 5 — Technical and operational considerations.........c.ccsrmusressrassas 32
5.1 Recommendations — Technical and operational considerations.............ccceevveennn.
Chapter 6 — Public engagement..........ciccimmmmimmmsimmmsmmmssmmsssmmesmmssnnssnnnsnnns 36
6.1 Recommendations — Public engagement...........ccooiiiiiiiiiiiiiiiin e
Chapter 7 — Conclusion and next steps......ccurcsmrmmmminssmmsmassnesssssnnsssnssnnsnns 39
Summary of recommendations .......ccirirmmrmsmremmemnmsmee e —————— 41
Glossary of terms......ccoireimmmsimmmmmnemmesmmssmnns s nnnssnnnssnnnsss 46
Glossary of abbreviations.......cccuumimieinmeimmesimmsmnes s ——— 50
3 =T = o T o 51
Appendix 1 — Advisory group members .......ccorcirmummmsmmemnnssmnsmanennnnm. 58
Appendix 2 — Exemption examples ......c.ccimmmmimmmsmmmesmmssmssmsssmasnasnnsms 60

Page 5 of 65



Draft recommendations on a consent model for the collection, use and sharing of health information in Ireland
Health Information and Quality Authority

Background to recommendations

A major challenge for healthcare in Ireland today is striving to achieve an appropriate
balance between the protection of personal health information and the use and sharing
of such information to improve care. Advances in digital technologies have the potential
to improve the quality of care provided to patients and also promote better use of
resources. This also means that, as plans advance towards a more digital healthcare
system, vast amounts of health information will be available to use and share
electronically. A recent national public engagement in Ireland on this topic identified that
individuals welcome a move towards the use of electronic records; however, they want
to be more informed about when, and how, their information is shared and how privacy
is protected.(®

Currently, in Ireland, there is no overarching legislative framework to support the safe
and effective use of personal information in health and social care. The collection, use
and sharing of personal information is essential for high-quality and safe care as health
professionals need relevant patient information available to them when making clinical
decisions. Individuals also expect healthcare professionals and organisations to
communicate effectively with each other and use their information to manage and
govern the health system. However, there needs to be clarity around when and how
personal information can be collected, used and shared by health and social care
services. There is also a need to promote adequate security measures to protect against
known and potential risks associated with collecting, using and sharing both paper-based
and electronic health records (EHRS).

HIQA is developing recommendations on a consent model for the collection, use and
sharing of health information in Ireland. Consent for the use of personal information is a
process by which a person expresses that they are willing for their information to be
collected, used and shared.® These draft recommendations have been published for
public consultation to ensure that members of the public have an opportunity to engage
in, feedback on, and inform the final recommendations.

The draft recommendations were developed as per HIQA's legislative remit under the
Health Act 2007 and subsequent amendments to the Act.(!) Under the Health Act 2007,
HIQA has a statutory remit to develop standards, evaluate information and make
recommendations about deficiencies in health information. The responsibilities of HIQA
in this regard are outlined in the following sections of the Act:

e Section 8(1)(i): to evaluate available information respecting the service and the
health and welfare of the population.

e Section 8(1)(j): to provide advice and make recommendations to the Minister for
Health and the HSE about deficiencies identified by HIQA in respect of the
information referred to in paragraph (i).
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Stages to development of recommendations

The recommendations were developed in line with the methodology outlined in HIQA’s
Health Information and Standards Quality Assurance Framework and include the
following stages:

» Undertake an evidence review of models for the collection, use and sharing of
health information in other jurisdictions

eConvene a special advisory group to provide feedback on both the evidence
review and the draft recommendations

eUndertake a national public engagement on health information to inform the
recommendations

eUndertake a public consultation on the draft recommendations

~
eComplete recommendations, seek approval from relevant stakeholders and groups,
and publish the recommendations on HIQA's website

S

At the initial stage of the development process, HIQA
undertook a review of consent models for the collection, use and sharing of health
information to identify examples of best practice internationally (click here for review).
Experts in each of the eight jurisdictions were contacted for interview to ensure the most
relevant and up-to-date information was gathered. An update, as well as a more detailed
review, was completed in 2021 by undertaking another desktop review and contacting
experts in each country to validate the information. The eight jurisdictions included in the
reviews were:

= Australia
= Denmark
» England
= Estonia

= Finland

= New Zealand
= Northern Ireland
» Ontario (Canada).

In addition, an evidence synthesis paper was developed to support these
recommendations which includes an ‘as-is’ analysis of the current health information
landscape in Ireland and a summary of the latest international evidence.® The
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significance of the key findings from the evidence synthesis will be discussed in this
document.

Stage 2: Advisory group - An advisory group was convened four times to provide
assistance in developing the recommendations (see Appendix 1 for list of members).
Advice and guidance was sought from the advisory group at each stage of the
recommendations development process.

Stage 3: National public engagement - HIQA, in partnership with the Department of
Health and the Health Service Executive (HSE), undertook a national public engagement
to guide the development of the recommendations in 2020-2021. The aim of the national
public engagement on health information was to understand the opinions and attitudes
of the Irish public in relation to the collection, use and sharing of personal health
information. A survey was conducted with 1,200 members of the public to give their
feedback on how their personal health information is collected, used and shared by
health and social care services, and their opinions on the use of digital technologies in
this area. In order to further understand the findings of the survey, 14 focus groups
were held with the public, patients and representatives of different service user groups.
The full report, Findings from the National Public Engagement on Health Information,
can be found on HIQA's website, here. The findings of the national public engagement
on health information were used to inform these recommendations.

Stage 4: Public consultation - Based on the findings from the evidence review and
engagement with stakeholders, the project team prepared a draft set of
recommendations for public consultation. The advisory group reviewed the draft
recommendations prior to the public consultation.

Stage 5: Next steps (approve and publish recommendations) — After the public
consultation, the recommendations will be reviewed and amended to reflect the
feedback. The updated draft recommendations will then be circulated to the advisory
group for final considerations. Following analysis and review of the additional feedback,
the final recommendations document will be completed and sent for approval to the
HIQA Executive Management Team, before final approval by the HIQA Standards
Information Research and Technology (SIRT) committee, a sub-committee of its Board,
and then the HIQA Board. After the HIQA Board has approved the recommendations,
they will be submitted to the Minister for Health and will also be published on the HIQA
website.
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Scope of recommendations

The recommendations on a consent model for the collection, use and sharing of health
information in Ireland include the following:

1. Key definitions to support a consent model, including a definition for health
information, the use of information for direct care, and the use of information
beyond direct care

2. The circumstances when consent is required from individuals for the collection,
use and sharing of their personal information (the consent model)

3. The legislative requirements for health information

4. The governance structures necessary to ensure that personal information is
processed appropriately and securely in line with individuals’ preferences

5. The technical and operational considerations to support the consent model

6. The requirements for effective public engagement to inform decisions on how
information is collected, used and shared

In scope: The scope of the recommendations is to address the consent model that
should be in place for the collection, use and sharing of health information, which has
been processed for the purposes of providing direct care and subsequently used for
reasons beyond direct care, such as for public health and health services management
and planning.

Out of scope: Legislation has been enacted in Ireland in respect of the processing of
personal information for research purposes (Health Research Regulations 2018),®)
through formal applications for a consent declaration to the Health Research Declaration
Committee (HRCDC). Therefore, the processing of personal information for research
purposes without consent is not included in the scope of these recommendations.
However, to fully describe the consent model for health information, the use of
information for research purposes is discussed throughout the evidence synthesis.

For the remainder of this document:

Personal information will be used to describe any data or information relating to an
identified or identifiable individual. An identifiable individual is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that individual.

Health information will be used to describe health and social care information, and as
defined in Recommendation 1.

Consent for the use of health information will be used to describe the process by
which a person is willing for their information to be collected, used and shared.
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Introduction

The collection, use and sharing personal information in a secure manner is an integral
part of health and social care provision; it is critical both for managing direct care and
also for reasons beyond direct care, such as for health service planning and
management, policy-making and research. Improved sharing of health information can
ensure a more efficient health service by providing information when, and where,
needed.(® eHealth initiatives, such as EHRs, aim to achieve this; however, in doing so, it
is also important to ensure that individuals are fully informed about the potential uses of
their data and that they have a good understanding of how, and why, it may be used.
Every individual should feel confident that their personal data and information will be
used and protected appropriately.

For high-quality and safe care, it is in an individual’s best interests that their health
information is collected, used and shared appropriately. When professionals do not have
access to the most relevant and up-to-date health information, it results in duplication of
efforts and suboptimal delivery of care, as well as being inconvenient as individuals have
to continuously repeat their medical history during consultations. More crucially,
however, the lack of access to timely data and information can often lead to tests and
scans needing to be repeated, which can delay care and treatment, as well as increasing
costs and impacting on efficiency of services.® Using health information for reasons
beyond direct care in a safe and controlled manner also has many significant public and
societal benefits. For example, information is used by management within health services
to review waiting lists and organise resources, such as hospital operating theatres, to
ensure they are used to full capacity. Furthermore, information can be used to review
care processes across large numbers of patients to understand the circumstances which
lead to the best care outcomes. This learning can be used to develop guidelines to
promote optimal care for all patients, such as in the development and implementation of
national clinical guidelines.(”)

These benefits are only appreciated when health information is processed safely in a way
that protects the privacy of individuals. In some situations, it is important to ask
individuals if they are happy for their personal information to be used and shared. In the
General Data Protection Regulation (GDPR),® this is referred to as seeking consent for
processing of personal data.” It is important to note that under GDPR, if health
information is changed to make it difficult or impossible to identify the individual about
whom the data was collected, consent may not be required. For example, personal or
identifiable information can be removed before sharing this information and other de-
identifying techniques can be used to prevent re-identification.® This means that, with

* Under the GDPR, health data is considered a special category of personal data and there are specific
conditions attached to its processing. Article 9 of the GDPR specifically deals with the processing of special
categories of personal data, including data concerning health which can be used and shared for a number
of specific reasons. For example, if processing is necessary for reasons of substantial public interest.
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the correct data governance, the data can then be used in a safe and secure manner,
ensuring privacy is protected.® A consent model should clearly outline the circumstances
when consent is, and is not, required from individuals for the collection, use and sharing
of their information. The processing of health information should follow a rights-based
approach, meaning that an emphasis is placed on protecting and promoting people’s
rights and respecting their autonomy, privacy, dignity, and their values, preferences and
diversity.(10)

Consent for processing of data, as defined in GDPR, is: ‘any freely given specific
informed and unambiguous indication of the data subject’s wishes by which he or
she, by a statement or by a clear affirmative action, signifies agreement to the
processing of personal data relating to him or her’.(3

Traditionally, models of consent are referred to as:
= Explicit consent or opt-in — an individual actively agrees or signs up to
allow for data to be collected or used;
= Implied consent or opt-out — agreement can be reasonably inferred and
data will be collected and used automatically unless an individual actively
asks for the information not to be used or shared for a particular reason.

Involving people in important decisions about their health information and ensuring that
their rights in relation to personal information are upheld is crucial, and will ensure that
new technologies and initiatives, such as EHRs and citizen health portals, are
implemented in a way that is acceptable. There needs to be open communication and
ongoing engagement with the public around how, and why, personal health information
is collected, used and shared. Public engagement must be undertaken in a meaningful
and authentic way to build trust, confidence and awareness surrounding the benefits of
using and sharing health information. Ongoing deep and meaningful engagement will
help to design a model for health information in Ireland which will evolve to meet
individuals’ needs and requirements.

The following chapters outline what is needed to develop and implement a consent
model for the collection, use and sharing of health information:

e Chapter 1: Definitions of key terms for health information

e Chapter 2: Consent model for health information

e Chapter 3: Legislation for health information

e Chapter 4: Governance structures to support the consent model and health
information legislation

e Chapter 5: Technical infrastructure and operational considerations

o Chapter 6: Public engagement on health information

The recommendations have been informed by international evidence, a review of the
current situation in Ireland, and engagement with a broad range of national and
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international stakeholders. See the associated evidence synthesis paper for an ‘as-is’
analysis of the current health information landscape in Ireland and a detailed description
of the international evidence that has informed these recommendations.®
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Chapter 1 — Definitions to support a consent model

This section describes the approaches that eight other jurisdictions, as outlined in the
accompanying evidence synthesis,® have taken when defining key terms for health
information and the concepts that are considered important when defining each term.
This has informed the development of the recommended definitions for these terms for
an Irish context.

Health information

All jurisdictions reviewed define health information, to some extent, in national legislation
although the level of detail varies. For example, Estonia has a simple definition where
health information relates to “personal data required for the provision of a health service,
data related to the state of health of a data subject, and data related to health
care”.(11.12) In contrast, New Zealand provides a detailed list of the type of information
that is classed as health information, including medical history, donation of bodily parts,
and information on disabilities.(!3) Some jurisdictions have specifically included a
reference to how information is recorded.(!418) The key concepts included in current
definitions across jurisdictions reviewed were: a) individual health status and condition,
incorporating both physical and mental health; b) health and social care provided to an
individual; and c) other personal information collected to provide health and social care,
such as name and date of birth.

Use of health information for direct care

The use of health information to inform the provision of direct care is cited as its primary
purpose in all of the jurisdictions examined in this review. There are differences,
however, across jurisdictions on what activities are considered direct care. In some
jurisdictions, activities that inform the wider provision of care are considered sufficiently
connected to the provision of direct care once they are conducted by someone with a
‘legitimate care relationship’ to the individual. A legitimate care relationship is one where
a health or social care professional is involved in informing the direct care of an
individual. For example, in Northern Ireland, clinical audits and case reviews carried out
by members of the care team are considered to have sufficient connection with direct
care to be viewed as a primary use of health information.(®) The use of health
information in emergency situations where it is necessary to lessen or prevent a serious
threat to an individual’s life, health or safety is also viewed as a critical element of direct
care.

Use of health information for beyond direct care

The majority of jurisdictions included in the review do not specifically define the use of
health information beyond direct care in their legislation; only Finland and Northern
Ireland were found to define this use of health information in legislation and both refer
to it as ‘the secondary use’ of health information.(1419) All jurisdictions outline the
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permitted uses of health information beyond direct care in legislation, although the depth
of detail differs between jurisdictions. The permitted uses of health information beyond
direct care vary across jurisdictions. Health service management and monitoring,
planning and administration, quality improvement activities, health research, public
health, health and social care statistics, and training and education are the most
common uses of health information beyond direct care. A number of additional uses
were also identified that are unique to particular jurisdictions.

Currently, in Ireland, these terms are not defined in legislation. It is important that there
is a consistent understanding of these terms in the development of a consent model for
health information. HIQA performed a review of the legislation in the eight jurisdictions
included in the international review in order to draft definitions for each of these terms.
These were subsequently refined for the Irish context after feedback from the advisory

group.

1.1 Recommendations — key definitions to support a consent model

HIQA makes the following recommendations:

1. Based on a review of international best practice and stakeholder consultation,
HIQA recommends that the following terms are defined in legislation:

Health information is “information’ which relates to the physical or mental
health or condition of an individual; the health or social care that is being, has
been, or may be provided to an individual, or an individual’s expressed wishes
about the future provision of health or social care; and other personal
information required for the provision of health or social care”.

The use of health information for direct care is “information used to
inform the provision of direct care to an individual; activities that focus on
improving direct care and are undertaken by health and social care
professionals with a legitimate care relationship,* such as case reviews and
local clinical audit; and emergency situations where information use is
necessary to lessen or prevent a threat to an individual’s life, health or safety”.

The use of health information beyond direct care$ is “information used
and shared by health services and health service providers for activities that
contribute to the overall provision of health and social care to a population as a
whole, or a group of individuals with a particular condition, but which fall

" Information sources includes a wide variety of material, including but not limited to: handwritten notes;
electronic records; correspondence, including oral correspondence, between health and social care
professionals; visual and audio recordings; laboratory report; and communication with patients and
services users (including oral communication, texts and emails).

* A legitimate care relationship is one where a health and social care professional is involved in informing
and delivering the direct care of an individual.

8 Explicit consent_is required for the use of personal information for reasons beyond direct care (except
where exemptions apply). Anonymised or aggregated data should be used when the purpose of use can
be achieved without personal information, even when exemptions apply.
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outside the scope of direct care. Uses beyond direct care include: health
services management and planning, health and social care research, public
health, statistics, and training and education.”
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Chapter 2 — Consent model for health information

Rights-based approach for health information

The processing of health information should follow a rights-based approach, meaning
that an emphasis is placed on protecting and promoting people’s rights. This involves
respecting their privacy but also their autonomy, dignity, values, preferences and
diversity.(19) Data protection is a fundamental right set out in Article 8 of the European
Union (EU) Charter of Fundamental Rights.(29) Under the GDPR, health data is recognised
as a special category of data, due to its sensitive nature, giving it more stringent
protections than other types of personal data. Therefore, the GDPR details specific rights
of individuals in respect of their personal data. These include, but are not limited to:

» Right to access - request a copy of any of their personal data which are being
used in any way

= Right to be informed (transparency) - clearly outlining the specific purposes for
which personal data are used in any way

» Right to rectification - to have inaccurate personal data rectified, by the controller,
without undue delay

= Right to object - to certain types of processing of personal data.

It must be noted that data protection is not an absolute right.(?1) It must always be
balanced against other values, fundamental rights, human rights, or public and private
interests. As this is the case, it can be confusing for individuals to understand the
circumstances under which there may be grounds for them to exercise their data
protection rights. Therefore, as technologies develop and the potential to use and share
health information increases, the rights of individuals in relation to their personal
information should be openly discussed, as well as the choices they have about this.

Consent model for health information

A consent model for health information should clearly outline the situations in which
individuals’ consent is, and is not, required for the use of personal information in health
and social care. The international review presented in the evidence synthesis identified
that although there are similarities across the jurisdictions reviewed, each jurisdiction has
contextual differences which prevent the same approach being adopted consistently,
although the basic principles are common.® The proposed consent model, informed by
the evidence synthesis, is outlined in Figure 1.()
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Figure 1: Consent model for personal information

Personal information

Direct care Beyond direct care
Exemptions Format
el Use and sharing apphy: changed
provision of care of personal e.g planningand | Anonymised: No
information management, longer ‘personal’ Research consent
publichealth declaration —application to
Health Research Consent
Declaration Committee.
- ) Covered within Health
Explicit consent not required Research Regulations:
outside scope of these
Recommendations.

Category 1: Use of information for direct care

In all jurisdictions reviewed, and in Irish and European legislation, the processing of
personal information is lawful for the provision of care. This means that health and social
care professionals can use and share health information to provide safe and effective
care to individuals. Some jurisdictions have also incorporated explicit rules regarding the
transparency of the use and sharing of personal information. For example, in Northern
Ireland, a Code of Practice on Protecting the Confidentiality of Service User Information
has been developed which states that service users must be informed of the information
sharing necessary to provide direct care.(t?

Category 2: Use of information beyond direct care (explicit consent)

If personal information is required for reasons beyond direct care, explicit consent for the
use and sharing of personal information is required. This approach is common across all
jurisdictions and is based on the principle that personal information should only be used
for the purpose for which it was collected.

Category 3: Use of information beyond direct care (consent exemptions apply)

All jurisdictions reviewed include provisions in their data protection acts to allow, in

certain circumstances, personal information to be used for reasons beyond direct care

without explicit consent. For example, for planning and management of services, and

public health. The use of personal information for these specific and defined reasons

without the requirement for consent are referred to as ‘consent exemptions’ There is no
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standard approach to defining exemptions across jurisdictions, although the following
activities are generally included: situations where the information is required for statute,
court or tribunal proceedings; or where there is an overriding public interest or value in
the use or sharing of the information. Therefore, consent exemptions need to be clearly
outlined in legislation, and in associated regulations and guidance. See Appendix 2 for
examples of exemptions and potential data sharing and linkage activities that may be
possible if the proposed consent model is implemented, including the appropriate
legislation, governance structures, technical infrastructure and operational capacity.

Category 4: Use of information beyond direct care (anonymised)

The use and sharing of health information for purposes beyond direct care, such as for
health and social care planning, and policy development, does not always require
personal information. All jurisdictions reviewed have provisions in place to allow
anonymised health information to be used for reasons beyond direct care without the
requirement for explicit consent. This is because irreversibly and effectively anonymised
information is no longer considered personal information.(®)

In jurisdictions with well-developed structures for the use of information for purposes
beyond direct care, specific agencies are assigned responsibility for governing and
managing the anonymisation process and the use and sharing of this information. These
agencies have a role in managing data requests and have expertise in the latest
anonymisation and linkage techniques. When such data governance structures and
technical infrastructure are in place, existing data and information can be linked,
anonymised and shared securely ensuring the optimal use of data to inform policy and
practice, and to support innovation (this will be discussed further in Chapters 4 and 5).

Research consent declaration: It is recognised in Ireland, similar to other
jurisdictions, that in limited situations, obtaining consent will not be possible and that
the public interest of doing some research projects significantly outweighs the need for
explicit consent. In Ireland, in this instance, it is possible to apply for a consent
declaration where the HRCDC reviews applications and can permit the use of personal
data without consent for research purposes in exceptional circumstances. The HRCDC
was established as part of the Health Research Regulations developed under the Data
Protection Act, 2018.() The purpose of the regulations is to support health research
and promote necessary and desirable public confidence in such research, providing for
an independent and representative committee to make decisions on such applications.
Note: The use of personal information, with a consent declaration, for research has
been included in this consent model for the purposes of presenting a complete
understanding of the different uses of health information. However, as Health
Research Regulations 2018 have been enacted in Ireland, the use of personal
information in this instance, for research purposes without seeking explicit consent, is
not included in the scope of these recommendations.
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Consent preferences

The process of seeking consent for health information is evolving in many jurisdictions,
particularly where eHealth systems are more advanced. Consent can involve a once-off
or a fixed arrangement, or it can be a dynamic process which allows the individual to
have more control over their preferences. Dynamic consent is a model that involves
ongoing engagement, and enables people, usually through an interactive digital
interface, to express their consent preferences and how these might change over time.
This approach has been explored primarily within medical research, in fields such as bio-
banking and genomics, where ongoing contact is required with participants.(??) It is now
also being used in the area of health information as individuals are increasingly provided
with opportunities to actively manage consent preferences regarding the use and sharing
of their personal health information through online portals; this involves ongoing
engagement and communication between individuals, and the users and custodians of
their information.(23)

Although consent is not required by law for the use of personal information for the
provision of care, some jurisdictions reviewed provide individuals with a level of control
over how their personal information is used for direct care. For example, in Ontario
(Canada),®® Estonia,®® and Australia,?®) individuals can request that aspects of their
medical records are not viewed, used and shared by healthcare professionals without
their consent. In such instances, individuals are informed that blocking access to certain
information may impact on their direct care as the care professional may not be able to
make a fully informed decision. In Ontario (Canada), individuals can request that a
‘consent directive’ is added to the record, meaning that certain information will be
blocked on the record and can only be accessed once consent has been granted by the
individual, or in an emergency situation (this will be discussed further in Chapter 5).

To date, in most jurisdictions reviewed, an opt-out consent approach has been used for
the setting up of EHRs. For example, in Australia, there was a six-month period (July
2018 — January 2019) during which all individuals had the opportunity to decide if they
wanted a My Health Record and to opt-out if they did not want one.(?3) Electronic records
were subsequently created for all eligible Australians who did not opt-out. If individuals
later decide that they do not want a My Health Record, they can cancel it at any time,
and their record will be permanently deleted. Individuals that have opted-out of having a
My Health Record can change their mind and decide to register at any time.

Internationally, there is currently ongoing debate about the advantages and
disadvantages of this approach.(27-29) Among proponents of an opt-in consent approach
to initiation of national EHRs, most arguments against the opt-out approach for EHRs
centre on the security of health data in centralised record systems.(27:28) In some
jurisdictions, there has been a move away from opt-in approaches due to poor
uptake.9 Without high levels of uptake, there is a risk that the advantages an EHR can
offer will not be realised, such as higher quality and safer care due to improved access to
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accurate, up-to-date, and complete information at the time of care, and improved
communication between healthcare providers as well as individuals.G) In addition, both
opt-in and opt-out consent approaches for EHRs may be associated with a patient safety
risk as if a person refuses to opt-in, or chooses to opt-out, of having one, their clinical
information will not be available to clinicians when they need it. This has the potential to
result in sub-optimal decision-making, particularly during emergencies.®? As such, it is
important that countries take into account multiple factors and perspectives when
deciding on what consent approach to take when implementing EHRs, or other
significant eHealth initiatives. In Ireland, effective public engagement will be required to
identify the approach that meets the needs of citizens and to maintain public trust
throughout the process (public engagement will be discussed further in Chapter 6).

In some jurisdictions, individuals can also review and express their consent preferences
for how their information is used beyond direct care, usually through a portal or other
online process. The approaches taken, and the activities which an individual can opt-out
of having their information used vary between jurisdictions. In England, for example,
under the ‘national data opt-out’, individuals can opt-out of their personal information,
collected by the NHS, being used for research and planning, but an individual does not
have the option to opt-out of their de-identified information being used for these
purposes.(32) In Australia, however, individuals can opt-out of their de-identified health
information being shared for public health and research purposes.(33)

In order to provide individuals with greater control over their health information, the
appropriate technical infrastructure is needed to enable a dynamic method to offering
choices and to allow individuals manage their consent preferences. In most cases, the
infrastructure to control the use and sharing of one’s personal information is delivered
through a portal, with the exception of England which, in the absence of a citizen health
portal, has developed a specific online platform (the technical infrastructure to manage
consent preferences will be discussed further in Chapter 5).

2.1 Recommendations — consent model for health information
HIQA makes the following recommendations:

Rights-based approach to implementing a consent model
2. The collection, use, and sharing of personal information should follow a
rights-based approach.

In all circumstances, individuals should be informed of:
= how, and why, their personal information is being, or may be, collected,
used and shared.
» their rights to privacy and confidentiality in relation to their personal
information, and what choices they have about this.

To support a rights-based approach, it is important that everybody working in
the health and social care system understands their responsibilities and
obligations in relation to the collection, use and sharing of personal
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information. In addition, a system-wide approach is needed to actively inform
individuals about how their personal information is used and what individuals’
rights are in relation to privacy and maintaining confidentiality (see

recommendation 10).
Consent Model

3. Based on a review of international evidence, HIQA recommends the
introduction of the following consent model for the collection, use and sharing
of personal information, and that this model should be defined in legislation
(see recommendation 4):

Note: As a general principle, anonymised or aggregate data should be used in
all circumstances where the purpose of use can be achieved without personal
information.

Use of information for direct care
= Category 1: Explicit consent is not required for direct care. The

collection, use and sharing of personal information is lawful under the
Data Protection Act 2018 G and the General Data Protection Regulation
() where it is necessary for the provision of health and social care. This
means that professionals with a care relationship can collect, use and
share personal information to ensure they have accurate and timely
information to deliver safe and effective care. However, the principles of
data protection and transparency still apply, so individuals should always
be fully informed of how, and why, their personal information is being, or
may be, used.

Use of information beyond direct care
= Category 2: Explicit consent is required for the collection, use and
sharing of personal information for reasons beyond direct care (except
where exemptions apply — see Category 3).*

» Category 3: Explicit consent is not required for the collection, use and
sharing of personal information if the use is considered one of the
following exemptions, as defined below:

> Identification, prevention, control, and surveillance of
population health and disease: the use of information to support
the identification, prevention, control and surveillance of population
health and disease, including both communicable and non-
communicable diseases.

> Compilation or analysis of statistics relevant to health and
social care: the collection, compilation, analysis or interpretation of
data, expressed in either numerical or non-numerical form, relevant
to health and social care.

* In limited situations, when the public interest of doing research significantly outweighs the need for
explicit consent, the Health Research Consent Declaration Committee (HRCDC) will review applications and
make a final decision on the need for consent. Research Consent Declarations are covered within the
Health Research Regulations and therefore are outside of the scope of these recommendations.
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» Management and planning of health and social care services:

> Health and social care professional education and training:

> Alternative legislative basis for the collection, use and

o

Category 4: Explicit consent is not required for the sharing of health
information if the information is considered anonymised in accordance
with the Data Protection Commission’s ‘Guidance on Anonymisation and
Pseudonymisation’.(®) As advances are made in this area, there is a need

to

environment with the appropriate governance and infrastructure in place
(see recommendations 6 and 7). To support best practice, it is
recommended that a code of practice is developed (see recommendation

8).

the use of information to inform the planning, monitoring, delivery,
improvement, auditing and evaluation of health services.

the use of information to develop resource materials or the sharing
of information during structured professional development activities
in order to support the education and training of health and social
care professionals.

sharing of personal information: the collection, use and sharing
of personal information is required by law.

Each exemption should be clearly defined in legislation and the

permitted uses of data within each exemption should be described in
supporting regulations and guidance.

ensure that this processing occurs in a regulated and controlled
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Chapter 3 — Legislation

In reviewing the legislation for health information enacted in the eight jurisdictions, HIQA
found that each jurisdiction has taken a different approach to developing legislation in
this area.(¥ Some have included detailed provisions for health information in the data
protection legislation or Health Acts, and others have developed specific legislation and
associated guidance to define the rules for the collection, use and sharing of health
information. Although the approaches to developing legislation for health information
adopted by other jurisdictions differ, the decision to develop health information-specific
legislation and codes of practice to regulate the collection, use and sharing of health
information — for example by Australia, Finland, New Zealand, Northern Ireland and
Ontario (Canada) — identifies a need to clearly define rules for the processing of health
information, both for direct care and beyond direct care. Within the EU, GDPR provides
for a harmonised approach to the processing of special categories of personal data
concerning health. However, to address differences in context across jurisdictions, it is
recommended that Member States develop national law to provide for specific and
suitable measures to protect the fundamental rights and the personal information of
citizens for health and social care.®®

The international review found that all jurisdictions have specific details regarding the
use and sharing of personal health information for direct care, either within data
protection legislation or health acts, or both.*) The data protection legislation is used as
the basis for data processing in all jurisdictions, including Ireland; however, the
provisions and details specifically for health information vary. The Health Acts in each
country also tend to include details regarding the collection, use and sharing of health
information for direct care. In England, the Health and Social Care Act 2012 places a
duty to share information between professionals for the provision of health services or
adult social care.% Similarly, Estonia’s Health Services Organisation Act 2001 outlines
that health information may be shared for the provision of care without explicit consent
once the principles of confidentiality are maintained.(!1)

All of the jurisdictions reviewed have made provisions within legislation for the use of
health information beyond direct care; however, each one has approached the regulation
of health information for uses beyond direct care in different ways. The data protection
legislation in each country has provisions for the processing of identifiable personal
information for public health purposes, and some also include provisions for the use of
such information for health research purposes. Additional detail about the processing of
health information for other purposes is included in relevant Health Acts or specific
health information legislation. Notably, the approach taken by Finland and Australia to
develop legislation and mandated frameworks for the use of information beyond direct
care, or ‘secondary use’'", highlights the importance of defining structures to use and

" In some jurisdictions, the use of information beyond direct care is referred to as the secondary use of
information.
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share large volumes of information effectively and securely in a regulated and controlled
environment.

In jurisdictions with advanced eHealth systems, there is either specific legislation or
provisions made within existing legislation to define the collection, use and sharing of
information for digital health records. For example, the My Health Records Act in
Australia,(3®) or the Health Act in Denmark which has a specific section for electronic
records.(”) As health information becomes increasingly digitalised or electronic, these
laws are vital to ensure information is collected, used and shared appropriately in line
with patients’ expectations and needs.

Accurate, relevant and timely health information is essential in order to improve the
provision of care, to inform better decision-making, monitor diseases, plan services,
inform policy-making, conduct high-quality research, and plan for future health and
social care needs. In fact, many advances in healthcare depend upon the increasing
availability and application of high-quality health information. In order to provide safe
and effective care to the individual, health professionals need relevant information
available to them when making clinical decisions.® Individuals also expect healthcare
professionals and organisations to communicate effectively with each other and use their
data to manage and govern the health system, which, in turn, promotes the safe and
effective provision of patient care. However, in Ireland, the current legislative landscape
for the collection, use and sharing of information is not fit for purpose.

Plans for a Health Information and Patient Safety Bill have been in existence in Ireland
since 2007, but this subsequently evolved to become the Patient Safety (Notifiable Safety
Incidents) Bill 2019 which primarily makes provisions for the patient safety elements
contained within the original Bill. The current legislative landscape for health information
in Ireland draws on a number of discrete pieces of legislation which firstly, makes it
difficult to understand and navigate in a health context, and secondly, does not
comprehensively cover all requirements. In particular, there are limited provisions within
Irish legislation for the use of health information in relation to electronic records, or
other eHealth initiatives like ePrescribing. For example, as current legislation does not
have provisions for electronic prescribing, temporary amendments were enforced during
the COVID-19 pandemic to ensure that patients can continue to access their ongoing
treatment and ‘regular’ medicines. However, this temporary solution to ePrescribing is
not based on international and national standards for health information.(® In addition,
the current legislation does not sufficiently address the need to use and share
information across the public and private healthcare sectors. This has significant impact
on direct care as healthcare professionals do not have access to timely and up-to-date
patient information. It also has consequences for the planning and management of
health services, and policy-making where national level data is required. Again, this was
emphasised during the COVID-19 outbreak as significant resources were required to
generate sufficient data to manage the response to the pandemic, particularly for contact
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tracing and the vaccination programme.(® As eHealth plans advance, there is also a need
to include provisions within legislation to appropriately govern the use of information
beyond direct care (this will be discussed further in Chapter 4 and 5).

In a recent position paper, published by HIQA, on the need to reform Ireland’s national
health information system, health information legislation was cited as one of three core
enablers to achieve a robust national health information system.(®) The need for specific
health information legislation is essential to advance eHealth and to implement a robust
national health information system. The position paper clearly identified that the lack of
legislation is hindering overall coordination between the key health information entities
and organisations involved in using health information, and in particular, the collection,
use and sharing of information across the public and private sector. This is vital to
promote high-quality and safe health and social care services, but also to realise the
huge potential and benefit to using health information beyond direct care. The ultimate
goal is to collect health information once and reuse it many times for different purposes.
Legislation is essential to enable the use of health information beyond direct care across
all sectors including primary care, community services, and public and private hospitals.
This national-level data is critical for effective planning and management of services, and
policy-making. However, new legislation is the foundation that is needed to enable and
ensure that information is used appropriately, and shared safely across the health and
social care system (this will be discussed further in Chapters 4 and 5).

The reality is that if eHealth plans are progressed, and health and social care becomes
more integrated, it will increase the potential for the collection, use and sharing of vast
amounts of information. Therefore, these laws are needed urgently to ensure
information is collected, used and shared appropriately. New health information-specific
legislation and associated guidance on the collection, use and sharing of health
information should build on existing legislation to provide clarity on implementing the
consent model in practice and to outline appropriate governance structures to promote
and encourage the optimal and safe use of information for wider public benefit. As this is
a complex and evolving area, a legislative framework should be developed to guide
recommended practice in this area to include regulations, guidelines and codes of
practice. These elements are used in other jurisdictions to provide clarity on obligations
and responsibilities for those working in health and social care services and to build
confidence that they are processing information appropriately, as well as to develop a
common understanding around individuals’ rights in relation to health information (this
will be discussed further in Chapter 4 and 5).

Page 25 of 65



Draft recommendations on a consent model/ for the collection, use and sharing of health information in Ireland
Health Information and Quality Authority

3.1 Recommendations — health information legislation

HIQA makes the following recommendations:
Legislation

4. Building on the data protection principles outlined in GDPR** and in line with
HIQA's recommendation in the position paper for a legislative framework in the
area of health information,(® the Department of Health should develop specific
legislation in relation to the collection, use and sharing of personal information.
The legislation should:

* incorporate the recommended definitions and proposed consent model,
and promote a rights-based approach to the use and sharing of personal
information (see recommendations 1-3);

= outline how the consent model should be monitored and regulated,
addressing current arrangements and future requirements.

5. To complement new health information legislation, a legislative framework
should be developed with supporting regulations, codes of practice and
policies. These supporting documents should help to define what good practice
is for those working in health and social care services and to develop a
common understanding around individuals’ rights in relation to health
information (see recommendation 8).

* The seven data protection principles include: lawfulness, fairness and transparency; purpose limitation;
data minimisation; accuracy; storage limitation; integrity and confidentiality; and accountability.
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Chapter 4 - Governance structures for health information

The key to having a well-established health information system is having clear strategic
direction. This can be achieved through the implementation of a national strategy for
health information, in particular including details and associated funding for the
collection, use and sharing of health information. Jurisdictions with robust governance
structures at a national level tend to have advanced eHealth programmes. For example,
in Denmark and Ontario (Canada), eHealth programmes are well structured with
appropriate boards, groups and committees established.(383% They have clear roles and
responsibilities and have a wide-ranging remit, with good reporting structures in place.
A well-established health information system also promotes coordination and order to
the management of health information. In Canada, New Zealand, England, Australia and
Finland, the responsibility for a majority of national health and social care data
collections is assigned to one or more specific agencies or organisations demonstrating
the significance of good governance, leadership and management in the area of health
information. However, in Ireland, there is currently no central body to process and make
data available in an efficient manner.9 In recent international studies in this area, in
comparison to other EU and Organisation for Economic Co-operation and Development
(OECD) countries, Ireland was highlighted as having poor health information
infrastructure and governance, fragmented practices, and limited capabilities for using
health information beyond direct care.(40:41)

HIQA'’s position paper on the need reform Ireland’s national health information system(®
highlighted that over the past 20 years in Ireland, several strategies were published in
this area, including the first national health information strategy in 2004*2) and Ireland’s
first eHealth strategy in 2013.(*3) Many objectives that were set out in these strategies
have still not been achieved. Currently, the Department of Health is drafting a new
health information system strategy which is concerned with the use of data beyond
direct care. In parallel, the Slaintecare$s Implementation Strategy 2018 places a
significant emphasis on the need for eHealth to enable integrated care.(*Y) The position
paper recommended developing a health information strategy that takes a holistic and
cohesive approach to managing health information, that is, how health information is
collected, used and shared for direct care and also for the use of information beyond
direct care, across public and private healthcare.(®)

Currently in Ireland, there are multiple agencies with responsibility for health
information, including the Department of Health, the HSE and HIQA. While there are
some governance structures in place for sharing information, there is a need for
enhanced governance structures for health information. The eHealth Strategy, published
in 2013,3 called for an independent entity (eHealth Ireland) to be established, outside
of the HSE, with a legislative remit to provide strategic leadership and governance to

8 Slaintecare, published in 2018, is the ten-year programme to transform health and social care services.
It is the roadmap for building a world-class health and social care service for the Irish people.
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support the collection, use and sharing of health information in Ireland. However, to
date, eHealth Ireland has not been formally established as a separate strategic entity to
the HSE. HIQA's position paper once again strongly emphasises the significant need for
robust strategic leadership and governance for health information, and recommends that
eHealth Ireland should be established as “a separate entity with responsibility for overall
governance around eHealth implementation — including funding, legal enabling, public
awareness and stakeholder engagement through building the eHealth ecosystem in
Ireland” and that “the remit of this entity should be broader than eHealth and include
the centralised coordination and governance of national data collections and the uses of
information beyond direct care at a national level”. In an absence of a strategic entity
like eHealth Ireland to provide the necessary focus for leadership and governance for
health information, there will continue to be an overall lack of accountability and
coordination for information across the health and social care system, as well as
significant delays in achieving the vision for eHealth as set out in Sldintecare.® This is
particularly relevant to the implementation of the recommended consent model and to
promote the appropriate and effective collection, use and sharing of health information.

National structures for use of information beyond direct care

Robust governance structures are required for the use of information beyond direct care
due to the vast amount of data that can be potentially linked and shared. Jurisdictions
with specific health information legislation have also outlined detailed governance
structures for the use of information beyond direct care. In some jurisdictions, such as in
Finland and Australia, specific agencies are assigned responsibility for managing data
requests and applying linkage and anonymisation techniques.*>46) In Finland, Findata
was established as the data permit authority and offers a range of services including
linking and anonymising data and providing a secure remote access environment. Data
security standards are approved by an independent data security assessment body which
provides an extra level of protection through this monitoring role. Findata facilitates the
effective use of information beyond direct care while safeguarding privacy by operating
in a regulated environment that meets data security standards. In Ireland, there is
currently no specific agency with the technical infrastructure or responsibility for
governance and management of the use of information beyond direct care. The Central
Statistics Office (CSO) provides a limited ‘trusted third party’ and linkage service for
researchers, primarily in respect of official statistics and in accordance with strict
protocols. However, its capacity to respond to such requests is limited. The consequence
of this is that existing health information is not used to its full potential.

In a recent report on secondary use of health data across Europe, in comparison to other
European countries, Ireland was ranked as having ‘limited vision’ in terms of recognising
the value of secondary use of health data and using data infrastructure, and as having
fragmented practices and strategies that are not fully implemented.®?) Furthermore,
results of a survey carried out by the OECD highlighted that Ireland is lacking a central
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body to process and make data available in an efficient manner. This has significant
implications for the effective and safe use of existing health information. Of the 23
countries that participated in this OECD survey, 17 reported that all of their key
healthcare datasets are de-identified prior to analysis. However, Ireland was listed as
one of two countries that did not report that data are de-identified prior to analysis of
key healthcare datasets.(®0) Nineteen participating countries reported that there are
standard practices for the treatment of variables that pose a re-identification risk for all,
or most, healthcare datasets; Ireland was one of four countries that did not have this
capability.(40)

In 2016, the Data Access Storage Sharing and Linkage (DASSL) model was initially
proposed as a solution to promote the effective and safe use of health information for
research purposes in Ireland.*”) It identified the need for a safe and trusted modern
infrastructure that would enable researchers to unlock the significant value of currently
underexploited data for the public good. The HRB-funded project, ‘Development of a
proof of concept data environment for health and related research under the DASSL
model’, examines whether the DASSL model remains international best practice, as
technologies and similar models abroad evolve quickly.(*® The project focuses on the
technical implementation of infrastructure to support the DASSL model including data
controllers, trusted third parties for indexing and linking services, and a safe haven for
data analysis. Finally, the project will provide concrete plans of how the proof of concept
infrastructure can be scaled-up into an appropriate national system. The learnings from
this DASSL project will be important to assess the requirements for a scaled-up model to
support the use of health information for reasons beyond direct care, and the necessary
governance structure to support such a model (this will be discussed further in Chapter
5)_(47)

In other jurisdictions, a specific healthcare agency is assigned with responsibility for
governing and managing the use and sharing of information beyond direct care and a
national committee is appointed to oversee the use of information beyond direct care.
Both of these requirements are absent in Ireland at present and are essential, not only
to promote the safe effective use of information, but also to ensure expertise and
capabilities are developed in line with international best practice.
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Local level structures for information governance

Health and social care services must adhere to the principles of data protection which
are set out in the GDPR and the Data Protection Act 2018. In terms of accountability for
the management of information, the GDPR sets out the requirements for the designation
of a Data Protection Officer for any organisation that processes personal data. The UK,
operating in compliance with their Data Protection Act 2018,(*9) provides a good practice
example of developing a network to support the use and protection of data across health
and social care services. As well as the advisory role provided by the National Data
Guardian, there is an established network of Caldicott Guardians.®® A Caldicott Guardian
is a senior person responsible for protecting the confidentiality of people’s health
information and making sure it is used properly. The aim of this network is to assist and
guide in developing consistent standards and guidance for information governance and
the use of data at a service provision level. The UK Caldicott Guardian Council (UKCGC)
is the national body for Caldicott Guardians which is also responsible for encouraging
consistent standards and training, as well as developing guidance and policies relating to
the Caldicott principles.(*) All NHS organisations and local authorities which provide
social services must have a Caldicott Guardian. Caldicott Guardians apply the eight
principles (1) to ensure that people's information is kept confidential and used
appropriately.

In Ireland, within the HSE, the overall accountability for collection, use and sharing of
health information lies with senior and local accountable officers in compliance with the
delegation and performance and accountability frameworks. Accountable Officers are
fully responsible and accountable for the services they lead and deliver.(52>3) In terms of
an established network for data governance for services within health and social care,
there is one Data Protection Officer and four Deputy Data Protection Officers within the
HSE. These offer support for HSE-funded services. In addition, information governance
committees are in place in many health and social care services; however, these
structures vary across local services. Enhanced structures to support information
governance structures at local and regional level, would promote better data protection
at a service provision level, as well as the better use of data. Additional guidance and
support would also encourage consistent standards or training in this area across all
health and social care services in Ireland.
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4.1 Recommendations — governance structures to support new legislation and
the consent model for health information
HIQA makes the following recommendations:

Governance structures to support new health information legislation and

t model
6. As set out in the eHealth Strategy (2013)“3) and HIQA's recent position
paper® on the reform of Ireland’s national health information system,
eHealth Ireland should be established as an independent entity with
oversight for all aspects of health information.

eHealth Ireland should have overall responsibility for governance and for
ensuring compliance with the new health information legislation and consent
model, including:

i. providing strategic leadership to enhance the effective use of information
beyond direct care. Specifically, eHealth Ireland should establish new
national level governance structures, to include:

e implementing the DASSL model for the use of information beyond
direct care. This should be expanded beyond research to include
information for the management and planning of health and social
care services. eHealth Ireland should have responsibility for managing
activities such as anonymising and linking data, and creating a safe
haven for data sharing at this level.

e establishing a ‘National Data Governance Board for the use of
information beyond direct care’. The Board should be comprised of
independent specialists in the area of health information, as well as
public and patient representatives. Primarily, this Board would be
responsible for overseeing and governing a framework for the use and
sharing of data for purposes beyond direct care (see Recommendation
7).

ii. Enhancing current information governance structures in place at local and
regional levels within health and social care services, by establishing a
network to support Data Protection Officers, and others responsible for
information governance at a service-provision level. The aim of this
network should be to assist and guide in developing consistent standards
and guidance for the use of data and information within health and social
care services in compliance with the new health information legislation.
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Chapter 5 — Technical and operational considerations

To support the effective implementation of the recommended consent model, key
technical and operational elements need to be developed, such as the capacity to
manage consent preferences and a system to support the use of data beyond direct
care, similar to the DASSL model, as explained in Chapter 4.(4)

Capturing and managing consent preferences — Citizen health portal

As discussed in Chapter 2, the consent model for processing health information should
follow a rights-based approach. This means that an emphasis is placed on protecting and
promoting people’s rights and respecting their autonomy, privacy, dignity, and their
values, preferences and diversity. As technologies develop and the potential to use and
share health information increases, the rights of individuals in relation to their personal
information should be openly discussed, as well as the choices they have about this.
However, in a complex and dynamic environment, the ability to capture and manage
consent choices depends on the technical capacity to enable this. The Slaintecare
implementation strategy has outlined an action plan, as part of the implementation of
the eHealth Programme, to develop a citizen health portal.*4 Significantly, an online
citizen health portal for the Irish health system could provide individuals with access to
medical records, appointment scheduling, secure messaging and resources for self-care.
Some jurisdictions have also used portals as a means of capturing and managing consent
preferences. In some cases, such as in Estonia, the portal allows individuals to easily
view who has accessed their records, promoting transparency. Findings from a national
public engagement on health information, recently published by HIQA,® highlight that:

= people want to be able to access their own information via a citizen health portal
as they feel this would empower them to play a role in their own care;

= people want to know who has accessed their records and for what purpose;

= many people would like to be able to control who can see certain types of
information that are considered more sensitive, for example information about
mental health.

The approaches taken by jurisdictions differ in respect to the degree to which individuals
have control over the use and sharing of the information contained within an EHR. In
developing portals, some jurisdictions have provided a significant degree of control to
individuals in both the initiation of the account on the portal and the level of control
thereafter. In some cases, individuals also have a significant level of control over their
own information by limiting who has access to their record, as well as blocking and
removing access to certain information or documents for direct care. There has also
been a trend towards making it easy for individuals to review and decide how they want
their information to be used and shared for reasons beyond direct care.
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The approach taken in Australia in the development of My Health Record provides the
individual with the highest degree of control, where individuals can choose to opt-out of
having a My Health Record at any time through the portal.(23) When an individual cancels
a My Health Record, all information in the record, including any backups, is permanently
deleted from the system.(®¥ Deleted information cannot be recovered so it is no longer
available to the individual or their healthcare providers, including in an emergency. In
Finland, consent to creating an EHR is provided by the patient by signing a specific
consent form or via an electronic portal (MyKanta). Once an individual consents to
having an EHR created and the healthcare unit in question has started using the
repository, an individual no longer can choose to opt-out of the information from their
record being stored in the national patient data repository.(!*) In such instances,
individuals are informed that by not having an EHR, it may impact on their direct care as
healthcare professionals may not be able to make fully-informed decisions.

Recent evidence shows that some jurisdictions are moving away from an opt-out model
for the initiation of eHealth initiatives, on safety grounds, and moving towards a model
that gives individuals greater control of information within their records.(2%:30) Examples
of greater control for use of information for direct care and for uses of information
beyond direct care were discussed in Chapter 2 under consent preferences; the level of
detail at which preferences can be specified depends on the technical capability within
the portals. In Australia, Estonia, Finland and Ontario (Canada), individuals can limit
access to their information by restricting access to data in the EHR using different
approaches. In Australia, a Record Access Code (RAC) can be used to allow only specific
healthcare professionals to access their My Health Record and certain records can also
be blocked. Similarly, in Ontario (Canada), a consent directive can be added to the
electronic record which allows the individual to specify that certain information should
not be accessed without their consent. In Finland, individuals can issue a ‘refusal’ to
access information through the healthcare services or online in My Kanta Pages.(26)

As outlined in Chapter 2, in relation to consent to the use of information beyond direct
care, Australia and England have implemented an opt-out model where individuals can
opt-out of having their information being used for different purposes. In most
jurisdictions included in the evidence review, the infrastructure to enable people to
manage or change their consent preferences is delivered through portals, except for
England which has a specific online platform, as described previously, in absence of a
national citizen health portal.

The specific detail regarding the technology and capability to enable individuals to
manage consent preferences, for use of information for direct care and reasons beyond
direct care, should be explored through significant engagement with the public (this will
be discussed further in Chapter 6).
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Effective use of data beyond direct care

As outlined in Chapter 2, individuals’ health information can often be de-identified before
being used for reasons beyond direct care. In jurisdictions with advanced frameworks for
the use of information for reasons beyond direct care, there are specific agencies
responsible for management of the information at this level.(4>46) These agencies have a
role in managing data requests and have expertise in the latest anonymisation and
linkage techniques. When such data governance structures and technical infrastructure
are in place, existing data and information can be anonymised and then shared securely
ensuring the optimal use of data to inform policy and practice, and to support
innovation. In absence of a specific healthcare agency with the infrastructure and
capacity to manage such a service, it results in a rudimentary approach to the use of
existing health information. To manage this process in a safe and controlled
environment, the appropriate infrastructure and expert skillset are required.

As discussed in Chapter 4, the learnings from this DASSL model proof of concept project
will be important to assess the requirements for a scaled-up model to support the use of
information for reasons beyond direct care, and the necessary governance structures to
support such a model. The project focuses on the technical implementation of
infrastructure to support the DASSL model, including data controllers, trusted third
parties for indexing and linking services, and a safe haven for data analysis. The
learnings from this project will be key to deciding the appropriate technical and
operational consideration for the use of data beyond direct care in Ireland.

Guidance to support the consent model

As discussed in Chapter 2, it is imperative that everybody working in the health and
social care system understands their responsibilities and obligations in relation to the
collection, use and sharing of health information. However, in the absence of a legal
framework for, and guidance on, the collection, use and sharing of health information, it
is difficult for those working in the field to use health information to its full potential and
to be confident that they are collecting, using, and sharing information in a way that
respects individuals’ rights to privacy and confidentiality. Therefore, it is important to
provide clarity on obligations and responsibilities for those working in health and social
care services. As this is a complex and evolving area, guidance and code of practice
would help to develop a common understanding around individuals’ rights in relation to
health information. In New Zealand and Northern Ireland, legally-mandated codes of
practice that govern health information have recently been introduced. For example, in
Northern Ireland, the 'Code of Practice on Protecting the Confidentiality of Service User
Information’, published in 2019, supports and guides all those involved in health and
social care regarding decisions relating to the protection, use and sharing of service user
information.(® Similarly, in 2020, New Zealand published the ‘Health Information Privacy
Code’ which outlines rules for health agencies regarding the collection, use, storage and
sharing of health information.(3) Furthermore, in parallel to developing the DASSL
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model, to support the effective use of information beyond direct care, detailed guidance
would help to outline best practice in relation to anonymisation and linking of health
data.

5.1 Recommendations — Technical and operational considerations

HIQA makes the following recommendations:

7. eHealth Ireland, through consultation with stakeholders, including the new
‘National Data Governance Board for the use of information beyond direct
care’, should develop an implementation plan outlining the requirements for
the technical infrastructure and operational capabilities necessary to implement
the consent model for the collection, use and sharing of health information,
taking into account both current and future needs. This plan should include
specific details on:

» how the health and social care system will manage individuals’ consent
and control preferences for how personal information is used and
shared.

* an anomymisation, linkage and secure sharing service for the use of
information beyond direct care — DASSL model.

8. The Department of Health should identify the appropriate organisations with
responsibility to develop codes of practice and guidance materials to support
the consent model for the collection, use and sharing of health information, as
well as the new proposed legislation.

As a priority, this should include:

» guidance for individuals to explain: the reasons how, and why, personal
information is being used; and rights to privacy and maintaining
confidentiality of health information, and what choices people have about
this.

= a Code of Practice on protecting individuals’ confidentiality for health and
social care professionals.

» a Code of Practice to outline best practice in relation to anonymisation™*
and linking of health data, and details as to who is authorised to undertake
such activates in compliance with the consent model and new health
information legislation.

kKK

Effective anonymisation may not always be possible due to the nature or context of the data or the
purpose(s) for which it is collected and used.
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Chapter 6 — Public engagement

The collection, use and sharing of personal health information is a very complex and
dynamic area as individuals’ perceptions, experiences and opinions are constantly
evolving. This is happening in the context where technical advances are occurring in
terms of how information is collected, used and shared. International evidence has
shown that public engagement and involvement is extremely important for the successful
introduction of new technologies. Jurisdictions that have implemented successful health
information initiatives have undertaken significant and ongoing engagement with the
public.(3657) There are also a number of examples of large scale health information
initiatives failing due to poor public engagement. In 2013, England tried to implement a
national database of patient interactions with the healthcare system called ‘care.data’.
Following three years of debate and controversy, the care.data scheme was closed in
2016.048) Subsequently, in an attempt to rebuild trust, the Understanding Patient Data
organisation was set up to support better conversations about the uses of health
information between healthcare providers, government and the public.?

Public engagement in relation to the collection, use and sharing of health information is
an extremely important element of building a culture of trust. It is an important tool to
help understand what level of trust currently exists and what is acceptable to people in
relation to their health information. It is also used to inform the public on the benefits of
information sharing across the health system so that there is a universal understanding
of the need to share information, as well as clearly explaining the steps taken to ensure
privacy is maintained and systems are secure. As eHealth initiatives are advanced, the
coming years will present huge changes to the way health information is collected, used
and shared, and therefore a specific public engagement plan should be developed in the
area of health information. This plan needs to thoroughly explore the public’s views,
opinions and preferences of the new health information legislation as this will be the
basis upon how personal information will be processed in health and social care services.
In addition, as eHealth plans are developed, the public should be able to trust that their
personal health information is used appropriately in ways that are acceptable to them
and therefore, public engagement must be undertaken in a meaningful and authentic
way to build trust and confidence. This will ensure that new technologies and initiatives,
such as EHRs and a citizen portal, are implemented in a way that is acceptable.

There is now strong evidence that the Irish public want to see advances in eHealth
initiatives and want to have more control over their health information. In addition to the
national public engagement on health information that has informed these
recommendations, @ a recent citizens’ jury on access to health information organised by
the Irish Platform for Patient Organisations, Science and Industry (IPPOSI) identified that
individuals should be the owners of their own health data and that practices, processes,
and policies developed to manage or share health information must be made in
partnership with them.(?
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Currently, there is much debate about the advantages and disadvantages of opt-out
models for the initiation of EHRs and for the uses of health information beyond direct
care. Opt-out models are based on the principle that providing people with a mechanism
to opt-out shows that their autonomy is being respected; upholding the choices that
people make is vital for demonstrating trustworthiness.(®® While this is an important
mechanism to build trust, it is also important to note that although opt-out models of
consent are being used in a number of jurisdictions, this approach is also associated with
some disadvantages. For example, if large numbers of people have concerns and choose
to opt-out of their information being used for reasons beyond direct care, the
information will no longer be representative of the entire population and may not give an
accurate reflection of the current situation. This would cause significant issues when
using this information to inform decision-making, in particular, for planning or
management of services.(®® In addition, this approach is thought to disadvantage certain
individuals, such as those with poor health literacy or those facing other language and
technological barriers, as they may be unable to take the steps necessary to opt-out.(®
Similarly, it should also be noted that providing people with the opportunity to opt-out of
having an EHR may be associated with a patient safety risk as, if a person opts-out, their
health information will not be available to clinicians at the point-of care. This has the
potential to result in sub-optimal decision-making, particularly during emergencies.(?® As
such, it is important that countries take into account multiple factors and perspectives
when deciding on what consent approach to take when implementing EHRs, or other
significant eHealth initiatives or changes. In Ireland, this highlights the need for
adequate public engagement to be undertaken before any new technologies or systems
are implemented in order to ensure they are implemented in a way that is acceptable to
the public, including disadvantaged groups, and also to establish and maintain public
trust.

Involving people in important decisions about their health information and ensuring that
their rights in relation to health information are upheld is crucial as systems evolve and
practices change. From the international literature, public engagement is carried out for
a variety of reasons, depending on the maturity of the engagement levels, including:
informing the public of a new initiative or the benefits of sharing in a controlled manner;
consulting to understand the knowledge, experiences and preferences regarding the
collection, use and sharing of health information; and collaborating to achieve a deeper
understanding of preferences and needs.(® A strategic plan for public engagement in the
area of health information should be developed based on the International Association
for Public Participation (IAP2)®2 framework, and should build on the collaboration
between HIQA, the Department of Health and the HSE in undertaking the first national
public engagement on health information.(? The importance of public engagement has
also been acknowledged in the Slaintecare Implementation Strategy and Action Plan
2021-2023.4% One of the core principles set out in the Slaintecare plan is to effectively
engage with the public to build confidence in the health system and a commitment has
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been made to launch a comprehensive public engagement plan.

6.1 Recommendations — Public engagement

HIQA makes the following recommendations:
Public engagement

9. In order to build and maintain trust with the public, there must be
transparency and ongoing engagement to ensure individuals can appropriately
participate in decision-making about how their health information is being
collected, used and shared.

10. Using a partnership model, the Department of Health, the HSE and HIQA

should develop a national public engagement strategy for health
information to inform, consult, involve, collaborate with and empower™'*
citizens, and health and social care professionals, to make decisions on
proposed changes and ongoing initiatives which impact on how health
information is collected, used and shared.

The strategy should detail a system-wide approach to actively informing
individuals about how their personal information is used, and what individuals’
rights are in relation to privacy and maintaining confidentiality.

Public engagement should be undertaken to establish preferences and opinions
on:
» the new health information legislation
» the consent process, including considerations on an ‘opt-out model’
» new eHealth initiatives
» any significant changes to how health information is collected, used and
shared.

T Based on the framework for public participation developed by the International Association for Public
Participation.
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Chapter 7 — Conclusion and next steps

A consent model is required to clearly outline the situations when consent is, and is not,
required for the use of personal information in health and social care. Sharing personal
information in a secure and controlled manner is an integral part of care provision.
Health information is invaluable both for managing direct patient care and also for
reasons beyond direct care, such as health service planning and management, policy-
making and research. Therefore, it is essential that there is a consent model put in place
to ensure individuals can consent to the use of their health information for their direct
care and for reasons beyond their direct care. However, to support the consent model
and to deliver the appropriate legislative requirements and governance structures, a
strategic approach is needed to ensure that personal information is processed safely and
securely in line with individuals’ preferences. This includes the establishment the
technical and operational capabilities to support a consent model, as well as significant
public engagement in this area.

A recent position paper published by HIQA called for the reform of Ireland’s national
health information system.® It highlighted that over the past 20 years in Ireland, several
strategies were published in this area, including the first national health information
strategy in 2004,(*2) and Ireland’s first eHealth strategy in 2013.*3) Many objectives that
were set out in these strategies have still not been achieved. The paper recommended
developing a health information strategy that takes a holistic and cohesive approach to
managing health information, that is, how health information is collected, used and
shared for direct care and also for the use of information beyond direct care, across
public and private healthcare.(®) In addition, recent international reports have highlighted
that Ireland is falling behind in comparison to other EU and OECD countries in terms of
health information infrastructure and governance, fragmented practices, and limited
capabilities for using health information beyond direct care.(®4041) Results of a survey
carried out by the OECD, as well as HIQA's position paper, identified that Ireland is
lacking a central body to process and make data available in an efficient manner, and
that it has significant shortcomings in terms of the use of personal health data.(®4%)

Furthermore, in Ireland, there is a need for a clear legislative framework for the use of
health information. The current legislation for health information is complex and not fit-
for-purpose, drawing on a number of discrete pieces of legislation making it difficult to
understand and navigate. The approaches to developing legislation for health
information differs across the international jurisdictions reviewed. However, the decision
to develop specific legislation or codes of practice to regulate the collection, use and
sharing of health information — for example by Australia, Finland, New Zealand,
Northern Ireland and Ontario (Canada) — identifies a clear need to define rules and
governance structures for processing health information. When a legislative framework is
available, including clear guidance on the rules for processing health information,
professionals have the knowledge and confidence to share confidential information in the
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best interest of patients and public, and advanced governance structures and
appropriate infrastructure are required to ensure that existing information sources can be
used to their full potential.

Finally, successful implementation of these initiatives will only be realised with the
support, confidence and trust of the public. Involving people in important decisions about
their health information and ensuring that their rights in relation to health information
are upheld is crucial, and will ensure that new technologies and initiatives are
implemented in a way that is acceptable. Public engagement must be undertaken in a
meaningful and authentic way to build trust and confidence. As systems evolve and
practices are constantly changing, ongoing engagement is necessary to monitor and
evaluate the public’s views and opinions in this area.

The draft recommendations on a consent model for the collection, use and sharing of
health information include the following: defining a number of key concepts linked to the
consent model including health information, the use of information for direct care and
the use of information beyond direct care; the circumstances when consent is, and is
not, required from individuals for the collection, use and sharing of their information; the
legislative requirements; the governance structures necessary to ensure that personal
information is processed safely and securely in line with individuals’ preferences; the
technical and operational considerations to support such a consent model; and the
requirements for effective public engagement in this area.

Following the public consultation, the draft recommendations will be reviewed and
amended to reflect the findings. The updated recommendations will then be circulated to
relevant stakeholders, including the Advisory Group for final considerations. Following
analysis and review of the additional feedback, the final recommendations document will
be completed and sent for approval to the HIQA Executive Management Team, before
final approval by HIQA's SIRT Committee (Board subcommittee) and the HIQA Board.
After the HIQA Board has approved the recommendations, they will be submitted to the
Minister for Health and will also be published on the HIQA website.
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Summary of recommendations

1. Based on a review of international best practice and stakeholder consultation,
HIQA recommends that the following terms are defined in legislation:

Health information is “information*** which relates to the physical or mental
health or condition of an individual; the health or social care that is being, has
been, or may be provided to an individual, or an individual’s expressed wishes
about the future provision of health or social care; and other personal
information required for the provision of health or social care”.

The use of health information for direct care is “information used to
inform the provision of direct care to an individual; activities that focus on
improving direct care and are undertaken by health and social care
professionals with a legitimate care relationship,538 such as case reviews and
local clinical audit; and emergency situations where information use is
necessary to lessen or prevent a threat to an individual’s life, health or safety”.
The use of health information beyond direct care™ is “information used
and shared by health services and health service providers for activities that
contribute to the overall provision of health and social care to a population as a
whole, or a group of individuals with a particular condition, but which fall
outside the scope of direct care. Uses beyond direct care include: health
services management and planning, health and social care research, public
health, statistics, and training and education.”

-based approach to implementing a consent model
2. The collection, use, and sharing of personal information should follow a
rights-based approach.

In all circumstances, individuals should be informed of:
= how, and why, their personal information is being, or may be, collected,
used and shared.
= their rights to privacy and confidentiality in relation to their personal
information, and what choices they have about this.

To support a rights-based approach, it is important that everybody working in
the health and social care system understands their responsibilities and
obligations in relation to the collection, use and sharing of personal
information. In addition, a system-wide approach is needed to actively inform

#* Information sources includes a wide variety of material, including but not limited to: handwritten notes;
electronic records; correspondence, including oral correspondence, between health and social care
professionals; visual and audio recordings; laboratory report; and communication with patients and
services users (including oral communication, texts and emails).

558 A |egitimate care relationship is one where a health and social care professional is involved in informing
and delivering the direct care of an individual.

** Explicit consent_is required for the use of personal information for reasons beyond direct care (except
where exemptions apply). Anonymised or aggregated data should be used when the purpose of use can
be achieved without personal information, even when exemptions apply.
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individuals about how their personal information is used and what individual’s
rights are in relation to privacy and maintaining confidentiality (see
recommendation 10).

Consent Model

3. Based on a review of international evidence, HIQA recommends the
introduction of the following consent model for the collection, use and sharing
of personal information, and that this model should be defined in legislation
(see recommendation 4):

Note: As a general principle, anonymised or aggregate data should be used in
all circumstances where the purpose of use can be achieved without personal
information.

Use of information for direct care
= Category 1: Explicit consent is not required for direct care. The

collection, use and sharing of personal information is lawful under the
Data Protection Act 2018 3% and the General Data Protection Regulation
(GDPR)®) where it is necessary for the provision of health and social care.
This means that professionals with a care relationship can collect, use and
share personal information to ensure they have accurate and timely
information to deliver safe and effective care. However, the principles of
data protection and transparency still apply, so individuals should always
be fully informed of how, and why, their personal information is being or
may be used.

Use of information beyond direct care
» Category 2: Explicit consent is required for the collection, use and
sharing of personal information for reasons beyond direct care (except
where exemptions apply — see Category 3).7"

= Category 3: Explicit consent is not required for the collection, use and
sharing of personal information if the use is considered one of the
following exemptions, as defined below:
> Identification, prevention, control, and surveillance of
population health and disease: The use of information to support
the identification, prevention, control and surveillance of population
health and disease, including both communicable and non-
communicable diseases.
> Compilation or analysis of statistics relevant to health and
social care: The collection, compilation, analysis or interpretation of
data, expressed in either numerical or non-numerical form, relevant
to health and social care.

™11 In limited situations, when the public interest of doing research significantly outweighs the need for
explicit consent, the Health Research Consent Declaration Committee (HRCDC) will review applications and
make a final decision on the need for consent. Research Consent Declarations are covered within the
Health Research Regulations and therefore are outside of the scope of these recommendations.
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» Management and planning of health and social care services:
The use of information to inform the planning, monitoring, delivery,
improvement, auditing and evaluation of health services.

> Health and social care professional education and training:
The use of information to develop resource materials or the sharing
of information during structured professional development activities
in order to support the education and training of health and social
care professionals.

> Alternative legislative basis for the collection, use and
sharing of personal information: The collection, use and sharing
of personal information is required by law.

o Each exemption should be clearly defined in legislation and the
permitted uses of data within each exemption should be described in
supporting regulations and guidance.

= Category 4: Explicit consent is not required for the sharing of health
information if the information is considered anonymised in accordance
with the Data Protection Commission’s ‘Guidance on Anonymisation and
Pseudonymisation’.® As advances are made in this area, there is a need
to ensure that this processing occurs in a regulated and controlled
environment with the appropriate governance and infrastructure in place
(see recommendations 6 and 7). To support best practice, it is
recommended that a code of practice is developed (see recommendation

: 8i.

4, Building on the data protection principles outlined in GDPR*** and in line with
HIQA’s recommendation in the position paper for a legislative framework in the
area of health information,(® the Department of Health should develop specific
legislation in relation to the collection, use and sharing of personal information.
The legislation should:

» incorporate the recommended definitions and proposed consent model,
and promote a rights-based approach to the use and sharing of personal
information (see recommendations 1-3),

= outline how the consent model should be monitored and regulated,
addressing current arrangements and future requirements.

5. To complement new health information legislation, a legislative framework
should be developed with supporting regulations, codes of practice and
policies. These supporting documents should help to define what good practice
is for those working in health and social care services and to develop a
common understanding around individuals’ rights in relation to health
information (see recommendation 8).

Governance structures to support new health information legislation and

t model
6. As set out in the eHealth Strategy (2013)*3) and HIQA's recent position
paper(® on the reform of Ireland’s national health information system,

##* The seven data protection principles include: lawfulness, fairness and transparency; purpose limitation;
data minimisation; accuracy; storage limitation; integrity and confidentiality; and accountability.
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Techn

eHealth Ireland should be established as an independent entity with
oversight for all aspects of health information.5588

eHealth Ireland should have overall responsibility for governance and for
ensuring compliance with the new health information legislation and consent
model, including:

i.  providing strategic leadership to enhance the effective use of information
beyond direct care. Specifically, eHealth Ireland should establish new
national level governance structures, to include:

e implementing the DASSL model for the use of data beyond direct care.
This should be expanded beyond research to include information for
the management and planning of health and social care services.
eHealth Ireland should have responsibility for managing activities such
as anonymising and linking data, and creating a safe haven for data
sharing at this level.

e establishing a ‘National Data Governance Board for the use of
information beyond direct care’. The Board should be comprised of
independent specialists in the area of health information, as well as
public and patient representatives. Primarily, this Board would be
responsible for overseeing and governing a framework for the use and
sharing of data for purposes beyond direct care (see Recommendation
7).

ii.  Enhancing current information governance structures in place at local
and regional levels within health and social care services, by establishing
a network to support Data Protection Officers, and others responsible for
information governance at a service-provision level. The aim of this
network should be to assist and guide in developing consistent standards
and guidance for the use of data and information within health and social
care services in compliance with the new health information legislation.

cal and operational requirements

eHealth Ireland, through consultation with stakeholders, including the new

‘National Data Governance Board for the use of information beyond direct

care’, should develop an implementation plan outlining the requirements for

the technical infrastructure and operational capabilities necessary to implement

the consent model for the collection, use and sharing of personal information,

taking into account both current and future needs. This plan should include

specific details on:

= how the health and social care system will manage individuals’ consent

and control preferences for how personal information is used and
shared.

8885 HIQA's recent publication * The need to reform Ireland’s national health information system to support
the delivery of health and social care services' identified a need for an entity to provide strategic leadership
and governance for health information in Ireland. The eHealth Strategy (2013) originally called for a single
entity (eHealth Ireland) with responsibility for overall governance around eHealth implementation —
including funding, legal enabling, public awareness and stakeholder engagement through building the
eHealth ecosystem in Ireland — to work in partnership with Government and state agencies. To date,
eHealth Ireland has not been formally established as a separate entity to the HSE. In an absence of an
entity like eHealth Ireland, there has been and will continue to be an overall lack of accountability and
coordination for information across the health and social care system.
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» an anomymisation, linkage and secure sharing service for the use of
information beyond direct care — DASSL model.

information legislation.
Public engagement

The Department of Health should identify the appropriate organisations with

responsibility to develop codes of practice and guidance materials to support

the consent model for the collection, use and sharing of health information and

new legislation in this area.

As a priority, this should include:

= guidance for individuals to explain: the reasons how, and why, personal
information is being used; and rights to privacy and maintaining
confidentiality of health information, and what choices people have about
this.

» a Code of Practice on protecting individuals’ confidentiality for health and
social care professionals.

» a Code of Practice to outline best practice in relation to anonymisation
and linking of health data, and details as to who is authorised to undertake
such activates in compliance with the consent model and new health

kkokkx

9. In order to build and maintain trust with the public, there must be
transparency and ongoing engagement to ensure individuals can appropriately
participate in decision-making about how their personal information is being
collected, used and shared.

10. Using a partnership model, the Department of Health, the HSE and HIQA

should develop a national public engagement strategy for health
information to inform, consult, involve, collaborate with and empower' 't
citizens, and health and social care professionals, to make decisions on
proposed changes and ongoing initiatives which impact on how health
information is collected, used and shared.

The strategy should detail a system-wide approach to actively informing
individuals about how their personal information is used, and what individuals’
rights are in relation to privacy and maintaining confidentiality.

Public engagement should be undertaken to establish preferences and opinions
on:
» the new health information legislation
» the consent process, including considerations on an ‘opt-out model’
» new eHealth initiatives
» any significant changes to how health information is collected, used and
shared.

k%kkkXK

Effective anonymisation may not always be possible due to the nature or context of the data or the

purpose(s) for which it is collected and used.
17T Based on the framework for public participation developed by the International Association for Public
Participation.
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Glossary of terms

Anonymisation: Processing of data or information with the aim of irreversibly
preventing the identification of the individual to whom it relates. Data or information can
be considered effectively and sufficiently anonymised if it does not relate to an identified
or identifiable natural person or where it has been rendered anonymous in such a
manner that the data subject is not or no longer identifiable.

Aggregate data: data that have been summed and/or categorised to a level that
ensures the identities of individuals or organisations cannot be determined by a
reasonably foreseeable method.

Case Reviews: the process of examining and reporting on an individual’s treatment and
care history. Cases are typically reviewed by the treating medical team.

Citizen health portal: A health portal, or patient portal as described in some
jurisdictions, is specially created to allow online access for individuals to their own
healthcare information through apps on their smartphone or other devices, or using a
website. In many countries, patients use a portal to access to their EHR, where they can
see their latest test results, clinical correspondence, request repeat medications and to
request appointments. Some portals also enable patients to add their own health
information, to maintain their own record of home monitoring for conditions such as
diabetes. In another example, the record may provide a parent with the ability to add
supplementary entries to an incomplete vaccination record for their child. The clinician
reviewing the record can then review these and the original entries to gain a better
understanding of the child’s vaccination history.

Clinical Audit: a clinically-led quality improvement process that seeks to improve
patient care and outcomes through systematic review of care against explicit criteria, and
acting to improve care when standards are not met. The process involves the selection
of aspects of the structure, processes and outcomes of care which are then
systematically evaluated against explicit criteria. If required, improvements should be
implemented at an individual, team or organisation level and then the care re-evaluated
to confirm improvements.

Data: facts and statistics and individual detail are considered data. Data can be
described as numbers, symbols, words, images and graphics that have been validated
but are yet to be organised or analysed.

Data linkage: a method of bringing information from different sources together about
the same person or entity to create a new, richer dataset.

De-identification: Processing of data or information so that there is a reduced
likelihood of an individual being reasonably identified, although re-identification may be
possible through deliberate techniques, such as linkage with other sources.
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eHealth: eHealth enables health information to be managed in a coordinated way. The
World Health Organization (WHO) defines eHealth as ‘the cost-effective and secure use
of information and communications technologies in support of health and health-related
field, including health care services, health surveillance, health literature, and health
education, knowledge and research’.

ePrescribing: ePrescribing can be described as a three-step approach. First, at the time
of prescribing medications for a patient, the prescriber’s clinical information system
generates the prescription in electronic format. Second, the electronic format of the
prescription is transmitted to a message exchange or mailbox and, when the patient
presents in a pharmacy requesting their medication, the pharmacist retrieves the
electronic prescription from the message exchange. Third, the pharmacists dispenses the
medication and reports on the medicines given to the patient.

Health and social care: activities that focus on the preservation or improvement of the
health or wellbeing of others; the diagnosis, treatment or care of those who are injured,
sick, disabled or infirm; the resolution, through guidance, counselling or otherwise, of
personal, social or psychological problems; the care of those in need of protection,
guidance or support.

Health and Social Care Professional: A health or social care professional is any
person that exercises skill or judgment relating to any activity included in the definition
of health and social care.

Health and social care research: research designed and conducted to generate new
generalisable or transferrable knowledge that could lead to changes to treatments,
policies or care in relation to health and social care. As defined in the Health Research
Regulations 2018, health research is:

» research with the goal of understanding normal and abnormal functioning, at the
molecular, cellular, organ system and whole body levels;

» research that is specifically concerned with innovative strategies, devices,
products or services for the diagnosis, treatment or prevention of human disease
or injury;

» research with the goal of improving the diagnosis and treatment (including the
rehabilitation and palliation) of human disease and injury and of improving the
health and quality of life of individuals;

» research with the goal of improving the efficiency and effectiveness of health
professionals and the health care system;

« research with the goal of improving the health of the population as a whole or any
part of the population through a better understanding of the ways in which social,
cultural, environmental, occupational and economic factors determine health
status.
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Health information system: Throughout the literature, the term ‘health information
system’ varies, often with no clear or precise definition and has become an umbrella
term encompassing a number of systems — both electronic and paper-based — for
capturing and transferring health information. For the purpose of this paper, a health
information system encompasses all health information sources required by a country to
plan and implement its national health strategy. Examples of these data sources are
EHRs, surveillance data, census data, population surveys, and national health and social
care data collections.

Identifiable data: data that identifies an individual or for which it is reasonably
foreseeable in the circumstances that it could be utilised, either alone or with other
information/data, to identify an individual.

Information: When data are processed, interpreted, organised, analysed, structured or
presented so as to make them meaningful or useful, they are then information.

National electronic health records (EHRSs): is a complete digital record of a patient’s
journey, throughout their life, across all health and social care settings, for every citizen.
An EHR contains the information documented by healthcare professionals when they
interact with that patient — for example, the patient’s symptom history, past history of
illnesses and operations, clinical observations made by the professional such as a blood
pressure reading, blood and other test results, X-rays and scan results, prescriptions and
other treatments, care advice, the course of the illness, preventive and public health
activities such as immunisations, and activities undertaken by patients to stay healthy.
An EHR system can support healthcare professionals by facilitating, for example, the use
of checklists, alerts, and predictive tools, and embedding clinical guidelines, electronic
prescribing and the ordering of tests.

Personal data or information: any data or information relating to an identified or
identifiable individual. An identifiable individual is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that
individual.

Pseudonymsation: Processing of personal data or information in such a way that the
data can no longer be attributed to a specific data subject without the use of additional
information, provided that— (a) such additional information is kept separately from the
data, and (b) is subject to technical and organisational measures to ensure that the data
are not attributed to an identified or identifiable individual.

Safe haven: an environment in which data are held securely and where access to data
is highly controlled and restricted. Under agreed processes, health data may be
processed and linked with other health data (and/or non-health related data) and made
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available in a de-identified form for reasons beyond direct care. Safe havens may be
developed as on-site facilities or provided through remote access solutions, as long as
privacy standards can be equally maintained.
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Glossary of abbreviations

Abbreviation | Definition

AIHW Australian Institute of Health and Welfare

CIDR Computerised Infectious Disease Reporting

CSO Central Statistics Office

DASSL Data Access Storage Sharing and Linkage

EHR Electronic Health Record

EU European Union

GDPR General Data Protection Legislation

HIQA Health Information and Quality Authority

HRCDC Health Research Consent Declaration Committee

HSE Health Service Executive

NHS National Health Service

ICT Information and Communications Technology

IPPOSI Irish Platform for Patient Organisations, Science and Industry
OECD Organisation for Economic Co-operation and Development
PAS Patient Administration System

PCRS Primary Care Reimbursement Service

RAC Record Access Code

SIRT Standards Information Research and Technology

UKCGC United Kingdom Caldicott Guardian Council
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CNIO Chief Nursing Informatics Officer
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Data Protection Officer
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Director of ICT
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Chief Executive Officer
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Patient Representative
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Patient Representative
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National Patient Forum

Patient Representative
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Appendix 2 — Exemption examples

of population | prevention, control be collected, such as

health and and surveillance of the National Cancer

disease population health Registry Ireland, the
and disease, National Cancer
including both Screening
communicable and Programmes,
non-communicable Computerised

Infectious Disease
Reporting (CIDR), and
the HSE COVID-19

diseases.

Test and Trace Facility.

Exemption Definition Current activities, Examples of initiatives that could be implemented with
limited to the the proposed model in place:
following examples:
Identification, | The use of National data Virtual disease registries and other national health
prevention, information to collections, where databases, whereby a nationally coordinated approach to
control and support the there is a statutory disease surveillance is taken and the data collections are
surveillance identification, obligation for data to | embedded into Ireland’s health information systems. This would

enable trends in the incidence of particular diseases and
conditions that represent a high burden of disease in the general
population and/or are associated with high costs for the health
service (for example diabetes, cardiovascular diseases, stroke,
arthritis, asthma, dementia) to be monitored over time in the
most efficient and cost-effective way.

With the appropriate governance and infrastructure for
anonymisation, linkage and secure sharing of data, these data
collections would have multiple secondary uses for the
identification, prevention, control and surveillance of population
health. In addition to enabling patterns and trends in the
incidence of the specific diseases and conditions to be monitored
over time, this initiative would lead to a greater understanding of
the associated causes and risk factors, and ultimately, inform the
development of evidence-based prevention and treatment
strategies.
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Exemption

Definition

Current activities,
limited to the

following examples:

Examples of initiatives that could be implemented with
the proposed model in place:

Compilation
or analysis of
statistics
relevant to
health and
social care

The collection,
compilation, analysis
or interpretation of
data, expressed in
either numerical or
non-numerical form,
relevant to health
and social care.

Compilation of official
statistics for which
there is a legislative
framework for the
CSO to work under,
including births and
deaths statistics, and
general health and
wellbeing statistics.

Maximising the value and increasing the scope of existing
sources of statistics relevant to health and social care, by
introducing appropriate governance and infrastructure and
formalised application processes to facilitate increased access for
clinicians, service managers, policy makers, researchers and
others involved in health service planning. This will increase the
amount and type of essential statistics that are generated about
health and social care in Ireland, which can be used to inform
policy and enable evidence-based decision-making for the public
and professionals. Examples of such statistics include:

= Trends in life expectancy and the impact of factors such
as occupation, illness, and drug mis-use;

» Patterns and trends in ill-health and death by measures of
socio-economic status;

» Childhood, infant and perinatal mortality;

» Long-term outcomes relating to maternal morbidity;

= Health and social disparities for people affected by
disability;

= Hospital activity (admissions, emergency department
presentations)

» OQOverall health and well-being.
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Exemption Definition Current activities, Examples of initiatives that could be implemented with
limited to the the proposed model in place:
following examples:

Accurate, comprehensive, high-quality data and statistics are key
to informing evidence-based public health policy, and will help
achieve better social and health outcomes and reduce health

inequalities.
Management | The use of Assessing eligibility Maximising the value and increasing the scope of existing
and planning | information to for services, for sources of health and social care information, by
of health and | inform the planning, | example the Primary introducing appropriate governance and infrastructure and
social care monitoring, delivery, | Care Reimbursement formalised application processes to facilitate increased access for
services improvement, Service (PCRS). clinicians, service managers, policy makers, researchers and

auditing and Service planning, for others involved in health sng|Fe plann.mg. Th|§ will increase the
evaluation of health example managing amount and type of essential information that is generated about
services. wait-lists, and the HSE the patterns of use of health and social care services in Ireland.

Winter Plan. Examples include:

» Using ePrescribing data to identify inappropriate
prescribing practices and adverse drug events. For
example, ePrescribing data could be analysed to identify
incidences of polypharmacy in older adults and to monitor
the prescribing of medications which are associated with
serious adverse events in older adults. Furthermore, by
linking ePrescribing data with hospital administrative
datasets or summary care records / EHRs (when
implemented), patients that experience adverse events
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Exemption Definition Current activities, Examples of initiatives that could be implemented with
limited to the the proposed model in place:
following examples:

after being newly-prescribed certain types of medications
in primary care could be identified.

» Using administrative data to explore health service
use and associated costs in certain groups. For
example, a secondary analysis of hospital administrative
datasets or summary care records/electronic health
records (when implemented) could identify risk factors for
repeat emergency department presentations or hospital
admissions among high-risk groups, such as older adults or
people with specific diagnoses. Additional information
could be ascertained using data linkage techniques to link
population-based registries, such as the National Cancer
Registry, with hospital administrative datasets or EHRs
(when implemented), to accurately quantify health service
use and costs associated with certain diseases and

conditions.

Health and The use of Clinical (practice) The new legislation should include and provide clarity around this
social care information to audits; case reviews. category.
professional develop resource
education and | materials, or the
training sharing of

information during

structured

professional
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Exemption Definition Current activities, Examples of initiatives that could be implemented with
limited to the the proposed model in place:
following examples:

development
activities, to support
the education and
training of health
and social care
professionals.

Alternative The collection, use Court order, legal The new legislation should include and provide clarity around this
legislative and sharing of proceedings, including | category.

basis for the | personal information | family law cases.

collection, is required under

use and alternative

sharing of legislation.

personal

information
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