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1. Introduction

1.1 Overview of the European Health Data Space

The European Health Data Space (EHDS) is the first common data space to emerge
from the European data strategy. The EHDS Regulation was published in the Official
Journal of the European Union on 5 March 2025 and entered into force on 26 March
2025.(

The EHDS will empower individuals to take control of their own health data and make
it easier to access and exchange health data across EU Member States, both to
support health and social care delivery (known as primary use of data) and to
facilitate other uses of the data, including research and policy-making (known as
secondary use of data).(®

Under the EHDS regulation, each Member State is required to establish Health Data
Access Body (HDAB) services by March 2029. A HDAB is a designated national entity
that supports the secondary use of health data by enabling data users such as
researchers and policymakers to discover and access datasets. Dataset discovery will
be facilitated through a National Health Dataset Catalogue (nHDsC), while access to
data will be managed through a structured Data Access Application Management
System (DAAMS). Once a request is reviewed and approved, the HDAB will issue a
data permit that defines the conditions for access, including strict data processing
requirements and usage within a highly Secure Processing Environment (SPE) under
supervision.

Article 77 of the EHDS Regulation mandates HDABs to provide metadata about
available datasets that fall under the 17 categories of health data set out in the Article
51 of the EHDS Regulation.(®) The metadata must detail the source, scope, main
characteristics, data nature and access conditions of the datasets.(!) Categories of
health data include electronic health records, data impacting on health, pathogen
genomics data, and healthcare-related administrative data, among others. The
majority of datasets that fall within these data categories must be made discoverable
by 26 March 2029, which is four years after the EHDS Regulation's entry into force.
Certain sensitive data types, such as genetic data, have an extended timeline and
must be made discoverable by 26 March 2031, six years after the regulation becomes
effective (for a full list of data categories please see Appendix 3).(* Implementation of
these obligations under the EHDS Regulation will be supported in Ireland by the
development of a nHDsC.
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1.2 National Health Dataset Catalogue

A National Health Dataset Catalogue (nHDsC) is a centralised digital registry designed
to support the discovery of health and related datasets across the nation. It plays a
vital role in enabling both data users and data holders to participate in a unified,
transparent, and standardised metadata environment. Its primary function is to make
datasets findable and understandable, thereby supporting the use of health data for
secondary purposes such as research, innovation, service planning, and policy
development.(®

By offering a consistent structure for metadata publication, the nHDsC allows data
users to efficiently locate, evaluate, and understand relevant datasets, while
supporting data holders in improving the visibility, governance, and usability of the
datasets they maintain.

Each dataset entry in the nHDsC includes key metadata elements such as the
dataset’s title, a brief description, the thematic area it relates to, geographic and
temporal coverage, update frequency, data format, and licensing or access terms.
This structured approach to metadata not only promotes interoperability and
transparency but also aligns with broader national digital transformation strategies
and ensures compliance with the European Health Data Space (EHDS) regulation.

Article 79 of the regulation requires the European Commission to develop an EU
dataset catalogue that brings together Member State catalogues and those of other
authorised participants under HealthData@EU.®) This catalogue will form part of the
overall HealthData@EU infrastructure and will act as a federated system that
interconnects nHDsC. It supports cross-border health data discoverability by
aggregating health data metadata from Member States via a unified European
Catalogue and making it accessible through a secure gateway at the EU level. The
integration of Ireland’s nHDsC with the EU central platform will be facilitated through
a National Contact point (NCP). An NCP manages the automatic transmission (at
semantic and format level) of actions from the nHDsC to the HealthData@EU Central
Platform, this includes the management of metadata records and other relevant
communications.® Once an NCP is established, Ireland’s nHDsC will be integrated
into the European infrastructure. This is essential to ensure that national datasets are
not only discoverable domestically but also findable across Europe. This enhances
cross-border collaboration in research, policy-making, and evidence-based health
interventions while strengthening Europe’s collective capacity to respond to health
challenges. By aligning with European standards and connecting with the
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HealthData@EU Central Platform, Ireland’s nHDsC will contribute to a coherent,
interoperable, and future-proofed EHDS.

1.3 Standardisation of National Health Dataset Catalogues

A metadata standard is a defined set of guidelines that specify how metadata should
be structured, maintained, and exchanged thus making data easier to manage,
discover, and use. It ensures consistency, quality, and interoperability across systems.
In essence, it acts like a grammatical framework for data, defining how information
about datasets (such as their origin, structure, and usage) should be described.
Metadata standards are essential for effective data management, supporting data
sharing, collaboration, and regulatory compliance.

In order to ensure the standardisation of catalogues across the EHDS, nHDsC must
use a metadata standard known as HealthDCAT-AP.(®) This is an extension of the Data
Catalogue Application Profile (DCAT-AP), a specification for describing public sector
datasets in Europe based on the Data Catalogue vocabulary (DCAT?!). DCAT-AP is used
widely across open data portals in Europe. While DCAT-AP provides a minimal
common basis within Europe to share datasets and data services across borders and
domains, HealthDCAT-AP introduces a refined RDF (Resource Description Framework)
vocabulary to accommodate the unique requirements of electronic health data. By
incorporating established health standards (as outlined in the Appendix 4),
HealthDCAT-AP offers a comprehensive framework for describing health datasets in a
machine-actionable and interoperable way. This ensures that health data, whether
clinical, epidemiological, or genomic, can be efficiently exchanged across Member
States, supporting secondary uses such as research, innovation and public health
analysis.

Of note, DCAT itself does not provide guidance on metadata management. To address
this gap, the ISO/IEC 11179 standard can be applied to the nHDsC as a
complementary standard as it provides the necessary guidelines for Health Data
Access Bodies to manage metadata effectively. Together DCAT and ISO/IEC 11179
can support the creation of interoperable and well-governed health data spaces.(”) The
usage of these standards will ensure that data cataloguing and metadata practices are

! DCAT is a Resource Description Framework (RDF) vocabulary designed to facilitate interoperability
between data catalogues published on the Web. (https://www.w3.org/TR/vocab-dcat-3/). DCAT-AP is a
specification for describing public sector datasets in Europe based on the Data Catalogue vocabulary.
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harmonised among Member States, enhancing interoperability and accessibility across
the EU.®

1.4 Development of a National Health Dataset Catalogue for Ireland
14.1 HealthData@IE

Work on the development of a nHDsC for Ireland is being carried out as part of the
HealthData@IE project. The HealthData@IE project, led by the Department of Health
in collaboration with the Health Information and Quality Authority (HIQA), the Health
Research Board (HRB), Health Service Executive (HSE), and other key stakeholders,
aims to establish the national infrastructure required for EHDS compliance specifically
in relation to a HDAB. The HDAB, once established, will serve as the central national
authority responsible for facilitating access to health data for secondary purposes, in
full compliance with the legal, ethical, and technical requirements outlined in the
EHDS regulation.

The HealthData@IE project is focusing on the development of national infrastructures
needed for data access. The data access infrastructure includes systems identified by
the EU Commission as core Digital Business Capabilities for HDABs:(®) Data Discovery,
which enables users to locate and understand available datasets through the National
Health Dataset Catalogue (nHDsC); Data Access Management, which handles
requests, evaluations, and permissions for datasets through a Data Access Application
Management System (DAAMS); and Secure Data Processing, which ensures that
approved data is accessed in a controlled, privacy-preserving manner within a SPE. In
addition, there are programmes of work in progress in the areas of data quality
enhancement and dissemination, education and training.

Under the HealthData@IE project, the initial phase of developing Ireland’s nHDsC
focuses on enabling data users to discover, locate and understand available health
datasets from across Irish data holders. This is being achieved through completing
three key deliverables as part of the HealthData@IE project:

= D6.1 — A Requirements and Specifications Report;
= D6.2 — A Pilot Report;
»= D6.3 — A Publicly available nHDsC.

The emphasis of this report is deliverable 6.1 — the development of requirements and
specifications for the design of Ireland’s nHDsC.
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1.4.2 Current Catalogue of National Health and Social Care Data
Collections

In 2010, HIQA published the first Catalogue of National Health and Social Care Data
Collections, which was later updated in 2014 and 2022. The aim of this was to outline
what health and social care data is available and also to ensure that data is
discoverable for data users. National data collections are national repositories of
routinely collected health and social care data, offering comprehensive national
overviews of specific issues or services. The Catalogue uses a metadata template that
is based on the Dublin Core Metadata Initiative’s Metadata Terms and follows the
principles of good information management as outlined in HIQA's National Standards
for Information Management in Health and Social Care,(!® which were mandated by
the Minister for Health in 2024.

The Catalogue has helped to establish consistent metadata practices across national
health and social care data collections. Building on these foundations, the nHDsC will
support the enhancement of Ireland’s metadata infrastructure for health data. It will
improve dataset discoverability for data users and support data holders in managing
and publishing metadata aligned with European requirements and standards.

1.4.3 Methodology for the development of the nHDsC

The development of requirements and specifications for a nHDsC for Ireland has
followed a phased approach:

1. A review of European-level initiatives including the Towards a European Health
Data Space Joint Actions (TEHDAS and TEHDAS2) and the HealthData@EU Pilot to
capture guidance and technical outputs relevant to nHDsC design.

2. A review of existing Irish catalogues — Catalogue of National Health and Social
Care Data Collections, the Public Service Data Catalogue, and the Open Data Portal
to identify strengths, gaps, and functional requirements.

3. Drafting requirements and specifications supported by a prototype to test
functionality and usability.

To support this development process, a Working Group has been established. This
group plays a key role in ensuring timely and successful project delivery by offering
expert advice, reviewing project outputs, providing structured feedback, and
facilitating stakeholder engagement throughout key stages of the project. This role is
critical in ensuring that the final nHDsC meets both national needs and European
obligations.
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1.4.3.1 Review of European Initiatives: TEHDAS, TEHDAS2 and the
HealthData@EU Pilot

Ireland’s work on the nHDsC is closely aligned with progress at the European level in
respect of the EHDS. This alignment ensures that the Irish catalogue will be
interoperable with the European Central Platform and compliant with the EHDS
Regulation.

The TEHDAS (Towards a European Health Data Space) Joint Action laid the
groundwork for creating a European framework for the secondary use of health
data.™ This joint action aimed to help EU Member States and the European
Commission to develop concepts and proposals to promote the secondary use of
health data to benefit public health and health research and innovation in Europe. The
recommendations from the TEHDAS project were used by the European Commission
to inform the development of a proposal for regulation of the EHDS in May 2022.

Following on from the TEHDAS joint action, the HealthData@EU Pilot set out to build a
pilot version of the EHDS infrastructure for the secondary use of health data, referred
to as HealthData@EU. This project ran until December 2024 and developed a network
infrastructure alongside services to support data users.(!2) It also provided guidelines
for data standards, quality, security and transfers to support the EHDS infrastructure.
The pilot demonstrated how nHDsC can interconnect through the European
infrastructure, providing practical insights into interoperability, dataset exchange, and
cross-border discoverability. A key enabler is the HealthData@EU Central Platform,
released by the European Commission as open-source software.(3) It provides
reusable components, including a central metadata catalogue, which Member States
can adopt to ensure interoperability with EU infrastructure.

In addition, a further EU joint action, TEHDAS2, commenced in 2024 with partners
from 29 countries with the aim of developing common guidelines and technical
specifications to facilitate secure access to health data and strengthen European
collaboration in using data efficiently.(**) TEHDAS2 has refined HealthDCAT-AP, a
metadata specification designed for health data discoverability and reuse. Draft
guidelines outline how HealthDCAT-AP extends the EU’s DCAT-AP standard to meet
the specific needs of health datasets, with a focus on metadata harmonisation,
quality, and interoperability. TEHDAS2 also published a technical specification for
nHDsC, setting out minimum requirements for metadata input, management, export,
and access, while allowing for national customisation.

These EU-level outputs and tools have been leveraged in the development of Ireland’s
catalogue to avoid duplication of effort, accelerate national development, and ensure
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that the nHDsC supports cross-border data exchange and can be fully integrated into
the HealthData@EU infrastructure.

1.4.3.2 Review of Existing Data Catalogues in Ireland

To support the development of the nHDsC, a review of existing catalogues in Ireland
was undertaken. The aim was to identify current practices, assess how catalogues
manage metadata, and identify opportunities for alignment with the nHDsC. The main
catalogues reviewed are described briefly below:

HIQA Catalogue of National Health and Social Care Data Collections(>)
As described previously in section 1.4.2, this catalogue through its metadata
offers a structured view of national health and social care datasets. As part of
the review, HealthDCAT-AP fields were mapped against catalogue content. This
mapping highlighted the areas of alignment and gaps. While the nHDsC, based
on HealthDCAT-AP, represents a more technical and precise model, it follows
the same principle as HIQA's catalogue to enable data users to discover
available data.

The Irish Public Service Data Catalogue(!®)
This catalogue provides an overview of data held across the public service in
Ireland, including personal, business, spatial, and sensitive information critical
to policy and service delivery. As part of the review, we engaged with the
organisation managing this catalogue to understand the end-to-end dataset
metadata lifecycle, including submission, validation and approval process,
available features, and any Ireland-specific considerations relevant to the
development of nHDsC.

Ireland’s Open Data Portal(1”)
The national open data portal provides access to hon-personal governmental
datasets, promoting transparency, innovation, and reuse. As per the Open Data
Technical Framework, metadata is standardised by public bodies using the W3C
Data Catalogue Vocabulary (DCAT), and more specifically, the DCAT Application
Profile for European Data Portals (DCAT-AP). DCAT-AP was used to ensure
interoperability between datasets published by public bodies, at both national
and international levels.(!®) This portal was analysed to better understand the
process of dataset metadata addition by publishers,(1?) the available
functionalities, and to map HealthDCAT-AP fields against the catalogue content.
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This review provided valuable insights into catalogue structures, user interfaces, data
vocabularies, and helped to ensure that the development of the end-to-end dataset
metadata lifecycle for the nHDsC has incorporated functionalities tailored to Ireland’s
specific data landscape and policy context.

1.4.3.3 Draft requirements and specifications and prototype

The draft requirements and specifications for the nHDsC were developed based on the
findings from the review of European initiatives (Section 1.4.3.1) and the review of
existing catalogues in Ireland (Section 1.4.3.2). These reviews provided the basis for
defining the essential features, metadata standards, and interoperability requirements
of the catalogue.

The initial draft of the requirements and specification was used to develop visuals of
the catalogue application pages. These visuals served as an early prototype, providing
a practical demonstration of how the requirements could be implemented. They were
presented to Working Group members to gather feedback, enabling them to evaluate
the proposed functionality and identify areas for refinement.

Based on the feedback received, the draft requirements and specifications were
further updated, and a prototype was developed. This prototype was subsequently
demonstrated to the Working Group members and feedback was sought. Prototype
screenshots with functionalities can be viewed in Appendix 5. Following the second
round of feedback, the requirements and specifications described in the following
sections were finalised. This iterative process ensured that the design of the nHDsC
was evidence-based, aligned with EU-level initiatives, and informed by the practical
experience and expertise of Working Group members. The following sections are
structured to provide a comprehensive overview of these requirements and
specifications. Section 2 details the business, functional and non-functional
requirements, and Section 3 details the technical specifications that underpin the
system design.
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2. National Health Dataset Catalogue — Business Requirements

The National Health Dataset Catalogue (nHDsC) must meet the needs of a wide range
of stakeholders including Data Holders, Data Users and policymakers. The business
requirements outlined in this section reflect the overarching goals of enabling secure,
standardised, and accessible metadata publication and dataset discovery.

2.1 Introduction

This section describes the specific business capabilities nHDsC must support — such
as creating, publishing, updating, and searching for dataset metadata. These are
followed by the functional features needed to support these capabilities, and a set of
non-functional requirements to ensure usability, security, performance, and
compliance with standards.

The business and functional requirements focus on four core capabilities:

» Metadata input: enabling Data Holders to submit dataset descriptions;

= Metadata management: metadata shall be stored, validated and maintained
to ensure consistency with EHDS legal requirements, helping Data Holders to
meet their obligations efficiently. This includes the ability of Data Holders to
update and improve dataset descriptions and to document their annual audits;

» Metadata output: dataset descriptions shall be made available as
HealthDCAT-AP via user-friendly search tools, facilitating discoverability by
researchers and policy-makers;

» Metadata access: a user-centric interface will enable stakeholders to easily
locate datasets through a nHDsC.

2.2 Requirements Traceability Matrix

The Requirements Traceability Matrix (RTM) provides a structured means of tracking
the alignment between business requirements, their corresponding functional and
non-functional requirements, and relevant specifications. This ensures transparency,
completeness, and consistency throughout the system development lifecycle.

The RTM helps ensure that all business requirements are fully addressed through
clearly defined functional and non-functional requirements. It also validates that
specifications are rooted in genuine business needs and makes it easier to assess the
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impact of any changes by clearly illustrating the relationships and dependencies

between requirements. In addition, the RTM supports quality assurance, testing, and
verification efforts by establishing clear traceability from initial business objectives to
final system implementation.

The RTM table includes the following elements:

= Business Requirement (BR): A unique identifier and description of the high-level
business objective.
» Linked Functional Requirements (FRs): Specific system capabilities needed to
satisfy the business requirement.
» Linked Non-Functional Requirements (NFRs): Constraints or quality
characteristics (e.g., usability, performance, accessibility) necessary for
successful implementation.
= Specifications/Notes: Key design considerations or implementation details
related to the requirement.

Table 1 Requirements Traceability Matrix (RTM) linking Business
requirements with Functional and Non-functional requirements

Business Linked Linked Non- Specifications/Notes

Requirement Functional Functional

(BR) Requirements Requirements

(FRs) (NFRs)

BR 01 — FR 02, FR 03, FR | NFR 04, NFR 05, Metadata must follow

Metadata 04, FR 05, FR 06, | NFR 06, NFR 07, HealthDCAT-AP.

Record FR 07 NFR 08, NFR 09 Validation for EHDS

Creation compliance. Editable
metadata before
publication.

BR 02 — FR 08, FR 09, FR | NFR 010, NFR 011, | Detailed metadata

Metadata 010, FR 011, FR NFR 012, NFR 013, | including EHDS fields.

Record 012, FR 013, FR NFR 014, NFR 015 Versioning integrity and

Publication 014, FR 015 audit support.

and Update

BR 03 - FR 016, FR 017, NFR 016, NFR 017, | Filtering and comparison

Searching for | FR 018, FR 019, NFR 018, NFR 019, | use HealthDCAT-AP

Datasets FR 020, FR 021 NFR 020, NFR 021 fields. Saved searches
for registered users.
URL sharing supported.
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General — FR 01, FR 022 NFR 01, NFR 02, Language toggle and
Applies across NFR 03, NFR 022, feedback option. All UI
all BRs NFR 023, NFR 024 and content must be in

English and Irish.

UI compatibility across
various browsers and
accessibility on a wide
range of devices.
Additional factors that
should also be taken
into account during
application
development.

The business, functional, and non-functional requirements are detailed in the following
sections.

2.3 Business Requirements

These requirements serve as a foundation for the development of functional and non-
functional requirements and specifications.

BR 01 Metadata Record Creation

As part of this requirement, Data Holders must provide initial dataset descriptions
using the HealthDCAT-AP application profile through the nHDsC. Dataset descriptions
must include: Key metadata elements, including dataset purpose, structure, format,
and access conditions, information on any legal or ethical constraints, including
anonymisation or pseudonymisation levels.

The submitted dataset descriptions are validated to ensure compliance with the EHDS
regulation. Any inaccurate metadata will be returned to the Data Holder for revision or
revoked to ensure the reliability of published datasets.

Functional Requirements linked to Metadata Record Creation

1. Allow for User identification, authentication, and authorisation, including the
option to enforce multi-factor authentication (MFA)

2. Create, Read, Update and Delete (CRUD) dataset descriptions using the
HealthDCAT-AP application profile

3. Add data quality and utility labels

4. Enforce minimum elements for dataset descriptions
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5. Submit dataset description
6. Review dataset description and data quality and utility labels.

BR 02 Metadata Record Publication and Update

As part of this requirement, the dataset descriptions must be published in nHDsC after
validation.

The catalogue must provide detailed metadata for each dataset, including: source of
the data, scope and main characteristics of the dataset, nature of the electronic health
data included, and conditions for making the dataset available. The catalogue should
allow updates to the dataset metadata as necessary to ensure accuracy and
relevance, with any changes being validated prior to publication. To enhance data
governance, the system supports automated scheduling of periodic reviews and
audits, sending timely notifications to stakeholders through email and in-portal to
ensure compliance with relevant guidelines and regulations. Additionally, the nHDsC
maintains detailed audit trails for all data quality management activities, providing a
robust framework for monitoring actions taken on the metadata of datasets.

Functional Requirements linked to Metadata Record publication and update

Publish dataset descriptions using the HealthDCAT-AP application profile
Update or delete dataset metadata descriptions and maintain change history
Maintain Versioning of updated dataset metadata

Enable Rollback to Previous Version of Dataset Description when needed (with
Admin Approval)

Automate scheduling of periodic reviews and audits

Enable export of dataset audit trail entries to CSV or Excel formats

Notify stakeholders about upcoming reviews

8. Maintain detailed audit trails for all dataset quality management activities.

il o

N o !

BR 03 Searching for datasets

As part of this requirement, nHDsC should offer a comprehensive search functionality
that enables Data Users to effectively browse and display entries from national
datasets catalogues.

Data Users can perform searches based on various criteria such as dataset source,
scope, characteristics, and access conditions. The systems include robust filtering and
sorting capabilities based on DCAT and HealthDCAT elements, allowing them to refine
search results effectively. Data Users can save their search queries for easy access,
receive notifications through email and in-portal about updates on their saved
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datasets, and share these searches with others to enhance collaboration. The Data
User can save the search only if they have an account created in the nHDsC portal,
and the search can be shared with any user by copying the URL generated for specific
search. Additionally, the systems allow Data Users to select and compare multiple
datasets side by side for informed decision-making and provides access to both
human-readable and machine-readable versions of the dataset metadata.

Functional Requirements linked to Searching for datasets

1. Offer a search functionality for browsing and displaying metadata catalogue
results

Enable selection and export of dataset metadata to CSV or Excel formats

Allow saving and sharing relevant searches

Notify the Applicant about updates on saved datasets

Provide filtering and sorting capabilities by DCAT and HealthDCAT-AP elements
Allow to select and compare datasets.

ok wWwh

2.4 Functional Requirements and Features

The functional requirements mentioned in this section are specific descriptions of the
functions a system must be able to perform to support business requirements.
Functional requirements are essential in guiding the system’s design, development,
and testing processes, ensuring it delivers the necessary functionality. Additionally,
the features mentioned in this section are individual high-level capabilities or
attributes to achieve specific functional requirements. Each feature addresses a set of
user needs or functional requirements, bridging the business requirements with
concrete, user-facing functionalities within the system.

FRO1 Multilingual Support: English and Irish
i) Domain

User Interface/System Accessibility

i) Requirement summary

The system must support both English and Irish languages across all user-facing
content and application interfaces. Users must have the ability to select their preferred
language at any time during their interaction with the application. (The specific
content to be translated into Irish is yet to be confirmed).
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Actors

Data Holders (Editor/Admin)
System Admin

Data Users

Features

nHDsC must:

V)

Provide full bilingual support (English and Irish) for all UI components, labels,
navigation, messages, metadata fields, and system-generated content.

Allow users to switch between English and Irish using a clearly accessible
language selector.

Remember the user’s language preference during their session or across visits,
depending on login state.

Ensure translated content is synchronised and equivalent in meaning and
function.

Detailed Description

System functionalities include:

1.

User Interface and Navigation Elements
All interface elements including menus, buttons, titles, tooltips, and error
messages must be available in both English and Irish.
Static pages (e.g., homepage, about, help, contact) must be provided in both
languages.
Dataset Metadata Fields and Labels
Field names, section headings, and controlled vocabularies visible in the
application must be displayed in the selected language.
Where applicable, dataset descriptions added by Data Holders can support
bilingual entry (e.g., title\en, title\ga).
Language Selection Mechanism
A language selector must be available on all public and authenticated pages,
preferably placed in the application header.
The selector must offer options for:

« English (EN)

 Irish (GA).
Persistence of Language Choice
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= For logged-in users, the system must store and remember language
preferences between sessions.
= For anonymous users, language preference must persist throughout the session
using browser cookies or session storage.
5. Compliance and Quality
= All translations must be accurate, context-sensitive, and reviewed for
compliance with public sector language accessibility policies in Ireland.
= System messages, email and in-portal notifications, and alerts must be
displayed in the user-selected language.
6. Fallback Behaviour
= If a translation is temporarily unavailable, the system should display the English
version by default and log the fallback for resolution.

vi) Systems Involved
= nHDsC

FR 02 Allow for User identification, authentication, and authorisation,
including the option to enforce multi-factor authentication (MFA)

i) Domain
Datasets Access Applications and Requests
i) Requirement Summary

The system must allow for Data Holder and user identification, authentication, and
authorisation, including the option to enforce MFA, and support account lifecycle
management including deactivation and account reassignment.

iii) Actors
= Data Holders (Editor/Admin)
=  System Admin
= Data Users.

Note: All functionalities outlined in FR016 , FRO17 and FR020 to FR022 shall remain
accessible to users without logging into the application. Data Users shall only be
required to log in to enable specific features such as saving search criteria (FR018),
enabling user notifications (FR019), and adding dataset distributions to the basket
(FR022).
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Features

nHDsC must:

V)

Allow log in

Incorporate some identification, authentication and authorisation (IAA)
mechanisms

Support account deactivation/removal workflows with dataset ownership
transfer

Provide role and organisation-based access control.

Detailed Description

The systems must include processes for identification, authentication, and
authorisation for Data Holders to provide electronic health data for secondary use
(provide datasets).

System functionalities include:

1.

2.

Mechanisms for identification, authentication and authorisation:

nHDsC use identification and authentication (e.g. MFA).

nHDsC use Authorisation mechanisms to validate the user is related to the

organisation obliged to create the dataset.

- Establish a role-based access control (RBAC) system to assign permissions
based on user roles (e.g., Data Holder Admin, Data Holder Editor, Data User
and System Admin).

- Implement organisation-specific access controls to ensure users are related
to the relevant organisation.

- Maintain an up-to-date user directory that maps users to their respective
organisations, including roles and privileges.

Account Lifecycle Management:

User-Initiated Deactivation:

Data Holders Admin/Data Holder Editor/Data User may request account
deactivation via their account settings.
System Admins can approve deactivation requests.
While raising the deactivation request for Data Holder (Admin/Editor):
- The requester must select a currently active Data Holder within the
same organisation to whom their datasets will be reassigned.
- The reassignment field is mandatory.
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- The system must validate that the selected transferee is eligible and
active.
= While raising the deactivation request for Data User, they must fill in the reason
for deactivation and submit the request.
= Upon approval:
- The user's account is marked as "Deactivated".
- All datasets are reassigned to the selected Data Holder (applicable for
Data Holder deactivation).
- Both the user and the transferee receive system and email notifications.

Data Holder Admin-Initiated Deactivation (On Behalf of Others):
= Data Holder Admins may submit deactivation requests on behalf of Data Holder
Editors within their organisation.
» Requests must be approved by the System Admin.

System Admin-Initiated Removal:
= System Admins must be able to remove (terminate) user accounts, including
inactive or unauthorised users
= Before removal:
- System Admins may directly remove a user account.
- The system must require reassignment of datasets before removal can
be confirmed.

- All actions are logged with the Actor (who performed the removal),
Timestamp, Target user, Dataset transferee.

Dataset Reassignment Process:
» Dataset ownership transfer must update all metadata records and access
permissions accordingly
» The transferee must receive a system notification and email confirming their
new dataset responsibilities.
» The original user (if self-deactivating) and System Admin must receive a
confirmation of deactivation and dataset reassignment.

3. Log-In Behaviour by Role:
» Data Holder Editors are limited to dataset creation and editing.
= Data Holder Admins have full control over dataset submission, user
management within the organisation, and deactivation requests. One
organisation can have multiple Data Holder Admins and Data Holder Editors.
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= System Admins must authenticate with elevated privileges and have access to
user management, audit logs, and approval workflows.

= Data Users must authenticate to search for datasets and manage their saved
search profiles.

vi) Systems Involved
= nHDsC.

FR 03 Create, Read, Update and Delete (CRUD) dataset descriptions
using the HealthDCAT-AP application profile

i) Domain
Datasets Catalogue
i) Requirement Summary

Systems must provide the functionality to Create, Read, Update, and Delete (CRUD)
dataset descriptions using the HealthDCAT application profile
iii) Actors

= Data Holders Admin

» Data Holder Editor

iv) Features
nHDsC must:

» Provide text edition functionalities to complete the dataset description.

» Provide automated mechanisms to check quality and conformity of dataset
descriptions (including validation tools to verify compliance with HealthDCAT
before submission).

V) Detailed Description

Health data holders must submit the dataset descriptions in nHDsC for categories
outlined in Article 51 of the EHDS. To support compliance with making specific data
categories available for secondary use, the nHDsC provide the following
functionalities.

System functionalities include:
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. Create New Dataset description: A Create a new dataset description option is

clearly available on a landing page. There are two ways to do this:

= Create a copy from a submitted dataset description either by selecting specific
fields they want to copy or all the fields.

» Create a new dataset description from scratch.

. Guidance for data holders

= A wizard tool guides data holders through a user-friendly process to determine
their obligations under the EHDS Regulation.

- The wizard includes steps and questions based on legal requirements in
Article 51

= Based on responses, the wizard provides non-binding guidance on data
categories that must be made available for secondary use.

. Wizard Steps:

= Step 1: Types of Datasets Held: Lists data categories and determines
obligations based on responses.

» Step 2: Guidance on Creating Dataset Description: Provides instructions on
describing datasets (minimum elements and characteristics of dataset
descriptions. These elements are expected to align with HealthDCAT-AP to
ensure consistency and interoperability), compliance with standardised and
machine-readable format, and data protection and security requirements.

= Step 3: Finalising Guidance and Feedback: provides a validation tool to verify
compliance with HealthDCAT and other standards and rules before submission
(see requirement FR 05 Enforce minimum elements for dataset descriptions).

. Dataset Description Form:

* Includes mandatory, recommended and optional fields based on the type of
dataset Access Rights (i.e Open Data, Protected Data and Sensitive Data)

In HealthDCAT-AP, the sensitivity of a health dataset is defined by its
relationship with the EHDS Regulation, categorising datasets as Open,
Protected, or Sensitive. This classification determines the level of detail
required in the metadata and the necessary access controls, with sensitive
datasets (containing personal data) necessitating more extensive metadata,
such as data dictionaries or samples, to ensure secure reuse of health data.
The health dataset's sensitivity level dictates the mandatory, recommended,
and optional metadata fields required for describing the dataset. A detailed
breakdown of these fields is provided in Appendix 6.

= Supports various answer types (controlled vocabularies, multiple choice,
numerical, free text)

= Features auto-save functionality
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= Allows highlighting protected parts and categorising datasets as "Highly
Sensitive," with justifications (for example to protect IP rights/trade secrets).
= Supports file uploads with size and security checks.
5. Dashboard for Draft Descriptions: Data holders can save descriptions as drafts and
access a dashboard to manage and complete them later.

When the Data Holder Editor has finalised with the dataset description, they can
choose the Data Holder Approver name from dropdown and select the “"Complete”
option/feature that will trigger a process for submission (meaning it goes to the Data
Holder Admin for submission).

When the Data Holder Admin has finalised with the dataset description, they can
select “Submit” option/feature that will trigger a process for System Admin review.

vi) Systems Involved
= nHDsC

FR04 Add data quality and utility labels

i) Domain

Datasets catalogue

i) Requirement Summary

Systems must enable the addition of data quality and utility labels

iii) Actors
= Data Holder Admin
= Data Holder Editor

iv) Features
nHDsC must:

= Allow data holders to add data quality and utility labels to their dataset
description

= Allow data holders to upload documentation supporting data quality and utility
labels.
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Detailed Description

In the nHDsC, an option to "Add data quality and utility labels" is available during the
dataset description creation process, prior to submission for review. This option
redirects users to a dedicated space for managing Data Quality and Utility Labels.
These data quality labels refer to the characteristics or indicators that help assess and
communicate the quality of the data contained in a dataset.

These quality labels will help to indicate:

Data documentation: Information on metadata, format and standards,
provenance, and data model. Supporting documentation can be added for each
field.

Assessment of technical quality: Information on completeness, uniqueness,
accuracy, validity, timeliness, and consistency. Supporting documentation can
be added for each field.

Data quality management processes: Information on the maturity of data
quality management processes, including review, audit processes, and bias
examination. Supporting documentation can be added for each field.
Assessment of coverage: Information on time period, population coverage,
representativity, and the average timeframe a person appears in a dataset.
Supporting documentation can be added for each field.

Access and provision information: Information on the time between data
collection and dataset addition, and the time required to provide data after
access application approval. Supporting documentation can be added for each
field.

Data modifications: Information on merging and adding data to existing
datasets, including links with other datasets. Supporting documentation can be
added for each field.

System functionalities include:

Data Holder creates a dataset description in the nHDsC Portal.

The Data Holder, while creating the dataset description, has an option to add
data quality and utility labels.

Once the Data Holder clicks on add data quality labels, the nHDsC Portal will
present a form so that the Data Holder can fill-in the requested information
regarding the quality labels.

After adding the quality labels, the Data Holder will be able to save the form.
Dataset description will have all the quality labels added by the Data Holder in
the nHDsC Portal.
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Note: The European Commission may establish the visual characteristics of the label in
the future. The Data Quality and Utility Label (DQUL) will be created on a separate
dedicated page (either within nHDsC or elsewhere), and data users will be able to
import the DQUL information in a DCAT-AP compatible format.

As per the EHDS Regulation, labelling will be mandatory for datasets for which data
collection was publicly funded (EU or national funding). This covers datasets for which
the funding was specifically for the collection. For other datasets, providing a data
quality and utility label is optional. For example, where public funding is used to set
up a registry for research purposes, the label will be mandatory. Where a hospital
receives public funding for providing treatment, the label will be optional, as the
funding is for providing treatment, and the registration of data is incidental to this
task.

nHDsC should be able to display this information in the catalogue, alongside the
dataset description, with an additional "DQUL" tab for dataset descriptions where one
was submitted.

vi) Systems Involved
= nHDsC

FR 05 Enforce minimum elements for dataset descriptions
i) Domain
Datasets catalogue
i) Requirement Summary
Systems must enforce minimum elements for dataset descriptions (format)
iii) Actors
= Data Holder Admin
= Data Holder Editor

iv) Features

nHDsC must:
= Provide tools to ensure dataset descriptions comply with the mandatory
minimum metadata elements outlined in the EHDS regulation and align with
HealthDCAT AP metadata standard.
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V) Detailed Description

Before submitting a dataset description, the nHDsC will include a format check
procedure which will perform an assessment to ensure compliance with minimum
common information elements and cross-border data standards.

System functionalities include in the nHDsC:

1. Automatic Control Checks:
= Automated checks ensure metadata descriptions are valid and complete as well
as HealthDCAT-AP compliance.
2. Error Handling for Non-compliant Descriptions:
» If a description is non-compliant, an error message specifies validation errors.
= This error message prevents the dataset description submission for review.

vi) Systems Involved
= nHDsC Portal

FR0O6 Submit dataset description

i) Domain

Datasets Catalogue

i) Requirement Summary

Systems must allow to submit dataset description

iii) Actors
= System Admin
= Data Holder Admin

iv) Features

nHDsC Portal must:
= Provide a functionality to submit the dataset description.
* Provide a dashboard for data holders with the dataset descriptions that data
holders have created.
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V) Detailed Description

Once the dataset description is completed/filled in by Data Holder Editor, the nHDsC
allow Data Holder Admin to submit the dataset description through a "Submit for
Review" option/functionality, triggering the following process:
1. Submission Confirmation:
» The nHDsC prompts a confirmation that the dataset description is submitted
2. Submission Notification:
= Data Holder Editor and Admin receive a notification through email and in-portal
that a dataset description and data quality and utility label have been
submitted.
= System admin receives a notification through email and in-portal that a dataset
description and data quality and utility label has been created.
3. Data holder dashboard:
= Each data holder has access to a dashboard displaying the status of their
submitted dataset as "Pending Review".

vi) Systems Involved
= nHDsC

FRO7 Review dataset description and data quality and utility labels

i) Domain

Datasets Catalogue

i) Requirement Summary

Systems must allow to review dataset descriptions and data quality and utility labels

iii) Actors
= Data Holder Editor
= Data Holder Admin
=  System Admin

iv) Features

nHDsC must:
= Allow to review metadata completeness, data quality, and utility labels added
by data holders.
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= Automatically notify the Data Holder Editor and Admin in case of the revocation
of the data quality and utility label, including the justification.

V) Detailed Description

Once the data holders have provided a data quality and utility label, the nHDsC
include a clear process that allows System admin to review dataset descriptions and
data quality and utility labels (and possibly revoke them if not applicable).
1. New dataset description notification:
= System admin receives a notification through email and in-portal that a dataset
description and data quality and utility label should be reviewed.
2. Review:
= System admin accesses the nHDsC following the notification.
= System admin accesses a dashboard in the nHDsC with datasets descriptions
for review (e.g. similar to a "Pending review"-inbox).
= System admin opens the datasets descriptions (metadata completeness), data
quality, and utility labels.
» The nHDsC displays the dataset description and data quality and utility labels.
3. Revocation Option:
= The portals provide a revocation option/feature/functionality for system admin
to revoke descriptions and data quality and utility labels.
4. Justification Prompt:
= Upon selecting the revocation option/feature/functionality, the portal prompts a
free text field for providing a justification.
» The system admin must enter a justification for revocation.
5. Revocation Process:
= Once the justification is submitted, the system processes the revocation
request.
= The descriptions and data quality and utility labels is systematically marked as
revoked, rendering it invalid.
= The status of the dataset descriptions and data quality and utility labels in the
database is updated to indicate it has been revoked.
6. Automatic Notification:
= After revocation, the system automatically notifies the Data Holder Editor and
Admin.
» The notification through email and in-portal includes the justification for the
revocation.
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vi) Systems Involved
= nHDsC

FR 08 Publish dataset descriptions using the HealthDCAT-AP application
profile

i) Domain
Datasets Catalogue
i) Requirement Summary

Systems must allow for the publication of dataset descriptions using the HealthDCAT
application profile

iii) Actors
= System Admin
= Data Holder Editor
= Data Holder Admin

iv) Features

NHDsC must:
= Publish the contents of the applicable dataset descriptions.
* Provide an automated mechanism to associate a code with each dataset for
identification and information purposes.

V) Detailed Description

After validation, the dataset descriptions are published in the nHDsC. This provides
information about existing datasets to data users.
1. Publish:
= If the System admin establishes the dataset description is complete and
accurate, then they will click on the "Submit for publication" feature available.
2. Publish Confirmation:
= The nHDsC prompts a confirmation that the dataset description is approved.
» The nHDsC publish dataset descriptions after validation of the content and
labels in the national dataset catalogue (publicly available and standardised
machine-readable dataset catalogue).
3. Publish Notification:
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= Data Holder Editor and Admin receive email and in-portal notification that a
dataset description and data quality and utility label have been published.

Data holder dashboard:

» Each Data Holder Admin and Editor has access to a dashboard displaying the
status of their published dataset descriptions as "Published".

* The dataset description is then removed from the "Pending review" dashboard
from the nHDsC.

Automatic datasets identification processes:

» The nHDsCs generate a unique version numbering for each new dataset
description, following a code system that may include references to the
country, Admin, data holder, and a sequential number for published datasets.

Public Availability:

» The national datasets catalogue is made publicly available through an interface
in the nHDsC (Note: datasets with trade secrets might not be displayed for
public view).

Information displayed:

» The catalogues display detailed metadata for each dataset, including: source of
the data, scope and main characteristics of the dataset, nature of the electronic
health data included, and conditions for making the dataset available.

Systems Involved
= nHDsC

FR 09 Update or Delete dataset metadata descriptions and maintain

i)

change history

Domain

Datasets Catalogue.

ii)

Requirement Summary

Systems must allow for updating dataset metadata descriptions and maintain change
history.

iii)

Actors
= Data Holder Editor
» Data Holder Admin
=  System Admin
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iv) Features

nHDsC must:
= Provide an interface to access their dataset descriptions
» Provide text-edition functionalities to update "published" datasets.

V) Detailed Description

If a dataset description requires updating or editing, Data Holder Admins and Editors
can easily update it through the nHDsC.

System functionalities include:

1. Dashboard Overview:

» A dashboard displays all published datasets descriptions managed by the data
holder, including essential information such as dataset titles, publication dates,
current status, and version history.

» The dashboard includes search and filter tools to help data holders quickly
locate specific datasets.

2. Editing and Updating:

» After identifying the dataset, the data holder selects an Edit function to modify
metadata and content

» This triggers the process described in requirements FR 06, FR 07 and FR 08 of
this domain.

3. Delete metadata dataset

» After identifying the dataset, the Data Holder Editor uses the Delete function to
select the Data Holder Admin to whom the deletion approval request will be
sent.

= The Data Holder Admin reviews the request and submits it to the System
Admin for final approval.

*= Once the System Admin reviews and approves the request, the dataset
metadata is soft deleted.

» Deleted dataset metadata remains visible to the Data Holder Admin and Editor
on their dashboards, with the status marked as “Deleted”, but not visible to the
Data Users.

= Admin-only functionality may allow full purging if required for compliance.

4. Versioning Process:

= A new version of the dataset is automatically generated, leaving the previous

version intact.
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- Each version is assigned a unique identifier to distinguish it from earlier
versions, and a prompt is generated for the data holder to provide a
comment to explain the change in version.

vi) Systems Involved
= nHDsC

FR 010 Maintain Versioning of updated Dataset metadata
i) Domain

Datasets Catalogue.

i) Requirement Summary

The system must maintain a comprehensive version history for all dataset
descriptions, ensuring that updates are automatically versioned, traceable, and
accessible for review.

iii) Actors
= Data Holder Editor
= Data Holder Admin
=  System Admin

iv) Features

nHDsC must:
» Automatically create a new version upon each dataset description update
= Display a complete, structured version history for each dataset
» Provide comparison functionality between current and previous versions
= Support change traceability for quality assurance and audit, including an option
to view the specific changes made in each version.

V) Detailed Description

The system must track all changes made to dataset descriptions by automatically
generating a new version each time a description is updated. Versioning features must
include:
Version History View

= Each dataset has an associated version history viewable in the dashboard
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» The version history includes the data holder name who has made the update,
version numbers, dates of creation, change summaries and status (e.g.,
current, deprecated, and showing which version is currently used).

Version Comparison

= Data holders can view metadata changes between current and previous

versions using a side-by-side view, and the changes are highlighted.
Traceability and Integrity
- Every version must be assigned a unique ID.

- System must ensure consistent metadata relationships and validate integrity
upon each update.

- All version updates are logged for audit purposes.

vi) Systems Involved
= nHDsC

FR 011 Enable Rollback to Previous Version of Dataset Description when
needed (with Admin Approval)

i) Domain
Datasets Catalogue.
i) Requirement Summary

The system must allow data holders to request rollback to a previous version of a
dataset description, subject to System Admin approval. The rollback must result in a
newly created version with a new identifier, clearly indicating which version it was
copied from.

iii) Actors
= Data Holder Editor
= Data Holder Admin
=  System Admin

iv) Features

nHDsC must:
= Allow selection of a previous version for rollback
= Require justification from the Data Holder Editor/Admin initiating the rollback
» If Data Holder Editor is initiating the roll back, it will request them to select the
Data Holder Admin to whom the rollback approval request should be sent
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= The Data Holder Admin reviews the request and forwards it to the System
Admin for final approval

= Upon approval, create a new version with a unique identifier, displayed as a
copy of the selected version

= Record and display rollback metadata in the version history

= Validate metadata integrity before rollback is finalised.

V) Detailed Description

Rollback functionality is essential for correcting errors or reverting to previously valid
dataset descriptions while maintaining transparency, control, and auditability.

Initiation by Data Holders
= Data Holder Admins/Editors can request to roll back to a specific prior version
using a rollback interface available in the version history view
» Ajustification field must be completed before submission.

Approval Workflow
= System Admins are notified of pending rollback requests
= System Admins can view version details, comparison views, and the justification
before approving or rejecting
= Only upon Admin approval is the rollback executed.
Rollback Execution
»= The rollback creates a new version with a new unique identifier
= In the version history UI, the new version will be displayed as:
Version 8 (Copy of Version 5) — where Version 8 is the new ID, and Version 5
is the source of the rollback
= The version content will mirror the selected older version, but the rollback is
treated as a forward-moving operation (i.e., no deletion or overwriting occurs).
Metadata Integrity and Validation
= Before finalising rollback, the system validates all linked metadata,
vocabularies, and documentation references
= If inconsistencies or deprecated links are detected, the system issues warnings
or blocks the rollback with explanatory messages.
Audit Logging
= The rollback process, including requester, approver, timestamp, original
version, restored version, and rollback reason, is fully logged.
= Logs are maintained in a secure, read-only audit log for governance and
traceability.
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vi) Systems Involved

nHDsC

FR 012 Automate scheduling of periodic reviews and audit
i) Domain

Datasets Catalogue

i) Requirement Summary

Systems must support automated scheduling of periodic reviews and audits for data
holders

iii) Actors
=  System Admin
= Data Holder Editor
= Data Holder Admin

iv) Features

nNHDsC must:
» Display the status of the datasets in their dataset catalogue in the dashboard
for data holders.
= Display a time-tracking functionality with a text indicating the days for the next
periodic review and audit (annually since the last audit).

V) Detailed Description

The nHDsC clearly display the status of each dataset in their catalogues, indicating
statuses such as "Published", “Draft”, “Deleted”, “Pending Review” and “Revoked™.

System functionalities include:
1. Status Display:
»= The system displays the current standing of each dataset, such as "Published",
“Draft”, "Deleted”, “Pending Review"” and “Revoked”.
2. Time-Tracking Mechanism:
= Displays the date of the next scheduled review or audit of the dataset by the
Data Holder Admin and Editor
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= Provides a text-based indicator showing the day for the next review/audit,
ensuring data holders are aware of compliance timelines (at least once a year).
vi) Systems Involved
= nHDsC

FR 013 Notify stakeholders about upcoming reviews

i) Domain

Datasets Catalogue

i) Requirement Summary

Systems must notify data holders about upcoming audits and reviews

iii) Actors
= System Admin
= Data Holder Editor
= Data Holder Admin

iv) Features

NHDsC must:
= Email and in-portal notifications to the data holders about upcoming reviews,
audit results and required actions

V) Detailed Description

The nHDsC should automatically notify Data Holder Editor and Data Holder Admin (i.e.
the approver of dataset metadata) of any scheduled reviews or periodic audits.

System functionalities include:
1. Automatic Notifications:

» The system automatically sends email and in-portal notifications to Data Holder
Editor and Data Holder Admin (i.e. the approver of dataset metadata) about
scheduled reviews or periodic audits.

» The system automatically sends email and in-portal notifications to the System
Admin about scheduled reviews or periodic audits and overdue reviews.

2. Notification Details:
= Notifications include the review/audit date.
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- Specific business rules, such as the number of days before the deadline to
send the update, are set up within the system.

vi) Systems Involved
= nHDsC

FR 014 Maintain detailed audit trails for all dataset quality management
activities

i) Domain
Datasets Catalogue
i) Requirement Summary

Systems must maintain detailed audit trails for all dataset quality management
activities.

iii) Actors
= System Admin

= Data Holder Editor
= Data Holder Admin

iv) Features

nHDsC must:
» Maintain an audit trail of the whole lifecycle of dataset submitted

V) Detailed Description

nHDsC should capture and log metadata related to:
System functionalities include:

1. Datasets Submitted:
= Captures and logs dataset ID, dataset name, submission date, data holder's
name, and associated data quality and utility labels.
2. Datasets validated:
= Captures and logs automated validation processes (including timestamp) and
results of the validation (e.g. validated, not-validated, corrected, etc.).
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3. Datasets Published:
= Captures and logs dataset ID, dataset name, publication date, data holder's
name, and the final data quality and utility labels applied.
4. Datasets Updated:
= Captures and logs new version ID, name of the data holder who made the
updates, date and time of the changes, and a summary of modifications (e.g.,
"new data added" or "metadata updated").

vi) Systems Involved
= nHDsC

FR 015 Enable export of dataset audit trail entries to CSV or Excel formats
i) Domain

Datasets Catalogue
ii) Requirement Summary

System must allow Data Holders and System Admins to export selected or filtered
dataset audit trail entries from the audit dashboard in CSV or Excel format.

iii) Actors
= System Admin
»= Data Holder Admin
= Data Holder Editor

iv) Features

nHDsC must:

» Provide an option “Audit logs” to view the Audit dashboard

» Provide an export function on the audit dashboard interface

= Support exporting all entries, or only those currently visible via filters or
selections

= Offer file format selection: CSV and Excel (XLSX)

= Ensure the exported data includes all visible columns: Dataset ID, Description,
Status, Creation Date, Last Modified Date, Previous Review Date, and Next
Review Date.

= Preserve applied filters (e.g., review status, next review date range) in the
exported results.
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Detailed Description

From the Audit Logs Dashboard, Data Holder (Editor/Admin) and System Admin must
be able to:

vi)

View audit records in a paginated and filterable table.
Apply filters (e.g., status, review date) or manually select individual entries.
Click an "Export" button to initiate file download:

- System must prompt for file format (CSV or Excel).
- Export must reflect the currently displayed or selected records.
Downloaded file must:

- Include column headers identical to those shown on-screen

- Follow DD/MM/YYYY date format

- Be UTF-8 encoded

- Reflect sorting applied by the user (e.g., Next Review Date ascending).
Additional System Behaviours:
The Data Holder Editor must be able to view and download the audit logs of
datasets they have created, updated, or deleted.
The Data Holder Admin must be able to view and download the audit logs of all
datasets created within their organisation.
The System Admin must be able to view and download the audit logs of all
datasets.
If no results are available or selected, export button must be disabled or trigger
a prompt: “No records selected or available for export.”
If the export process fails (e.g., timeout, file generation issue), a clear, non-
technical message must appear with retry guidance.
Export action must not interfere with ongoing dashboard interactions or data

integrity.

Systems Involved
nHDsC

FR 016 Offer a search functionality for browsing and displaying metadata

i)

catalogue results

Domain

Datasets Catalogue

ii)

Requirement Summary
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Systems must offer a search functionality for browsing and displaying metadata
catalogue results.

iii) Actors
= Data Holders (Admin and Editor)
= Data Users
=  System Admin

iv) Features

nHDsC must:
» Provide a search function which enables browsing by data Users
» Provide automated mechanisms to correct and adjust elements of the search
where necessary
» Provide automated mechanisms to detect and alert if no results are found from
the search.

V) Detailed Description

Data Users must be able to discover existing datasets through a search engine
available on nHDsC.

System functionalities include:

1. Accessing the Portal:

= QOpen an internet browser to access the nHDsC.
2. Browsing the Catalogue:

= Browse the entire metadata catalogue, displaying all entries.
3. Search Functionality:

= Search using an open text field.

- Propose commonly used search queries.

= Create personalised search functions based on predefined filters.
4. Dataset Selection:

= Display query results on the applicant interface.

= Select a dataset and display its description.

Once the data user launches the search, the system functionalities include:
1. Matching and Results:

= Match dataset descriptions to query results.
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Perform corrections, adjustments, and cancellations of the search.

2. Alerts and Information:

vi)

Provide alerts if the search yields no results.
Display information on the dataset, including metrics measuring the status and
use of the dataset.

Systems Involved
nHDsC

FR 017 Enable selection and export of dataset metadata to CSV or Excel

i)

formats

Domain

Datasets Catalogue

ii)

Requirement Summary

System must allow data users to select one or more datasets from the metadata
catalogue and export the corresponding metadata in CSV or Excel format.

iii)

iv)

Actors

Data Holders (Admin and Editor)
Data Users

System Admin

Features

nHDsC must:

v)

Provide the ability for users to select one or multiple datasets from search
results.

Offer export options in commonly used formats such as CSV and Excel (XLSX)
Ensure that exported metadata includes all core HealthDCAT-AP fields and
relevant metadata extensions where applicable

Provide the option to download the file directly through the browser.

Detailed Description

After performing a search and reviewing datasets in the metadata catalogue, data
users must be able to:
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Select one or more datasets from the search results

Click an "Export" action that allows selection of the desired format (CSV or
Excel)

Trigger the system to compile and generate a file that includes:

Dataset title, description, publisher, coverage, update frequency, access
conditions, DQUL labels, and any other standard metadata fields
Automatically download the file to the applicant’s device via the browser.

Additional System functionalities include:

vi)

If no datasets are selected, the "Export" option is disabled or prompts the user
to make a selection.

If the export operation fails, the system must display a clear error message
with recommended corrective action.

The exported file should be UTF-8 encoded and contain headers in accordance
with the HealthDCAT-AP schema.

Systems Involved
nHDsC.

FR 018 Allow saving and sharing relevant searches

i)

Domain

Datasets Catalogue.

i) Requirement Summary
Systems must allow saving and sharing relevant searches.
iii) Actors
= Data Users
= System Admin
» Data Holder (Editor and Admin).
iv) Features
nHDsC must:

Allow to save search criteria and datasets descriptions by data users
Provide a view of the search criteria and dataset descriptions saved in the
Personal profile of the data user in the portals
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= Generate a link to the search or descriptions in the portals to be copied-and-
pasted and shared.

V) Detailed Description

The nHDsC allow data users to share relevant search results, criteria and dataset
descriptions with colleagues or stakeholders, facilitating collaboration and reuse of
search strategies.

System functionalities include:

1. Saving Search Criteria:
= Applicants can save search criteria, including filters applied, keywords used,
and search settings, through a "Save my search criteria" functionality.

- A pop-up or menu allows applicants to name the search, add descriptions or
notes, and choose save options such as receiving alerts for new or updated
datasets matching their criteria.

» Applicants can save dataset descriptions through a "Save this dataset
description" functionality.

- A pop-up or menu allows applicants to name the dataset description, add
descriptions or notes, and choose save options such as receiving alerts for
updates in the dataset description.

2. Managing Saved Searches:
» Saved searches, dataset descriptions are stored in the applicant’s profile.

- Applicants can re-execute saved searches with a single click to retrieve
updated results.

- Applicants can adjust or refine saved searches by modifying filters or
keywords and saving the new version.

- Applicants can remove searches and dataset descriptions that are no longer
needed.

3. Sharing Search Results:
= Applicants can select relevant search results and dataset descriptions and share
them using a "Share Search" or "Share dataset description" functionality on the
results page
- The system generates a shareable link
- Applicants can send via email or other means to selected recipients.

vi) Systems Involved
= nHDsC
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FR 019 Notify the user about updates on saved datasets
i) Domain

Datasets Catalogue

i) Requirement Summary

Systems must notify the applicant about updates on saved datasets

iii) Actors
= Data User
» Data Holder (Editor and Admin)
=  System Admin

iv) Features

nHDsC must:
» Provide the options to create alerts for updates on search results and datasets
descriptions in a standardised, computer-readable format.

V) Detailed Description

The data user can chose to obtain alerts whenever new datasets matching the saved
search criteria are added or when saved datasets descriptions are updated.

System functionalities include:

1. Alert Subscriptions:
»= The system allows the user to create alert subscription tied to the applicant's
saved search and datasets descriptions.

- The user must have option to select whether they want to be notified about
new entries or updates

- The applicants must be able to select to receive notifications (e.g. via email)
if new entries or updates

- Applicants must be able to opt to receive notifications directly within the
portal.

2. Portal Notifications:
= Upon logging into the Portal, a notification pop-up indicates updates relevant to
their saved searches or datasets descriptions.
= Users can also access updates from their profiles, which features a list of all
saved search and datasets descriptions alerts and relevant system messages.
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3. Notification Details:
» Notifications include:
- New dataset additions matching the search criteria
- Updates to existing datasets, such as improvements in data quality, added
metadata, or new data entries.

vi) Systems Involved
= nHDsC

FR 020 Provide filtering and sorting capabilities by DCAT and HealthDCAT-
AP elements

i) Domain
Datasets Catalogue.
i) Requirement Summary

Systems must provide filtering and sorting capabilities (including HealthDCAT AP
elements)
iii) Actors

= Data User

» Data Holder (Editor and Admin)
= System Admin

iv) Features

nHDsC must:
= Provide filtering and sorting capabilities alongside the search function.

V) Detailed Description

To foster the discoverability of electronic health data, the systems allow three types of
filtering options for search purposes: basic filters based on dataset characteristics, a
wizard search tool, and queries using Health DCAT-AP elements. Data users can
combine these filtering options to identify relevant datasets that meet their needs.

System functionalities include:
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1. Basic Filtering:
= Provides filters based on dataset characteristics, allowing selection according to
criteria such as data holder, keyword, theme, scope, time, geographical
coverage, provenance, access, format, data quality and utility label, and AI-
suitable data.
2. Wizard Search Tool:
= Features an applicant interface with a dialogue box that guides applicants
through key questions and filters. The tool presents search results based on the
answers provided and can be combined with basic filters for refined results.
3. Queries using Health DCAT-AP elements:
» Features an applicant interface with a dialogue box that guides applicants
through key questions to define the Health DCAT-AP metadata elements
matching the applicants search.

Sorting Options:
» Alphabetical Order: Sort datasets by name
= Date Submitted: Sort datasets by submission date
= Date Updated: Sort datasets by the most recent updates
= Dataset size: Sort datasets according to their size
» Dataset origin: Sort datasets according to their origin (i.e. Member State,
Authorised Participant, etc.).

vi) Systems Involved
= nHDsC

FR 021 Allow the user to select and compare datasets
i) Domain
Datasets Catalogue.
i) Requirement Summary
Systems must allow the user to select and compare datasets.
iii) Actors

= Data User

= Data Holder (Editor and Admin)
= System Admin
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iv) Features

nHDsC must:
* Provide a functionality to select one or more datasets
= Display two datasets in the same screen.

V) Detailed Description

While completing a search process in the nHDsC, users can select one or multiple
dataset descriptions for further analysis. To enhance this process, a "Compare"
functionality is available, enabling applicants to view and evaluate differences between
selected datasets.

System functionalities include:

1. Compare Functionality:
= Applicants can select datasets and use a "Compare" functionality to display the
dataset descriptions and quality and utility labels side-by-side on a single
interface.
2. Highlighted Differences:
= Discrepancies or variations between datasets are automatically highlighted in a
prominent colour, ensuring immediate visibility.
3. Consistent Fields:
» Fields where datasets share the same values or descriptions remain in standard
text with no additional highlighting, improving readability.
4. Data Quality and Utility Label Comparison:

" Special emphasis is placed on comparing data quality and utility labels,
highlighting variations in data accuracy, completeness, relevance and so on (12
dimensions of Quality and Utility label along with overall rating).(2®

5. Comparison Summary Section:

= A summary section at the top or bottom of the comparison webpage lists the
key differences between the datasets, providing applicants with a quick, at-a-
glance overview before diving into the detailed comparison.

vi) Systems Involved
= nHDsC
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FR 022 Provide Feedback Functionality
i) Domain

Datasets Catalogue.

i) Requirement Summary

System must allow users to provide feedback directly through the catalogue
application.

iii) Actors
= Data User
= Data Holder Editor
= Data Holder Admin

iv) Features

NHDsC must:

* Provide a visible "Feedback" option accessible from the main interface

= Allow users to enter their Name and Email ID

= Allow users to select a Feedback Type from a predefined dropdown list (e.g.,
General Feedback, Technical Issue, Metadata Quality, Access Request, About
revoked dataset)

» Provide a text box for users to enter their feedback content

= Submit the feedback securely to the system for review and follow-up.

V) Detailed Description

To encourage continuous improvement of the nHDsC and foster user engagement, a
feedback functionality is integrated into the catalogue interface.

System functionalities include:

1. Feedback Access:
= A "Feedback" button is prominently displayed in the navigation menu or footer
across all relevant pages of the nHDsC.
2. Feedback Form Fields:
»= The system presents a structured form requiring users to provide:
- Name (optional field)
- Email ID (mandatory field for follow-up communication)
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- Feedback Type (dropdown with predefined categories)
- Feedback Content (multi-line text box for detailed comments).
3. Validation and Submission:
= Mandatory fields are validated before submission.
= On successful submission, the user receives a confirmation message that their
feedback has been received.
4. Storage and Accessibility:
= Feedback entries are stored securely in the system database.
= System administrators can access, review, and respond to feedback through an
internal management interface.
5. User Confirmation and Acknowledgment:
= Acknowledgment is sent to the email provided by the user, confirming receipt
of feedback.

vi) Systems Involved
= nHDsC

FR 023 Add Dataset Distributions to Basket *
i) Domain

Datasets Catalogue.

i) Requirement Summary

The system must allow Data Users to add selected Dataset Record Distributions to a
Dataset Basket, review their selections, and proceed to request access through the
Data Access Application Management System (DAAMS).
iii) Actors

= Data Users

iv) Features

nNHDsC must:
» Provide a clearly visible “"Add to Basket” option for each Dataset Record
Distribution.

T This functionality will be added once details about requirements and specifications for DAAMS have
been confirmed — to be developed in tandem with Work Package 5 during 2026.
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= Allow users to select multiple Distributions across different Datasets and add
them collectively to their Dataset Basket.

= Visually indicate the total number of Distributions currently added to the Basket
via a numerical counter displayed beside the Basket icon in the main navigation
bar.

= Group Distributions by their parent Dataset Record within the Basket view.

= Allow users to open the Dataset Basket to view all selected Distributions,
confirm selections and Click “Proceed” to request access.

» Redirect users to the DAAMS portal upon clicking “Proceed,” to complete the
access request process.

V) Detailed Description

This functionality supports the streamlined selection and management of Dataset
Record Distributions by Data Users prior to requesting access through DAAMS.

System functionalities include:

1. Add to Basket Interaction:
» Each Dataset Distribution displayed within the catalogue must have an “Add to
Basket” button.
» When selected, the corresponding Distribution is added to the user’s Dataset
Basket.
» The system must display a brief confirmation notification (e.g., “Distribution
added to Basket”).
2. Basket Overview and Grouping:
» The Dataset Basket page must group all added Distributions under their
respective parent Dataset Record.
= Users can view all items currently in their Basket and remove individual entries
if needed.
» The total number of selected Distributions must be dynamically updated and
displayed as a numerical badge beside the Basket icon.
3. Confirmation and Proceed Action:
= Users can review their selected Distributions within the Basket.
= By clicking “Proceed”, users confirm their selections and are automatically
redirected to the DAAMS portal for completing their access request.
= During this process, the system must ensure session continuity and transfer
relevant metadata to DAAMS through secure integration.
4. Error Handling and User Feedback:
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= If the user attempts to proceed with an empty Basket, a message must display:
“No Distributions selected. Please add at least one item to your Basket before
proceeding.”

= If the DAAMS service is temporarily unavailable, display: “Unable to connect to
DAAMS. Please try again later.”

vi) Systems Involved
= nHDsC

2.5 Non-Functional Requirements

This section outlines the quality attributes and operational constraints that the system
must meet to ensure a consistent, reliable, accessible, and user-friendly experience. It
includes specifications related to user interface and user experience (UI/UX), system
performance, scalability, security, availability, error handling, and data integrity. These
requirements support the effective implementation and sustainability of the functional
requirements described above.

NFR 01 Cross-Browser Compatibility

The system must ensure full and consistent support across major modern web
browsers, specifically Google Chrome, Microsoft Edge, Mozilla Firefox, and Apple Safari
(latest two stable versions of each), to guarantee reliable functionality, accessibility,
and user experience.

1. UI/UX and Accessibility:

»= The user interface must render consistently across all supported browsers,
including layout, fonts, spacing, colours, and interactive components.

= All interactive features (e.g., dropdowns, modal dialogs, accordions) must
function as intended in each browser.

» Keyboard navigation, ARIA landmarks, screen reader compatibility (WCAG 2.1
Level AA), and contrast ratios must remain consistent across browsers.

2. Performance Requirements

» All dataset-related pages (e.g., dataset list, dataset description view, dataset
submission forms) must load within three seconds on a standard broadband
connection in each supported browser.
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= UI responsiveness (e.g., tab switching, modal opening) must occur within 500
ms in all browsers.

3. Error Handling and Feedback

= Error states (e.g., invalid inputs, system errors, and timeouts) must present
consistent messaging and styling across browsers.

= No client-side script or validation error should fail due to browser-specific
rendering or execution.

4. Submission and Transaction Handling

= Form submission workflows (e.g., submitting or editing dataset metadata) must
behave identically across all supported browsers. This includes field validations,
auto-save functionality, progress indicators, and transactional integrity.

= All in-form actions must complete reliably without duplication or data loss,
regardless of browser.

5. Audit Logging and Monitoring

»= The system must capture browser-related metadata (user agent string, browser
version) with each submission and major user interaction, enabling trend
analysis and troubleshooting

» Monitoring tools must track and flag abnormal interaction patterns that could
be browser-specific (e.g., unusually high error rates on a specific browser
version).

NFR 02 Mobile Responsiveness

The system must support responsive web design principles to ensure optimal usability
and accessibility across a range of mobile devices, including smartphones (=360px
width) and tablets (=768px width). The layout, interactions, and performance must be
adaptive to various screen sizes and input methods.

1. UI/UX and Accessibility:

= The user interface must dynamically adapt to various screen sizes and
orientations (portrait/landscape) on mobile phones and tablets.

= Content must remain legible without zooming or horizontal scrolling.

= Navigation elements must be touch-friendly, with buttons and inputs sized
appropriately (minimum 48x48px).
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= Accessibility compliance (WCAG 2.1 Level AA) must extend to mobile interfaces,
including screen reader compatibility, focus indicators, and sufficient colour
contrast.

2. Performance Requirements

»= On mobile devices connected via 4G or standard Wi-Fi, pages must load within
five seconds and respond to user interactions (e.g., expanding sections,
toggling views) within one second.

= Assets such as images, scripts, and stylesheets must be optimised for mobile
bandwidth and device memory constraints.

3. Error Handling and Feedback

= Validation errors, warning messages, and success confirmations must be clearly
displayed on mobile devices without being obscured by on-screen keyboards or
overlapping UI elements.

»= Toasts, modals, and banners must be mobile-optimised to ensure user
awareness and ease of dismissal.

4. Submission and Transaction Handling

= Users must be able to complete dataset submissions, edits, and other
transactional workflows on mobile devices without layout or input issues

»= The system must handle intermittent connectivity gracefully by preserving form
state (e.g., through local storage or progressive enhancement), and prevent
duplicate or partial submissions.

5. Audit Logging and Monitoring

»= The system must log interactions performed on mobile and tablet devices,
including device type and screen resolution (where available).

= Monitoring tools should detect patterns indicating mobile-specific issues (e.g.,
form abandonments, high validation failure rates) to support proactive
troubleshooting and UX optimisation.
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NFR 03 Multilingual Support: English and Irish
1. UI/UX and Accessibility:

= A language selector must be available on all pages (public and authenticated),
clearly placed (for example, in the header), allowing users to switch between
English and Irish with a single interaction.

= The dataset description interface must display labels, field names, help text,
system buttons, navigation menus, and controlled vocabularies in the selected
language. Where bilingual entry is allowed (e.g., dataset title or description),
the system must support input and display in both languages.

* The multilingual interface must comply with WCAG 2.1 AA, ensuring language
attributes are properly applied and screen readers correctly identify and render
language-specific content.

2. Performance Requirements

» Language toggling must complete with full interface update in under one
second, including translation of dynamic elements.

= Upon user preference detection or language selection, the fully localised page
must load in under three seconds under standard network conditions.

* Translated content must be efficiently cached to minimise redundant server
calls, improving responsiveness, especially for users switching languages
frequently.

» The system must maintain consistent language-switch performance for up to
XXX (TBC- total number of users expected) concurrent users, ensuring
multilingual support is unaffected by traffic spikes.

3. Error Handling and Feedback

= If a translation is missing, the system must:
- Fall-back to English (default)
- Log the event for tracking and resolution.
= If the system fails to change the language (e.g., due to backend failure or
client error), the user must see a clear, non-technical message (e.g., "“We were
unable to switch the language. Please try again.”).
= All validation messages, form errors, system alerts, and tooltips must be
displayed in the currently selected language with appropriate tone and
localisation.
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4. Submission and Transaction Handling

= Anonymous Users: Language selection must persist for the session using
cookies or session storage
» Logged-in Users: Language preference must be stored in the user profile and
applied at login
» Language Selection During Dataset Submission - Data entry forms must:
- Reflect the current language in labels and help text
- Allow bilingual metadata entry where applicable (e.g., title in English and
Irish).
= Context Retention - When switching languages during metadata submission or
editing, users must remain in the same workflow step without data loss or
interruption.

5. Audit Logging and Monitoring

» The system must log user-selected language settings for authenticated
sessions, including:
- User ID
- Language selected
- Timestamp
- Access point (e.g., login page, dataset view).
»= Any instance where the system falls back to English due to missing Irish
content must be logged with:
- Affected string identifier
- Page/component
- Timestamp
- User language setting.

NFR 04 Provide Footer Functionality Across All Pages
1. UI/UX and Accessibility:

= The footer must be consistently displayed at the bottom of all nHDsC web
pages, regardless of device or screen resolution.
= The footer must include the following clearly labelled links/options:
- Give Us Feedback (opens feedback form)
- About nHDsC (navigates to an informational page about the catalogue)
- Privacy Policy (opens privacy statement in a new tab)
- Accessibility (navigates to accessibility compliance page)
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- Logout (ends user session and redirects to login page).
The footer must comply with WCAG 2.1 Level AA accessibility guidelines,
ensuring full keyboard navigability, screen reader compatibility with descriptive
link text and high-contrast text for readability.
Footer links must be styled consistently with the overall nHDsC design system,
ensuring visual alignment and responsive layout across desktop, tablet, and
mobile.
The footer must remain visible without overlapping content and adjust
gracefully when content height is shorter than viewport height (sticky footer
behaviour).

2. Performance Requirements

The footer must load seamlessly with the main page content, without
introducing additional latency (>100ms)

All footer links must resolve navigation actions within two seconds under
standard network conditions

The footer must remain responsive across supported browsers and devices,
maintaining usability for at least 1,000 concurrent sessions.

3. Error Handling and Feedback

If a footer link fails to load its target page (e.g., Privacy Policy page
unavailable), the system must display a contextual error message (e.g., “This
page is temporarily unavailable. Please try again later.”) and log the error for
monitoring and support.

If the Logout action fails, the system must display a clear warning (“Logout was
unsuccessful. Please try again.”) and ensure the user session is still protected
(no partial logouts).

If the Feedback link cannot load the feedback form, the system must provide
an alternate message: “Feedback form could not be loaded. Please contact
support at support email.”

4. Submission and Transaction Handling

Footer links to external content (e.g., Privacy Policy, Accessibility) must open in
a new tab, ensuring that the main session is not interrupted.

The Logout option must securely terminate the session, removing
tokens/cookies from client storage and redirecting to the login page.
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= The Give Us Feedback option must trigger the integrated feedback functionality
described in FR 022.

5. Audit Logging and Monitoring

= The system must log user interactions with footer elements, including:
- Timestamp of click
- Link selected (Feedback, About, Privacy Policy, Accessibility, Logout)
- User ID (if authenticated) or anonymous session ID.

NFR 05 Allow for User identification, authentication, and authorisation,
including the option to enforce multi-factor authentication (MFA)

1. UI/UX — Accessibility and Layout
Accessibility:

= The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA)

» Form fields must be clearly labelled, with inline validation messages (e.g.,
"Please enter a valid phone number")

» Required fields must be indicated with an asterisk ***, and optional fields
explicitly labelled.

= All screens must have consistent branding, navigation aids (e.g., Home >
Login), and contact support links (e.g., Need help?).

Registration form UI/UX:

» The registration form should have below fields:

- User Name: Accepts free text with max character limit (e.g., 50
characters)

- Official Email ID: Must validate format using RegEx and disallow public
domains (e.g., “gmail.com”, "yahoo.com") if policy applies

- Department/Organisation: Dropdown should be searchable and
categorised where appropriate

- User Role: Dropdown with common roles pre-listed; The roles should be
Data Holder Admin, Data Holder Editor and Data User.

- Phone Number: Must include country code; validate format and check
for fake/test values
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- Password/Confirm Password: Must enforce password strength (minimum
eight characters, upper/lowercase, number, symbol); inline tooltip for
criteria

- Provide password visibility toggle and strength meter

- Password and confirm-password mismatch must be detected in real
time.

= Submit Behaviour:
- Upon clicking "Register", show a loading spinner and disable form.
- Send confirmation email to user.
- Show a submission confirmation message with estimated processing
time.
- Auto-forward the registration request to the system admin dashboard.

Admin Approval UX:

= System must receive an email and in-portal notification upon a new registration
request
» nHDsC must show:
- User details with all submitted fields
- Approve/Reject buttons
- Mandatory comment field when rejecting a request.
= On approval or rejection:
- An email must be sent to the user indicating the decision
- Rejection email must include the admin’s comment.
» System admin UI must support filtering/sorting of pending and processed
registration requests.

Login with OTP UI/UX

= Login Form
- Two-step login process with email and password first
- On correct credentials, user clicks Send OTP
- Show real-time feedback: e.g., “"OTP sent to your registered email.”.

= OTPUI
- OTP input must appear inline (not as a separate page)
- Support six-digit numeric code input; auto-focus and tab through digits
- Include “Resend OTP” button (active after 30 seconds)
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- OTP expiry should be shown visually (countdown timer)
- Oninvalid OTP, display clear error: “Incorrect or expired OTP.”

Forgot Password UX/UL:

Trigger and Form
“Forgot Password?” link on login screen
- Clicking opens form asking for registered email address
- After submission, show message:
“If this email is registered, you'll receive a password reset link shortly.”
Email must include:
- Secure, unique, time-limited reset link (e.g., expires in 15 minutes)
- Support contact details
- Reset links are one-time-use and must use HTTPS
Reset Password Page should have
- New Password, Confirm Password and Reset Password button
- New Password/Confirm Password must enforce password strength
(minimum eight characters, upper/lowercase, number, symbol); inline
tooltip for criteria
- Password visibility toggle and strength meter
- Password and confirm-password mismatch must be detected in real
time.
= On submission:
- Show message: “Your password has been successfully updated.”
- Provide direct link to Login page.
If the reset link is invalid or expired, show error with option to resend.

Self-Deactivation:

= Must be initiated from account settings.

»= Modal must enforce a warning about account deactivation and Dataset
transferee selection (for Data Holder roles).

» Trigger reassignment and send notifications to transferee, deactivating user,
and System Admin.

Admin/On-Behalf Deactivation:

= Data Holder Admins can raise deactivation requests for their organisation’s
Data Holder.
= Dataset transferee selection required (if applicable).
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» Requests routed to System Admin for approval.
» Confirmation and logging required.

System Admin Removal:

= Must enforce reassignment before account removal.
= Confirmation UI and audit trail required.

2. Performance Requirements

= All identity-related actions (registration, login, OTP verification, password reset,
deactivate/remove user) must complete within three seconds under normal
network and system conditions.

= Admin approval interfaces must load user registration details and display
actionable items within two seconds for 95% of use cases.

= OTP delivery must occur within 10 seconds of request submission.

= Password reset emails must be delivered within 30 seconds of request.

= Admin views (user approvals or deactivations) must load within two seconds in
95% of cases.

3. Error Handling and Feedback

User Feedback:
* Provide immediate and clear feedback for invalid form inputs, OTP errors, and
expired/used reset tokens.
= Example messages:
“Incorrect or expired OTP.”
- “If this email is registered, you'll receive a reset link shortly.”
Failed Login Attempts:
= Introduce rate limiting: after five failed attempts, delay login functionality by 60
seconds.
= Display non-technical error: “Too many attempts. Please try again later.”
Downtime Handling:
= In the event of email/OTP delivery service failure, show fallback message and
offer retry or support contact link.
Token Expiry:
= Expired/used reset tokens must result in a meaningful error and option to
request a new link
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4. Submission and Transaction Handling

All submissions must:

= Disable UI during processing
= Confirm success via on-screen message and email
= Automatically route requests (e.g., to System Admin dashboard).

Deactivation Requests:
= Require transferee selection for Data Holders.
= Validate transferee status.
» Block submission if missing or invalid.
= Notify all parties after approval.

Dataset Reassignment:
»= Must update metadata and permissions.
= Notifications to transferee and deactivator (if applicable).
» Transactions (login, reset, approval) must be atomic: only complete on full
success.

5. Audit Logging and Monitoring

» The system must log and monitor critical identity and access-related events.
- Login events such as Success and failed login attempts and Lockout
triggers after repeated failures.
- OTP Events such as OTP generation, misuse attempts, and resend
activity.
- Password Reset Events such as Reset link creation, usage, and
expiration.
- Registration Flow such as Timestamp and user details for all
submissions, approvals, and rejections.
- Account Deactivation/Removal: Who initiated, when, dataset transfer
log.
» All logs must include:
- Timestamp
- User ID or email
- IP address
- Action performed
- Outcome (success/failure).
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NFR 06 Create, Read, Update and Delete (CRUD) dataset descriptions
using the HealthDCAT-AP application profile

1. Dataset Description UI/UX

Accessibility and Layout:

= The metadata record creation/editing interface must support full keyboard
navigation and screen reader compatibility (Web Content Accessibility
Guidelines (WCAG) 2.1 Level AA).

» Wizard steps must be clear with a visual indicator of progress (e.g.,
Highlighting each steps, showing sequence of steps).

» Required fields must be marked with an asterisk " *; optional fields must be
labelled explicitly.

= Each field must include tooltips or contextual help for legal/technical terms
(e.g., “Use controlled vocabulary for this field”).

= Descriptions must be auto saved every 30 seconds or on field change

= Allow draft saving without validation and enable highlighting of incomplete
sections with prompts.

Create Dataset Interaction Flow:

= When the data holder clicks on "Create Dataset". A modal/popup window must
appear with the question:
“Do you want to create a new dataset from existing metadata you previously
added?”
= Two options must be presented:
- Yes - Create from existing metadata:

o A dropdown or list must allow the user to select from their
previously created datasets.

o Upon selection, the user must be able to choose which metadata
fields to copy. An “All"” option must be available to copy every
field, or the user may select specific fields.

o Selected fields (e.g., Title, Description, Tags, Licensing,
Classification) must be auto-populated in the creation form.

o Data Holders must be able to review and edit any pre-filled
information.

- No - Create a blank dataset:

o If selected, the system must open an empty dataset creation

form, requiring manual entry of all metadata fields.
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The wizard interface must support both paths and maintain accessibility,
autosave, tooltips, and field guidance regardless of the creation method
chosen.

Field details to create dataset:

Text fields: Free-text with character limits and validation (e.g., 500 characters
max).
Field Types:

- Controlled vocabularies: Drop-downs with search/filter.

- Multi-choice: Checkboxes with logical grouping.

- Date fields: Calendar picker enforcing date format (e.g., ' DD-MM-

YYYY').
- Sensitive data: Toggle to flag and explain justification for “Highly
Sensitive” classification.

The label entry section must be accessible via a dedicated tab or link on the
metadata record creation page.
Sections (e.g., “Assessment of Technical Quality”, “"Coverage”, “Data
Modifications”) must be collapsible/expandable to reduce visual clutter.
Each field must have tooltips or contextual help (e.g., For Keyword text tag the
tooltips must mention “This explains the terms that may link this dataset to
similar ones.”).
Required fields must be indicated with an asterisk **"; recommended and
optional fields must be clearly labelled.
Field groupings must visually separate each Mandatory, Recommended and
Optional fields using headers, spacing, or cards.
Provide visual feedback for completed/incomplete sections (e.g., green
checkmarks or red warnings).
The interface must highlight incomplete or invalid sections upon attempting
submission.

Field Input Types:

Text fields: Free-text areas with max character limits (e.g., 500 characters),
with autosave and inline validation.

Dropdowns: Predefined options for controlled terms (e.g., “High”, *Medium”,
“Low"), with search functionality.
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Justification fields: Optional comment boxes if needed to support specific label
selections (e.g., why a dataset has "High Completeness").

Dataset metadata Summary UI:

Users must be able to preview the dataset description summary/Overview
before submission.

Preview must mirror how users will see the information in the public-facing
catalogue post-approval.

Dashboard UX:

When data holders click on “My Dashboard” they should be able to view a
dashboard.
The dashboard should display a pie or donut chart showing the number of
dataset descriptions that are approved, pending review, rejected, and deleted.
Dataset descriptions should be listed with ID, description, status, creation date,
last modified date, and available actions (Edit / Delete).
The Edit option must be disabled if the dataset metadata is in Pending Review
status.
The Delete option must be disabled if the dataset metadata is already in
Deleted status.
The ID/description should be a hyperlink, allowing the data holder to view the
associated overview page by clicking on them.
Include filters (e.g., Status, Dataset Type) and sort (e.g., alphabetical, date).
Show a justification dialogue box that must be filled by data holders when
deleting a dataset description. Also, display a confirmation modal before
deletion.
Pagination and Dataset Display Controls:

- By default, 10 dataset descriptions must be displayed per page.

- Users must be given the option to change the number of visible datasets

using a dropdown menu, with options like 10, 25, 50, and 100.
- The dashboard must display a line below the table showing:
» The total number of dataset descriptions

= The number currently visible on the page
= Example: “Showing 1-10 of 42 entries”.
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- If the total number of dataset descriptions exceeds the current view
setting, the system must provide pagination controls allowing users to
navigate to:

= Next page
= Previous page

- Specific page numbers (e.g., 1, 2, 3...).

- All pagination and dropdown controls must be fully keyboard-navigable
and screen reader compatible.

2. Performance Requirements:

= All CRUD actions (Create, Read, Update, Delete) must complete in under one
second under normal load (100 concurrent users).

» Wizard step transitions and validations should occur within one to two seconds.

» The dashboard must load up to 100 entries in under two seconds.

= Auto-save should not disrupt typing or navigation; background process with no
UI blocking.

3. Error Handling and Feedback:

Dataset description submission Form and Wizard:

= All validation errors must be shown inline next to fields (e.g., "This field is
required”).

» HealthDCAT validation failures must specify the exact field and reason for
failure.

» On submission failure (e.g., server error), show fallback message: “Something
went wrong. Please try again or contact support.”

» Highlight unsaved changes when navigating away from the form.

Dataset metadata Uploads:
= Auto-Save and Recovery: Data must persist locally (via browser cache or local
Storage) during unexpected connection loss.
= On reload after crash or disconnection, allow user to recover last unsaved draft.

4. Submission and Transaction Handling:

= Clicking on Submit button while submitting the dataset description should:
- Show confirmation modal with summary of filled fields
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- Trigger full validation (both client-side and server-side)
- Disable the form and show loading spinner during submission.
= All submissions must be atomic: either fully completed or rolled back on error.
» Confirmation message shown after successful submission: “Dataset description
submitted to Admin for review.”
= An automatic email and in-portal notifications must be generated and sent to
the system admin, notifying them of the new dataset description and
requesting review.
= A notification should also be displayed on nHDsC dashboard.

5. Audit Logging and Monitoring:

» Audit logs must capture:
- All CRUD operations (who, when, what changed)
- Dataset submissions and validation attempts
- File uploads and deletions.
= System should log errors and validation exceptions with trace IDs for
debugging.
» Health and usage metrics must be available for administrators (e.g., number of
drafts, submissions per month).

NFR 07 Add data quality and utility labels
1. Data Quality and Utility Label UI/UX:

DQUL Interface Design:

e The DQUL form must comply with WCAG 2.1 Level AA accessibility standards,
including full keyboard navigation, proper field labels, and screen reader
compatibility.

e Data Holders must be able to:

- Access the "Add Data Quality and Utility Labels” option while creating or
editing a dataset description

- Enter scores for all 12 dimensions of quality and utility labels

- Upload supporting documentation (e.g., PDF, Word, or structured file
formats) with clear instructions on file size and type limits.

- Save progress in the DQUL form without submitting (draft mode)

- Submit completed labels as part of the dataset description workflow.
e Each label field must include:

- Field name and description
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- Input method (numeric scale, dropdown, or text field depending on the
dimension definition)

- Inline help text or tooltips to guide data holders.
Completed DQUL information must appear in the dataset description under a
dedicated “"DQUL" tab.
The DQUL tab must support both detailed view (all 12 dimensions with scores
and explanations) and a summary view (aggregated scores or indicators). The
interface must remain responsive and accessible across desktop, tablet, and
mobile devices.

2. Performance Requirements

The DQUL form must load and render in under two seconds under standard
network conditions.

Saving a draft of the DQUL form must complete within one second.

Uploading supporting documentation up to 20MB must complete within 10
seconds, with progress indicators.

Display of DQUL information on the dataset description page (summary + tab)
must render within two seconds, even for datasets with complex labels.

The system must handle at least 200 concurrent DQUL submissions without
performance degradation.

3. Error Handling and Feedback:

If a required dimension score is missing, the system must prevent submission
and highlight the missing field and display a contextual error message: “All 12
quality and utility dimensions must be scored before submission.”
If an invalid score is entered (e.g., outside of defined range), the system must
display: “Invalid entry — please select a valid score.”
If supporting documentation upload fails, the system must:

- Allow retry.

- Display a clear error message (e.g., “Upload failed. Please try again or

use a supported file format.”).

If the DQUL service is temporarily unavailable, the system must save the
dataset description without labels and provide a warning: “Data Quality and
Utility Labels could not be saved at this time. Please try again later.”
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4. Submission and Transaction Handling:

All DQUL data must be stored securely in the nHDsC database, linked to the
associated dataset record.

The system must allow the addition of one DQUL label per dataset.

Draft and final versions of DQUL submissions must be timestamped and
auditable.

Supporting documents must be stored in a secure repository with reference
links maintained in the dataset record.

The system must export DQUL metadata in HealthDCAT-AP compatible format,
ensuring future interoperability with EU-level catalogues

5. Audit Logging and Monitoring:

The system must log the following for each DQUL event:
- Dataset ID
- Data Holder ID
- Timestamp of submission or update
- Dimension scores entered
- Submission status (draft, final, failed).

Note: The current Add QUL Label functionality requires Data Holders to manually
enter Quality and Utility label scores based on outputs from the QUANTUM tool.
During the development of this report, this functionality was not yet available in the
HealthData@EU Central Platform (Release five).(2V) It is scheduled to be included in
HealthData@EU Central Platform Release eight, planned for September 2026.
Accordingly, this functionality shall be revised and updated to ensure alignment with
the EU Central Platform releases.

NFR 08 Enforce minimum elements for dataset descriptions

1. Minimum Elements Validation UI/UX

Accessibility and Layout:

The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).
Validation messages must appear inline next to relevant fields, using accessible
colours and icons (e.g., red cross, exclamation mark).
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Before submitting the dataset, data holders must be able to access a dedicated

“Summary” section that lists all missing or invalid fields in one place.

= Provide a tooltip or inline guidance for each mandatory field (e.g., “This field is
required by EHDS Regulation — see metadata schema for reference.”)

» The interface must visually differentiate between required, optional, and
conditionally required fields (e.g., a legend or coloured tags).

= Navigation between failed sections must be supported via quick links or

collapsible panels to improve error resolution flow.

2. Performance Requirements

= Automatic validation must trigger instantly when the user attempts to submit or
when navigating between wizard steps, with results displayed in under one
second.

= Pre-submission format checks must complete in under two seconds even with
up to 100 metadata fields populated.

= Real-time field-level validation must not introduce noticeable delay in typing or
navigating forms.

» The full metadata validation against HealthDCAT-AP rules must be executed
client-side where possible to minimize load and latency.

3. Error Handling and Feedback

Inline Validation Errors:
= Errors must include:
- Field label
- Cause of failure (e.g., “Missing value for required field: " publisher” " or
“Invalid URI format for "accessURL ")

- Suggestion or link to help documentation (e.g., “Refer to HealthDCAT-AP
Field Guide for correct format.”)

* Prevent submission until all validation errors are resolved.
= Use persistent (non-dismissable) warnings for critical compliance issues until
resolved.

Summary/Overview Panel:
»= The overview page must display all dataset metadata fields entered by Data
Holders.
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When a Data Holder clicks on any field in the overview page, the system must
navigate to the corresponding field in edit mode. This enables users to correct
data directly while reviewing the overview.

An aggregated list of all errors must be displayed at the top of the page or in a
side panel, with clickable links to navigate to the affected fields.

If server-side validation fails after client-side validation passes (e.g., due to an
invalid license URI), the system must display a clear error message:

“Invalid licence URI entered. Please enter valid details or contact support.”

4. Submission and Transaction Handling

When a Data Holder Editor completes dataset creation, the system must
provide the option “"Complete and Send for Approval.” The Editor must be able
to select the Data Holder Admin to whom the approval request will be sent.
Upon clicking “"Complete and Send for Approval”:
- Perform full local validation (HealthDCAT-AP minimum + EHDS-specific
checks).

- If errors are found, halt submission and focus the user on the first failed
field.

- If validation passes:
= Disable the form.
= Display a loading spinner.
» Submit metadata for review.
The Data Holder Admin must be able to view approval requests in the “Pending
Approval Requests” tab.
The Data Holder Admin must review the dataset metadata, make updates if
required, and have the ability to click "Submit for Review.”
Upon successful submission, display a success message:
“Dataset description passed compliance check and was submitted to
Admin for review.”
- Provide options to navigate to "My Datasets” and “Create Datasets.”

A confirmation email must be sent to both the Data Holder Admin and Editor,
including a summary and timestamp of the submission.

5. Audit Logging and Monitoring

Log all validation runs with:
- Timestamp
- User ID
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- Dataset ID
- Pass/fail result
- List of fields that failed (if any).

NFR 09 Submit dataset description

1. Submission UI/UX

Confirmation UX:

The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).
Before submitting the metadata, data user should be able to see the overview
of the metadata details filled by them.

"Submit for Review" button must be clearly visible and positioned at the bottom
of the finalised dataset description form.

After clicking “Submit for Review”, a modal or inline message must confirm
submission and display the next steps.

Visual Status Indicators:

Dataset status (e.g., "Draft", "Pending Review", "Submitted", “Deleted”,
“"Revoked”, “"Published”) must be displayed using standardised badges or
colour codes for quick recognition.

2. Performance Requirements

Dataset submission confirmation must be displayed within two seconds of form
submission under standard conditions

Dashboard views (including filters and searches) must load within two seconds
for up to 500 datasets per data holder.

Email and in-portal notifications to both Data Holders and System Admins must
be generated and dispatched within 10 seconds of submission.

The change in the status of dataset metadata from “Draft” to “Pending to
Review” should happen within two seconds of processing.

3. Error Handling and Feedback

All mandatory fields must be validated client-side and server-side with inline
messages (e.g., “"Dataset title is required.”)

If submission fails (e.g., due to connectivity or server issues), the portal must
display a clear, non-technical error message and preserve the user’s input.
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= Users must be allowed to retry failed submissions without data loss.
= If email delivery fails, fallback messages must be logged, and the system must
attempt to resend (minimum three retries).

4. Submission and Transaction Handling

= Dataset description submissions must be processed as a single atomic
transaction. If the confirmation, dashboard update, or notifications fail, the
transaction must be rolled back.
» The system must display a message confirming successful submission and
trigger email notifications.
»  Submitted datasets must be automatically marked as “Pending Review” in the
dashboard.
» The system must send notifications to:
- The Data Holder Admin and Editor (confirmation)
- The System Admin (alert of new submission and requesting for review)
- Notifications must include dataset title, submission timestamp, and
status.

5. Audit Logging and Monitoring

= The system must log all critical submission events, including:
- Dataset submission attempts (successful and failed)
- Dataset status changes (e.g., Draft — Pending Review)
- Notification delivery logs for both recipient types
- Dashboard access and filter actions (optional, for user activity insights).
» Each log must include:
- Timestamp
- Dataset ID
- User ID and role (Data Holder, System Admin)
- Action performed
- Outcome (success/failure)
- System errors (if any).
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NFR 010 Review dataset description and data quality and utility labels

1. Review Workflow UI/UX

Accessibility and Layout:

The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).
The review dashboard must visually separate dataset descriptions pending
review, approved, and revoked, using accessible colour indicators and tags.
Review actions (“Review”,"Submit for publication", "Revoke") must be clearly
labelled and accessible via buttons.
Each dataset entry in the dashboard must provide:

- Metadata summary

- Data quality and utility label summary

- Expand/collapse sections for detailed review.
Tooltips or inline help must be provided for review-related actions (e.g., “Click
here to view label details”).
For revoked items, the justification must be accessible as a tooltip or linked
modal next to the item.

Admin Dashboard UX:

When System Admin click on *My Dashboard”, they must be directed to a
dashboard view displaying the status and details of dataset descriptions under
their domain.
The dashboard must be responsive, accessible, and optimised for both desktop
and tablet devices.
A pie or donut chart must be displayed prominently at the top of the
dashboard, summarising the number of dataset descriptions by status:

- Published

- Pending review

- Revoked

- Deleted.
Each segment of the chart should be interactive (e.g., clickable to filter the list
view accordingly) and accessible with screen readers.
The list of dataset descriptions must include the following columns:

- Dataset ID (hyperlinked to the overview page)

- Description (hyperlinked to the overview page)

- Status (with colour-coded tags)
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- Creation Date
- Last Modified Date.
Available Actions (“Review”, “Submit for publication”, "Revoke”).
The "Revoke" action must be disabled when a dataset description is in currently
being updated by Data Holder.
Upon clicking “Revoke”, a modal or overlay must prompt for justification with a
minimum 20-character requirement.
Include guidance text near the justification field (e.g., “Explain why the dataset
or label does not meet standards”).
Clicking on the ID or Description must open the dataset overview page in the
same or a new tab.
Filtering and Sorting:
- Filter options, such as Status (Approved, Under Review, etc.) and
Dataset Type.
- Sorting capabilities on columns like Alphabetical Order, Creation Date,
and Last Modified Date.
Pagination and Dataset Display Controls:
- By default, 10 dataset descriptions must be displayed per page.
- Users must be given the option to change the number of visible datasets
using a dropdown menu, with options like 10, 25, 50, and 100.
- The dashboard must display a line below the table showing:
* The total number of dataset descriptions
» The number currently visible on the page
= Example: “Showing 1-10 of 42 entries”.

- If the total number of dataset descriptions exceeds the current view
setting, the system must provide pagination controls allowing users to
navigate to:

= Next page

= Previous page

= Specific page numbers (e.g., 1, 2, 3...).

All pagination and dropdown controls must be fully keyboard-navigable

and screen reader compatible.

System confirmation messages must appear after successful review/revocation
(e.g., "Revocation successful. Notification sent to data holder.”)

Include breadcrumb navigation (e.g., Home > Review Submissions > Dataset

Title) and back-to-dashboard link.
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2. Performance Requirements

The dataset review dashboard must load in <2 seconds for up to 1,000
pending datasets.

Dataset metadata and labels must render in <1.5 seconds upon selection.
Revocation requests must be processed and reflected in the UI within three
seconds.

Loading the reviewer dashboard must take no more than two seconds for up to
200 pending descriptions.

Opening an individual dataset description and its associated DQUL must take
under one second.

“Submit for publication” and “Revoke” actions must complete and reflect status
changes in under two seconds.

Email and in-portal notifications must be sent to Data Holders within 10
seconds of revocation.

3. Error Handling and Feedback

If a revocation fails, show a clear message:

“Unable to perform the selected action. Please try again or contact support.”
If the catalogue or notification service is temporarily unavailable, show a
fallback message and queue the revocation for retry.

If no justification is entered during revocation, disable the submit button and
show inline error:

“Justification is required to revoke a dataset description or label.”

If automatic notifications fail, queue a retry.

4. Submission and Transaction Handling

"Revoke" must not change dataset state unless justification is successfully
submitted and processed
Revocation must be processed as a single transaction including:

- Status change to "Revoked"

- Justification capture

- Notification dispatch.
If any of these steps fail, the system must roll back and prompt the user to
retry.
On successful revocation, display: “Dataset description and labels have been
revoked and the data holder notified.”
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» The dataset metadata status should change to “Revoked”
» The revoked status must be immediately visible on both the admin review
dashboard and the data holder's dashboard.

5. Audit Logging and Monitoring

= The system must log all review and revocation-related activities, including:
- Dataset view events (Dataset ID, Admin ID, Timestamp)
- Revocation submissions (Dataset ID, Justification Text, Admin ID,
Timestamp)
- Notification dispatch logs (Success/Failure, Recipient Email, Timestamp)
- Any system errors or retry attempts related to revocation.
» Logs must include:
— Action type
- Affected dataset ID
- User ID and role
- Timestamp
- Status or outcome (success/failure)
- Justification text (for revocations).

NFR 011 Publish dataset descriptions using the HealthDCAT-AP application
profile

1. UI/UX — Accessibility and Layout

» The User interface must support full keyboard navigation and screen reader

compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).
Publish Action Interface

= The "Submit for publication" action must be clearly visible on the admin review
interface, with confirmation modals prompting before execution.

» Include tooltips or info icons to describe what “publication” entails and its
implications (e.g., public exposure, version control).

Metadata Display:

» Published metadata must be presented in a clean, readable layout with
collapsible sections (e.g., Dataset Overview, Source, Scope, Data Type,
Conditions of Access).

» Provide breadcrumb navigation and filters (e.g., by country, topic, data holder)
for public catalogue viewers.

Version Code Display:
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The generated dataset identifier (e.g., " IE-HSE-0012-V01 ") must be clearly
displayed post-publication and explained via tooltip.

2. Performance Requirements

Publication actions must complete in <3 seconds, including database update,
code generation, and notification trigger.

Public catalogue search and load must return results in <2 seconds for up to
10,000 published datasets.

Code generation and versioning logic must scale to handle concurrent
publication events with no duplication.

3. Error Handling and Feedback

Ensure the dataset passes all mandatory field validations before enabling the
publish button.

If required fields are missing or incompatible with HealthDCAT-AP, disable the
publish option and show error indicators.

On publication failure, display a contextual error (e.g., "Dataset could not be
published due to system error. Please try again.”).

If code generation fails, the system must retry up to three times and then flag
for manual intervention.

If an email and in-portal notification to the Data Holder fails, it must be logged
and displayed as an alert to the admin.

4. Submission and Transaction Handling

The following must occur as part of a single atomic transaction:

- Validation confirmation

- Generation and assignment of dataset identifier/version

- Status change to "Published"

- Removal from the “Pending Review"” dashboard

- Notification to Data Holder

- Inclusion in the public catalogue.
On success, display: “"Dataset successfully published and added to the nHDsC.”
Dashboard must reflect new status instantly; “Pending Review” count must
update in real-time.
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5. Audit Logging and Monitoring

The system must maintain a robust audit trail for publication actions:

= Events Logged:
- Dataset ID and Version Code
- Publishing Admin (user ID, role)
- Timestamp of publication
- Validation status and source system
- Generated dataset code
- Notification delivery status.

» Logs must be accessible only to authorised roles (e.g., System Admin).

NFR 012 Update or delete dataset metadata descriptions and maintain
change history

1. Update UI/UX — Accessibility and Layout:
Editing Interface Accessibility:

= The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).

= In the "My Dashboard”, data holders must see “View”, “Edit”, and “Delete”
buttons adjacent to each dataset row.

= The "Delete” button must be clearly labelled and styled to indicate a destructive
action.

» Edit options should be disabled for datasets marked as “Pending Review".

= Delete options should be disabled for datasets marked as “Deleted”.

Editing Interface:

» Editing fields must:
- Support plain text and markdown formatting
- Provide contextual tooltips for fields based on HealthDCAT-AP metadata
elements
- Include inline validation messages and required field indicators.
= Version Timeline View:
- Include an expandable “View History” panel showing version history in a
collapsible timeline format.
- Each version must display timestamp, editor, change summary, and a
“View Details” link for full metadata.
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Deleting Interface:

Clicking “Delete” must trigger a modal confirmation prompt summarizing the
dataset name and status.
Modal must include: “Are you sure you want to delete this dataset description?
This action cannot be undone.”
Version Timeline View:
“View History” must remain available for deleted datasets and it should
be visible in the Data holder dashboard.

2. Performance Requirements

Deletion operation (soft delete) must complete in <1.5 seconds from the time
of user confirmation.

Update the dashboard view within two seconds to reflect removal.

System must maintain performance even with 1,000+ total datasets and 10+
deletions/updates occurring concurrently.

Time to load the full version history for any dataset must be <1.5 seconds for
up to 10 historical versions.

Metadata updates must be saved and reflected in the system within three
seconds of user submission.

3. Error Handling and Feedback

If the form fails client-side or server-side validation, an error banner must
clearly identify the issue (e.g., “"Missing mandatory field: Description”).
On failed submission due to concurrency, show a message such as: “This
dataset is currently being edited by another user.”
Partial updates/deletions must be rolled back to ensure consistency.
If deletion/update fails due to permission issues or system error:

- Display a clear error message: “Action failed — You do not have

permission or the dataset is locked for review.”

Provide tooltips for disabled “Delete” and “Edit” buttons explaining why action
is not available (e.g., “This dataset is currently under review”).

4. Submission and Transaction Handling
Update Submission Flow:

The system must prompt the Data Holder to enter a reason for changes before
submission.
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When a Data Holder Editor updates dataset metadata, the system must allow
them to select the Data Holder Admin to whom the update approval request
will be sent before clicking “"Complete”.
The Data Holder Admin must be able to review the approval request and click
“Submit for Review.”
Upon clicking “"Submit for Review,” the system must display a confirmation
modal summarizing the changes.
During submission, the form must be disabled, and a spinner with status text
("Submitting changes...”) must be shown.
All changes must be committed as an atomic transaction: either all updates are
saved or none.
On success, the system must display a success message:
“Dataset description updated successfully and submitted to Admin for
review.”
- Provide options to navigate to "My Datasets” and “Create Datasets.”
An automatic email must be sent to the Admin containing the dataset ID,
version number, and the user-submitted change summary.
A notification must be displayed in the Admin dashboard indicating that a
dataset update is awaiting review.
The system must generate a new version with an incremented identifier (e.g.,
"v1.2 — v1.3").Versioning Rules:
- Immutable: Past versions cannot be altered or deleted
- Traceable: Each version must record who made the change, when, and
what changed

- Accessible: “View History” feature must display all previous versions in
read-only mode.

Delete Submission Flow:

The system must require explicit confirmation from the Data Holder in a modal
before proceeding with deletion.

When a Data Holder Editor requests deletion of dataset metadata, the system
must request them to select the Data Holder Admin to whom the deletion
request will be sent.

The Data Holder Admin must be able to review and confirm the deletion
request.

During deletion, the system must disable other dashboard actions and display a
spinner.

On success, the system must display the message:

Page 81 of 175



HealthData@IE
Work Package 6 nHDsC: Requirements and Specifications

“Dataset description deleted successfully.”
= Deletion must be handled as an atomic transaction: either all references and
metadata are soft deleted, or the dataset remains unchanged.
= An automatic email/notification must be sent to the Admin containing the
dataset ID, version number, and the user-submitted change summary or
deletion justification. Datasets must be soft deleted by default (i.e., flagged as
deleted, not purged), preserving:
- Metadata
- Version history
- Audit logs.
= The deleted dataset metadata must remain visible to the Data Holder Editor,
Data Holder Admin, and System Admin with the status “Deleted.”
» Admin-only functionality may allow full purging if required for compliance
(subject to access policies).

5. Audit Logging and Compliance

= Every update must be logged with:
Dataset ID, version number, user ID, timestamp, IP address, and user-provided
change summary.

NFR 013 Maintain Versioning of updated Dataset metadata
1. Dataset Description UI/UX:
Version History Accessibility:

» The dataset version history must be easily accessible by Data Holders and
System Admins from the main dataset description dashboard with clear labels,
indicators (e.g., current version badge), and consistent styling.

Structured Version Timeline:

» The UI must present versions in a reverse chronological timeline format with
clear indicators for

Version number

Status (e.g., Current, Deprecated)

Created by

Creation date/time.

Version Differencing View:
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= A visual comparison tool must be available to highlight changes between
current and previous version, by clicking on ‘Changes’ button present along
with each version timeline (e.g., inline highlights or side-by-side panels).

Accessibility Compliance:
= All interactive elements in the versioning Ul (e.g., view, compare, filter,
expand) must comply with WCAG 2.1 AA accessibility standards.

2. Performance Requirements

= Version Retrieval Speed — The system must retrieve and display version history
for any dataset within two seconds under normal operating load.

= Scalable Performance — The system must efficiently handle datasets with up to
100 versions and scale to support 100,000 version records across the system
without impacting user experience.

= Comparison Performance - When using the comparison (diff) tool, differences
between versions must be displayed within three seconds for metadata
descriptions up to 10,000 characters

3. Error Handling and Feedback

= Versioning Errors — If the system fails to generate a new version due to
backend, validation, or connectivity errors, users must be shown a clear error
message and advised on corrective actions (e.g., “*Version could not be saved
due to server timeout. Please try again.”).

= UI Feedback — On successful version creation or update, the system must
display real-time confirmation messages, including the new version number.

= Fallback Messaging — In case version history cannot be retrieved due to service
disruption, the UI must display a fallback message and an option to retry.

4. Submission and Transaction Handling

= Atomic Versioning — The creation of a new version must be atomic, ensuring all
metadata elements, audit logs, and version references are updated
simultaneously or not at all in the case of failure.

= Conflict Prevention — The system must prevent concurrent edits to the same
dataset description through optimistic locking or real-time session checks.

= Unique Version ID Generation — Every saved version must receive a system-
generated unique identifier (e.g., UUID or sequential version humber) that is
immutable and referenced across UI and logs.
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Generate a new version with an incremented identifier (e.g., "v1.2 — v1.3").
Versioning Rules:
- Immutable: Past versions cannot be altered or deleted
- Traceable: Each version must record who made the change, when, and
what changed
- Accessible: “View History / Activity Stream” feature must display all
previous versions.

5. Audit Logging and Monitoring

Each version creation event must be logged with:
- Version ID
- Dataset ID
- Timestamp
- Actor ID (Data Holder / System Admin ID)
- Summary of changes (when available).

NFR 014 Enable Rollback to Previous Version of Dataset Description when

needed (with Admin Approval)

1. Dataset Description UI/UX:

All UI components for rollback, including request, approval view, version
preview, and rollback reason entry must comply with WCAG 2.1 AA accessibility
standards.

The rollback option must be available directly within the version history view of
each dataset, clearly distinguished from edit/update actions.

Before initiating rollback, Data Holder Admin/Editor must be able to preview the
selected version in a side-by-side comparison with the current version and
receive a clear, contextual confirmation prompt.

Once rollback is completed and a new version is created, the version history
must show the new version as, for example, “Version 8 (Copy of Version 5)”.
The original source version should be clickable from the new entry.

When a Data Holder Editor requests a rollback, the system must require them
to select the Data Holder Admin to whom the rollback approval request will be
sent.

The Data Holder Admin must be able to review the rollback request and submit
it for System Admin approval.
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= All rollback-related actions (submission, pending approval, rejection,
completion) must provide real-time feedback using clear, non-technical
language.
For example, “Rollback request submitted to System Admin for approval.”

2. Performance Requirements

= Submitting a rollback request must be processed and acknowledged by the
system within two seconds under normal operating conditions.

» Admins must be able to load rollback requests, including version comparison
and metadata, within three seconds.

= Once approved, the rollback action must result in the creation of a new version
within five seconds, including validation and logging.

»= The system must support up to 500 rollback requests per day across the
platform without performance degradation.

3. Error Handling and Feedback

» If the system detects inconsistencies during rollback (e.g., broken references,
schema mismatches), it must:
- Halt the rollback
- Display a specific error message
- Offer corrective actions or direct users to contact support.

» Admins must receive error messages if approval submission fails due to
network/server issues, and the rollback request status must reflect “Pending”
until confirmed.

= Data holder must be notified via UI and/or email when:

- Their rollback request is approved or rejected
- The rollback is completed successfully and a new version is available.

4. Submission and Transaction Handling

» Rollback must follow a strict two-step flow:
- Step 1: Data Holder submits rollback request with justification
- Step 2: System Admin must approve it for execution.
= The rollback operation must be handled as an atomic transaction, ensuring
that:
- A new version is created only upon successful validation
- Metadata dependencies are verified and updated consistently
- If validation fails, no partial changes are saved.
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= Each rollback operation must create a new version with a unique identifier,
regardless of its similarity to a previous version.

= Display format must indicate the source version (e.g., Version 8 [Copy of
Version 5]).

»= The system must prevent rollback if a new version was created after the
rollback request was submitted, prompting the requester to review recent
changes first.

5. Audit Logging and Compliance

= All rollback-related actions must be logged with:
- Data holder ID and timestamp
- Target version selected for rollback
- Admin approval/rejection timestamp and ID
- Newly created version ID
- Justification provided
- Result status (Success/Failed with reason).
» Rollback approvals must include an immutable decision record by the System
Admin, including any admin comments.

NFR 015 Automate scheduling of periodic reviews and audit + 2.7.10 Notify
stakeholders about upcoming reviews + 2.7.11 Maintain detailed
audit trails for all dataset quality management activities.

1. Accessibility and Layout
Audit Logs Dashboard Accessibility:

»= The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).

»= The Audit Logs dashboard must be accessible from the main portal navigation
for both Data Holders and System Admin.

= Visual indicators (e.g., red text or warning icons) must highlight datasets
overdue for review.

Audit Logs Dashboard Layout:

» The audit dashboard must display audit data in a tabular view with the
following columns:
- Dataset ID (linked to dataset overview)
- Description
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- Status
- Creation Date
- Last Modified Date
- Previous Review Date
- Next Review Date.
Provide sorting by "Next Review Date" and filtering by status.
Include tooltips that explain scheduling logic (e.g., “Review due annually from
last audit date”).
All the date should be in DD/MM/YYYY format
Tooltips must be provided for:
- Review frequency logic (e.g., "Review due annually from last audit
date”)
- Status indicators.
Pagination and Display Controls:
- Default view must show 10 entries per page, with a dropdown to select
10, 25, 50, or 100 items per page.
- Below the table, display summary text like: “Showing 1-10 of 75
entries”.
- Provide pagination controls: Previous, Next, and Page Numbers.
- All controls must be keyboard-navigable and screen-reader compatible.

Notification Center UX:

The Notification Center must allow the Data Holder Editor, Data Holder Admin
(who approved the dataset metadata), and System Admin to view both
upcoming and past notifications related to audits, reviews, and required
actions. Display key fields: Notification Type, Target Dataset, Date Sent, and
Action Required.

Provide links to relevant dataset entries or review actions.

Notifications should be clearly grouped and timestamped.

A visual indicator must appear for unread notifications.

2. Performance Requirements

Dashboard Load Time: Must not exceed two seconds when loading up to 1,000
audit entries

Review Date Recalculation: Following an audit, the system must recompute
"Next Review Date" in **< 1 second**.
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Notification Dispatch: All queued notifications must be sent within five seconds
of the trigger event.
Log Persistence: System must record and store audit events in logs within one
second of execution.

3. Error Handling and Feedback

If the audit dashboard fails to load or retrieve data:

A friendly, non-technical error message must be shown (e.g., “Unable to load
audit logs at this time. Please try again.”).

If email and in-portal notifications fail to send, then display a warning icon in
the UI and notify the system admin via internal alert.

All failed operations (e.g., update audit record, schedule change) must show a
clear error message to the user and log the failure event for review by
administrators.

Partial updates or invalid submissions must be rejected with full field-level
validation errors displayed inline.

4. Submission and Transaction Handling

When audits are completed and marked as reviewed, a confirmation modal
must appear summarizing the action before submission.
Upon confirmation:
- The review must be submitted as a single atomic transaction
- Form elements must be disabled and a loading spinner shown during
submission.
After successful submission:
- Atoast or modal must confirm "Audit successfully submitted. Next
review date updated."
The system must automatically calculate the Next Review Date as one year
from the last completed audit. IT should be recalculated immediately as and
reflected in the UL
Notifications triggered by submissions must appear in the Notification Center
and should be sent by email (if enabled) to the relevant Data Holder or Admin.
System must queue and retry failed notification deliveries every 15 minutes for
up to five times.

5. Audit Logging and Monitoring

For every audit and related action (submission, review, notification, update),
the system must log:
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- Dataset ID

- User ID (Reviewer/Auditor)

- Action Timestamp

- Audit Outcome

- Comments or required actions
- Client IP address.

NFR 016 Enable export of dataset audit trail entries to CSV and Excel

1. Accessibility and Layout

The "Export" function must be clearly visible within the audit dashboard
interface, positioned near the top-right of the audit table or within the filter bar.
The export action must be keyboard-accessible and fully compatible with
screen readers (WCAG 2.1 Level AA).

The Data Holder Editor must be able to view and download the audit logs of
dataset metadata they have created or updated.

The Data Holder Admin must be able to view and download the audit logs of all
dataset metadata created within their organisation.

The System Admin must be able to view and download the audit logs of all
datasets.

A modal or dropdown must allow the user to choose between CSV and Excel
(XLSX) formats using accessible radio buttons or toggles.

If filters are applied to the audit log view, the UI must explicitly state: “Export
will include only the currently filtered results.”

If no audit trail records are visible or selected, the export button must be:
Disabled or Trigger a tooltip or modal: “*No records available for export. Adjust
filters or selection.”

Button labels, tooltips, and progress indicators must be translatable and
support localisation (e.g., date formats in DD/MM/YYYY).

Export file nhaming conventions must be human-readable and follow the format:
"audit-log-export-[YYYYMMDD]-[HHMM].csv/xlsx .

2. Performance Requirements

Export file generation must complete within:

- two seconds for up to 500 records

- five seconds for up to 5,000 records.
The system must support simultaneous export requests from at least 30
concurrent users without degraded response time or server impact.
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The generated file must not exceed 20 MB; if it does, the system must prompt
the user to refine the filters or selection.

For paginated audit dashboards, the export must include all matching records,
not just those on the current page.

3. Error Handling and Feedback

If the export fails due to backend or file system errors, users must see a
message like: “Export failed due to a system error. Please try again later or
contact support.”
If the user selects an invalid combination (e.g., requesting export without
records), a non-intrusive inline message or modal must be shown.
During export generation:
- Display a loading spinner or progress indicator with the text: “Generating
file... please wait.”
- If processing exceeds 10 seconds, show a timeout warning: “Export is
taking longer than expected. You may wait or try again later.”
Errors must be logged internally with full diagnostic details and retry options
must be made available to the user on failure.

4. Submission and Transaction Handling

Export operations must be non-blocking and must not interfere with ongoing
navigation, filtering, or audit log updates.
Exports must reflect the user’s current view, including all active filters, sort
order, and selections.
Each export operation must be atomic — a file is either fully generated and
valid, or the system returns an error without any download.
Export requests must not alter any state on the server or audit entries
themselves.
While processing an export, the system must disable the export button to
prevent duplicate submissions.
Export outputs must maintain data consistency, and values must match what is
shown in the UI, including:

- Date format (DD/MM/YYYY)

- Review status labels

- Dataset links (as text).

5. Audit Logging and Monitoring

Each export event must be recorded in the system'’s audit logs, capturing:
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- User ID and role (Data Holder or System Admin)

- Timestamp of export request

- Format selected (CSV or Excel)

- Number of records exported

- Active filters or parameters applied (e.g., status = “Overdue”)
- Operation result (Success/Failure)

- IP address and session ID.

NFR 017 Offer a search functionality for browsing and displaying metadata

catalogue results

1. UI/UX Accessibility and Layout

The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).
Provide both a Basic Search Bar and an expandable Advanced Search Pane
Display results in a structured layout, showing Dataset Title, Description, Data
Holder, Created date, file format and category.
Basic search should allow free text input with autocomplete and suggestions.
Advanced search panel must support field-level search using the following
filters:

- Title (partial or exact match)

- Description

- Publisher

- Licence

- Category

- Format

- Created After/Created Before (calendar picker)

- Updated After/Updated Before (calendar picker).
Advanced search filters must:

- Be collapsible to conserve screen space

- Retain filter selections on search result pages

- Be screen reader compatible and keyboard-navigable.
Provide a “Search Tips” tooltip icon near the search bar, displaying guidance on
how to use:

- Exact match: Use quotes, e.g., “health statistics”

- AND operator: Combine terms, e.g., “male AND female’

— OR operator: Alternative terms, e.g., " male OR female’

- Minus sign or NOT operator: Exclude terms, e.g., ~vaccines NOT

COVID
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- Wildcards and partial matches.

2. Performance Requirements
Search execution for normal search and advanced must return results:

= For up to 10,000 datasets within 500 milliseconds

= For large queries (with filters and sorting) within one second

= Autocomplete suggestions must appear within 200 milliseconds of user input

= Filtering or sorting search results must not take more than 500 milliseconds per
interaction.

3. Error Handling and Feedback

= If a user submits an invalid query (e.g., empty input or unsupported
characters), the system must:

- Display a contextual message such as: “Please enter a valid search
term.”
- Highlight the input field requiring correction.
= If no datasets match the user’s query:
- Display a user-friendly message (e.g., “No results found. Try adjusting
your filters or search terms.”)
- Provide a “Search Tips” tooltip to guide users on refining their queries
(e.g., use of "AND", "OR", exact match).
= If the search service fails to return results due to internal errors, timeouts, or
service unavailability:
- Display a message: “Search service is temporarily unavailable. Please try
again later.”
- Offer an optional retry button on the UL.
= If a search query takes longer than the defined performance threshold (e.g.,
three seconds), show a loading indicator with a timeout fallback message:
“Search is taking longer than expected. Please wait or try again shortly.”

4. Submission and Transaction Handling

» The system must:
- Allow combined use of filters and text queries
- Use logical AND between selected filters unless specified otherwise.
- Support range filters for date fields
- Normalise terms (e.g., case-insensitive, Unicode-insensitive) before
query execution.
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= Filters must dynamically update the result count without requiring full page
reloads
» The system must:
- Automatically perform fuzzy matching and partial matching for
misspelled or incomplete queries
- Normalise terms (e.g., singular/plural handling, casing) for broader
matching
- Offer synonym-based matching using controlled vocabulary or metadata
tagging.
= If no datasets match the query:
- Alert the user within 500 milliseconds
- Suggest related terms or allow retry with adjusted query.
= Store user-specific search history (if logged in) to:
- Auto-suggest past queries
- Recommend filters based on prior activity.
= If a search fails, the system must:
- Retry backend execution up to three times
- Space retries at 30-second intervals
- Display retry option on UI if unresolved.

5. Audit Logging and Monitoring

» For each search interaction, the system must log:

Timestamp

Search query string (anonymised for unauthenticated users)

Filters applied

Number of results returned

Duration of query processing.

» Only authorised admin users may access audit logs via the monitoring system.

NFR 018 Enable selection and export of dataset metadata to CSV or Excel
formats

1. UI/UX Accessibility and Layout

= The "Export" function must be clearly visible and accessible adjacent to the
dataset search results.

= The export option must support both mouse and keyboard navigation, following
WCAG 2.1 AA accessibility standards.
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The export format options (CSV, Excel) must be presented using accessible and
descriptive labels within a dropdown or radio selection interface.

Tooltips or brief explanatory text must be provided for the export feature to aid
users unfamiliar with the function.

The interface should notify users when no datasets are selected and guide
them to make a selection to enable export.

Icons and buttons associated with the export function must meet minimum
contrast ratio requirements and be sized for easy interaction on both desktop
and mobile devices.

2. Performance Requirements

Export generation must complete within three seconds for up to 100 datasets
selected.

For larger exports (e.g., 500+ datasets), the system must process and provide
feedback within five seconds, with a loading indicator or progress notification.
System must support concurrent export requests from at least 50 users without
performance degradation.

Exported files must not exceed 20MB in size; if the export exceeds this limit,
the user must be prompted to refine their selection.

3. Error Handling and Feedback

If no dataset is selected, the Export button must download all dataset
metadata currently visible on the dataset catalogue screen.

If the system encounters an error during file generation (e.g., file corruption,
format conversion failure), a user-friendly error message must be displayed:
“Export failed. Please try again or contact support if the issue persists.”
Errors should not disrupt the rest of the interface; user must be able to retry
without needing to refresh the page.

The system must log all export-related errors with relevant metadata
(timestamp, user ID, export format, number of records) for review.

4. Submission and Transaction Handling

Export actions must be handled as non-blocking operations and should not
require page reload.

The system must validate that datasets selected for export are still available
(i.e., not removed or restricted) before beginning the export process.
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Each export transaction must be treated as atomic — either a valid file is
successfully generated and downloaded, or a clear error message is returned
with no partial output.

The export operation must not trigger server-side changes to dataset metadata
or user state.

5. Audit Logging and Monitoring

Every export operation must be logged with:
- User ID or session ID
- Timestamp
- Dataset IDs included in the export
- File format (CSV or Excel)
- Operation status (success/failure).

NFR 019 Allow saving and sharing relevant searches

1. UI/UX Accessibility and layout

Accessibility and Usability:

The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).
The "Save my search criteria and Descriptions" buttons must be clearly visible,
accessible, and screen reader compatible (WCAG 2.1 AA).

Tooltips or contextual help must explain saving and sharing functionalities.

A modal or side panel must allow users to name saved items and add optional
notes.

All actions (save, share, delete) must be accessible via keyboard navigation.

Saved Searches Layout:

Prompt the user to enter a custom name and optional description for the saved
search.

Show a “Save” and “Cancel” button.

Auto-focus the name field on open.

The personal profile section must include a dedicated “Saved Searches and
Descriptions” tab or section.

Each saved item must display the name, timestamp, number of results (for
searches), and status (e.g., active/archived).
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= The interface must allow re-execution, renaming, deletion, and editing of saved
criteria.

» The system must provide the Data User with the option to enable or disable
notifications/alerts for their saved searches.

Sharing UI:

= “Share” buttons must be present next to each saved item and search result
= The system must display a popup with a URL that can be copied.

2. Performance Requirements

» Generating and displaying saved items must not exceed:
- 300 milliseconds for up to 50 saved searches/descriptions
- 600 milliseconds for up to 500
- Shareable links must be generated in under 500ms.
» Re-running a saved query must execute within the same limits as standard
search (<1 second)

3. Error Handling and Feedback

» If saving a search or dataset description fails (e.g., due to network issues,
session expiry, or server error), the system must:

- Display a clear, user-friendly error message (e.g., “Unable to save.
Please check your connection or try again.”)

- Preserve any input data (e.g., search name, notes) to avoid data loss
during retry.

» If generating a shareable link fails, the system must show a message indicating
failure with suggested next steps (e.g., "Link could not be created. Please try
again later.”).

= If a saved search references outdated or deleted datasets show a warning in
the result view: “"Some datasets from this search may no longer be available.”

= If generating a shareable link fails the display message “Link could not be
created. Please try again later.”

= If a shareable link is revoked and accessed the display “This link is no longer
valid or has been disabled.”

4. Submission and Transaction Handling

» Saved items must be persisted to the user’s profile immediately upon save.
= Saved searches and dataset descriptions must be retained unless deleted by
the user.
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= Saved items must be user-specific and securely linked to the authenticated
account.
= Sharable links must be:
- Unique per saved item.
- Valid unless manually revoked.
- Usable by other users with equivalent search permissions (e.g., public
datasets only).

= Re-executing a saved search must retrieve current, updated results without
changing the original saved criteria.

» If datasets referenced in a saved description are deleted or archived, a warning
message must appear upon access

» The data user who has created and saved the search should be able to edit the
saved search

» The system must provide the Data User with the option to enable or disable
notifications/alerts for their saved searches.

5. Audit Logging and Monitoring

»= The system must log the following events:

- Search Save Attempt (success or failure)

- Search Share Attempt (success or failure)

- Re-execution of a Saved Search

- Deletion or Maodification of Saved Searches

- Access of Shared Link** (anonymous or authenticated).
» Each log entry must include:

- Timestamp

- User ID (if authenticated)

- Action Type (save, share, delete, access)

- Search Query Parameters

- Result Count (if applicable)

Error Code and Message (on failure).

NFR 020 Notify the applicant about updates on saved datasets
1. UI/UX Accessibility and layout
Accessibility:

= The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).
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The system must provide the Data User with the option to enable or disable
notifications/alerts for their saved searches. The notification must be sent to
the users via email/in-portal only when it is enabled.

Users must be able to enable/disable notification types from their profile
settings (email, in-portal, both).

Notifications must be accessible via a notification centre icon on the top menu
of the portal interface.

Notification UI:

Updates must appear in reverse chronological order, grouped by saved search
or dataset title.

Each email and in-portal notification must include clear labels (e.g., “"New
Dataset Matching Your Search”, “"Dataset Description Updated”) with time-
stamps.

Pop-up alerts must follow accessibility best practices and support screen
readers.

Notifications must provide direct links to the updated dataset or search result
Include a UI element to “Mark all as read” and manage past notifications
(archive/delete).

Performance Requirements

The system must be able to handle sending notifications to at least 10,000
applicants concurrently with no more than two seconds delay per user.

Portal notification rendering time must not exceed one second for up to 50
unread alerts.

Batch multiple alerts for the same user in a 15-minute window to minimise alert
fatigue.

Detect relevant updates and trigger notification logic within five minutes

Error Handling Requirements

If notification delivery fails (e.g., invalid email address), the system must:

- Retry three times within a 30-minute window.

- Log the failure and display a non-intrusive warning in the applicant’s
profile area. (e.g., “We couldn't deliver one or more notifications. Please
check your email settings”).

If a system error prevents generation of alerts, fallback notifications must be
queued and sent once normal service resumes.
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= Notification templates must be validated before dispatch to prevent formatting
issues.

4. Submission and Transaction Handling

Notification subscriptions must be:
- Created automatically when users save a dataset or search (with opt-out
available)
- Persisted securely and tied to the authenticated user account
- Revocable at any time via the profile settings.
Notification transactions must:
- Be atomic (generated and queued as a single unit)
- Include rollback safeguards if link generation or user context lookup
fails.
Batching logic must:
- Prevent spamming by combining alerts within a 15-minute window
- Label batched alerts accordingly: e.g., “3 new datasets matched your
saved search ‘COVID Reports™.
The system must support multiple active alert subscriptions per applicant.

5. Audit Logging and Monitoring

» The system must log:

- When a notification is generated
- Delivery status (e.g., sent, read, failed)
Recipient user ID and dataset/search ID involved.

NFR 021 Provide filtering and sorting capabilities by DCAT and HealthDCAT
elements

1. UI/UX Accessibility and layout

= The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).

= The system must provide a filter sidebar on search result pages with collapsible
filter sections (e.g., Publisher, Format, Category, Quality Label).

= Filters must use checkboxes, dropdowns, range sliders (e.g., for dates or size),
and searchable multi-select where applicable.

» The sorting dropdown must be located above the search results, offering clear
labels (e.g., "Sort by: Name | Date Submitted | Size").
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A "Clear All Filters" and "Reset Sort Order" button must be visible and
accessible.

The wizard and DCAT-AP search interface must be visually distinguished from
basic filters and provide step-by-step navigation with back and next options.

. Performance Requirements

The system must support filtering and sorting across 10,000+ datasets with no
more than two seconds latency in high-load scenarios

Filters must support lazy loading and pagination for large option sets (e.g., data
holders list with 1,000+ entries).

. Submission and Transaction Handling

The system must update search results within two seconds of a filter or sort
input

All filters and sort options must be applied client-side for cached results, and
server-side for large queries (over 100 records).

Filtering and sorting must support combinatorial logic: AND/OR operations
based on user selection.

If a filter option yields no result, the interface must clearly indicate this and
allow users to remove that specific filter without refreshing the entire page.
Partial query failures (e.g., metadata fetch errors) must fallback gracefully and
display a warning message without breaking the entire search flow.

The system must support querying by mandatory and optional HealthDCAT-AP
elements, including:

“dct:title”, " dct:description”, " dct:publisher”, “dct:license”, "dcat:theme’,
“dcat:mediaType, "dct:created’, "dct:modified ", "dct:spatial ",
“dct:provenance’, and custom extensions such as " dqv:qualityMeasurement " .
Wizard interface must ensure semantic validation of user inputs to match
DCAT/HealthDCAT structure.

The wizard must support multi-step form interactions, save-and-resume
capabilities, and tooltips explaining metadata concepts.

. Error Handling and Feedback

If metadata elements are missing or malformed in a dataset, filters using those
fields must exclude the affected dataset from that filter result.

If a filter request fails due to invalid response then selectively remove that filter
and retain other active filters
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If a filter request fails (e.g., due to service downtime), display a contextual
error message:

“We couldn’t apply this filter at the moment. Please try again later or contact
support.”

Logs of filter and sort errors must be recorded with user ID, query parameters,
and timestamp.

5. Audit Logging and Monitoring

The system must log:
- Each filter and sort operation
- The dataset count returned per interaction
- The timestamp and initiating user session ID.

NFR 022 Allow to select and compare datasets

1. UI/UX Accessibility and layout

Comparison Interface Design:

The User interface must support full keyboard navigation and screen reader
compatibility (Web Content Accessibility Guidelines (WCAG) 2.1 Level AA).
Applicants must be able to:

- Select datasets from the search results or their saved list via checkboxes

- Use a single "Compare Selected” button to launch the comparison

interface

- Toggle between table view and summary-only view for better usability.
The comparison page must display datasets side-by-side in a tabular format
with clearly labelled fields aligned horizontally.
Differences must be automatically highlighted using a distinguishable colour
(e.g., yellow or red) with tooltips or markers indicating the nature of the
difference.
Common values between datasets should be displayed in a neutral format to
improve scan-ability.
The comparison view must support shareable URLs that retain selected dataset
IDs and comparison mode.
A summary section must appear at the bottom of the page, summarising key
differences (e.g., data quality, coverage, access).
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= The comparison interface must be responsive with collapsible sections for
improved navigation on smaller screens.

. Performance Requirements

= Dataset comparison must render results within two seconds for up to three
datasets of standard metadata size (~100 fields per dataset).

= For bulkier metadata entries, the system must implement asynchronous
rendering or loading indicators if processing takes longer than two seconds.

» The system must support the comparison of up to three datasets
simultaneously without performance degradation or layout distortion.

» The application must maintain consistent UI responsiveness during rendering,
scrolling, or toggling between views.

. Error Handling Requirements
» If selected datasets cannot be retrieved, the system must:

- Show a contextual error message (e.g., "One or more datasets could not
be loaded for comparison. Please try again or contact support.”)
- Log the failed dataset IDs for system monitoring and debugging.

» If a user tries to compare unsupported dataset types, the system must block
the action and display a warning: “Selected datasets are incompatible for
comparison due to metadata format differences.”

» If a comparison attempt exceeds allowed limits (e.g., more than three
datasets), prompt: “You can compare up to three datasets at a time.”

. Submission and Transaction Handling

»= The system must dynamically align metadata fields for side-by-side display
based on standard metadata schemas (e.g., DCAT, HealthDCAT-AP).

= Optional and extended metadata fields must be displayed only when they exist
in one or more selected datasets, with empty placeholders where absent.

= When shareable URLs are generated, the system must securely encode dataset
IDs and view preferences using encrypted or tokenised parameters.

» Dataset comparison state must be stored securely in the client session or
passed securely via the URL, with no sensitive data exposed.

. Logging and Monitoring

»= The system must log the following for every comparison event:
- User ID (if authenticated)
- Timestamp of initiation and duration of interaction
- Dataset IDs selected for comparison
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- Error events (e.g., load failure, format incompatibility)
- View type used (tabular or summary).
Logs must support analytics on:
- Frequently compared metadata fields
- Most common errors
- User engagement with DQUL metadata.

NFR 023 Provide Feedback Functionality

1. UI/UX Accessibility and layout

Feedback Interface Design:

The feedback form must comply with Web Content Accessibility Guidelines
(WCAG 2.1 Level AA), including full keyboard navigation and screen reader
compatibility.
Users must be able to:
- Open the feedback form via a clearly labelled “Feedback” button
available in the global navigation or footer
- Enter their Name (optional) and Email ID (mandatory) into clearly
marked input fields
- Select the Feedback Type from a dropdown with predefined categories
- Provide detailed comments in a multi-line text area with character
counter (e.g., 1,000 characters max).
Input fields must include descriptive labels, placeholders, and accessible error
messages.
The form must use responsive design, ensuring usability on desktop, tablet,
and mobile devices.
A confirmation message must be displayed on successful submission (e.g.,
“Thank you for your feedback. We will review and get back to you if required.”)
The acknowledgement email must be sent automatically to the address
provided, confirming receipt.

2. Performance Requirements

The feedback form must load and render within two seconds under normal
network conditions.

Feedback submissions must be processed and stored within one second after
the user clicks “Submit”.

The system must scale to handle simultaneous submissions from at least 500
concurrent users without degradation.
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The acknowledgement email must be dispatched within 30 seconds of
submission.

. Error Handling Requirements

If the email field is missing or invalid, the system must:
- Display a clear error message (“Please provide a valid email address to
submit feedback.”)
- Prevent form submission until corrected.
If mandatory fields (Email, Feedback Type, Feedback Content) are empty, the
system must:
- Highlight missing fields
- Display contextual error messages (e.g., “Feedback content cannot be
empty.”)
- Prevent form submission until corrected.
If the system fails to submit feedback due to server or connectivity issues, a
message must be shown: “We could not submit your feedback due to a
technical issue. Please try again later.”
Failed submissions must be logged with relevant error codes and user-provided
input (excluding sensitive details).

. Submission and Transaction Handling

All feedback submissions must be transmitted securely using HTTPS/TLS
encryption.

User-provided email addresses must be validated and stored in compliance with
GDPR and national data protection requirements.

Feedback entries must be stored in the nHDsC database with metadata
including:

Submission timestamp

Feedback type

User email (where provided)

Status (open, in review, closed).

The acknowledgement email must be generated using secure templates
without exposing system details.

System administrators must have access to a secure interface for reviewing and
managing feedback.

. Logging and Monitoring

The system must log the following for each feedback submission:
- Timestamp of submission
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- Feedback type selected
- Submission status (success, failure)
- User ID (if authenticated) or anonymous session ID.

NFR 024 Error events (validation failures, submission errors).Other Non-

Functional requirements

The following cross-cutting non-functional requirements must be applied to the entire
metadata catalogue application to ensure operational robustness, reliability, and
maintainability:

1.

Backup and Recovery

Daily Backups: The system must perform automated full backups of the
application database and metadata repository daily during off-peak hours.
Retention Policy: Backups must be retained for a minimum of XXX days (TBC -
Number of days back-up should be retained) in encrypted storage compliant
with applicable data protection regulations (e.g., GDPR).

Integrity Checks: Backup integrity must be verified weekly using necessary
mechanisms.

Restore Time Objective (RTO): In the event of data loss or corruption, the
system must be able to restore the latest backup within XX hours (This
normally depends on the data present in system, so TBC on Maximum timings).

Version Control

Source Code Versioning: All application code and configuration files must be
managed using a version control system (e.g., Git), with a clear branching
strategy (e.g., main, development, feature branches).

Audit Trail Integration: Each metadata version change must be linked to an
audit log entry for traceability and compliance.

Hosting

Hosting arrangements for the nHDsC are yet to be confirmed

Expected System Load

Concurrent Users: The application must support up to XXX (TBC- total number
of expected users) concurrent users during peak usage without degradation in
performance.

Metadata Volume: The system must scale to accommodate over XXX (TBC —
Total number of Datasets expected) metadata of datasets with average
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metadata complexity (100-200 fields), supporting advanced filtering, sorting,
and search operations with <2 seconds response time.

Notification Volume: The system must handle dispatching notifications (in-
portal and email) to 10,000+ users simultaneously with <2 seconds latency per
user.

5. Disaster Recovery

Disaster Recovery Plan (DRP): A comprehensive DRP must be documented,
tested quarterly, and include procedures for system restoration in case of:
- Complete data center failure
- Infrastructure compromise (e.g., ransomware)
- Application-level corruption.
Recovery Point Objective (RPO): Maximum acceptable data loss should not
exceed 24 hours (i.e., last successful backup).
Failover: The system must support failover to a secondary site or cloud-based
recovery environment to ensure continuity with no more than four hours of
total downtime.
Communication Protocol: In case of a major incident, stakeholders must be
notified via email and in-portal within one hour, and regular updates must
follow every two hours until service restoration.
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3. National Health Dataset Catalogue — Technical Specifications

This section presents the Technical Specifications. It includes a summary of the
system’s scope, the epics and functional requirements and offers recommendations
that guide the technical design. It also details key architecture considerations,
authentication needs, and how the National Health Dataset Catalogue (nHDsc) is to be
structured to ensure it aligns with HealthDCAT-AP. The focus remains on the design
and operation of the dataset catalogue itself, rather than the data described within.

3.1 Introduction

The framework for this technical specification is defined by legal provisions that

outline the requirements for national dataset catalogues, with a specific focus on

health data under the EHDS regulation. While the EHDS provides the primary legal

and operational foundation for health metadata catalogues, its implementation is

supported by broader EU data governance frameworks, such as the Data Governance

Act (DGA).(?2) To meet the aforementioned legal requirements, it is necessary to

establish a minimum set of technical and operational capabilities. These include:

» receiving and validating metadata from data holders;

* managing and publishing metadata in compliance with interoperability standards
(HealthDCAT-AP);

» providing secure and user-friendly tools for stakeholders to access metadata.

While the EHDS regulation outlines the mandatory outcomes, these technical
specifications also propose recommended practices to enhance the efficiency, usability
and adaptability of national dataset catalogues.
These recommendations aim to ensure:

» effective governance and maintenance;

= scalability to address future technological and legal developments;

» to make additional developments relevant to national priorities.

This dual approach — distinguishing between legal obligations and practical

recommendations — forms the basis of the technical specifications outlined in this
document.
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3.2 Scope

The objective of this technical specification is to provide a detailed breakdown of the
system specifications required to implement functionalities within each of the business
requirements mentioned in 2.3.

This chapter is organised into individual sections, each corresponding to a distinct
domain. The specifications address:

= Involved Systems and Core Features: Details the systems involved and the
features that fulfil the domain's requirements.

= Proposed Services and Technologies: Outlines the services requiring
implementation, their objectives, recommended technologies and their
contribution to the domain's functionality.

= Architecture: Presents key architectural implementation considerations for the
domain.

= Data Flow: Demonstrates how the described services can interact to achieve
essential domain processes.

Each section will provide insights into possible technology stacks and implementation
considerations.

3.3 Epic and Functional Requirements for nHDsC

With functional requirements mentioned in 2.4 are seamlessly transitioned into the epic
narratives and user stories, following the agile SAFe® approach. Each epic represents a
larger, overarching theme within this project, while functional requirements break these
epics into digestible, actionable domains.

This section describes four epics and their functional requirements which should be
implemented in a nHDsC to meet all the requirements.

# | Domain Epic Title User Stories
E1l | Authentication | Access 1. Allow for User identification,
Management and authentication, and authorisation,
Security including the option to enforce multi-
factor authentication (MFA)

3 https://scaledagileframework.com
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E2

Dataset
Catalogue

Metadata Record
Creation

2. Create, Read, Update and Delete
(CRUD) dataset descriptions using the
HealthDCAT-AP application profile

. Add data quality and utility labels

4. Enforce minimum elements for dataset

descriptions

5. Submit dataset description

w

E3

Dataset
Catalogue

Metadata Record
Publication and
Update

6. Review dataset description and data
quality and utility labels

7. Publish dataset descriptions using the
HealthDCAT-AP application profile

8. Update dataset metadata descriptions
and maintain change history

9. Maintain Versioning of updated Dataset
metadata

10.Enable Rollback to Previous Version of
Dataset Description when needed (with
Admin Approval)

11. Automate scheduling of periodic
reviews and audits

12. Notify stakeholders about upcoming
reviews

13.Enable export of dataset audit trail
entries to CSV or Excel formats

14. Maintain detailed audit trails for all
dataset quality management activities.

E4

Dataset
Catalogue

Searching for a
Dataset

15. Offer a search functionality for
browsing and displaying metadata
catalogue results

16.Enable selection and export of dataset
metadata to CSV or Excel formats

17.Allow saving and sharing relevant
searches

18. Notify the applicant about updates on
saved datasets

19. Provide filtering and sorting capabilities
by DCAT and HealthDCAT elements

20.Allow to select and compare datasets.
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3.4 Architecture Considerations

The architecture employs a microservices design, where each microservice operates
independently and interacts with other microservices either directly through API
communication or asynchronously via a message broker.

The microservices architecture was selected for several key advantages:

» Independent deployment capabilities, allowing services to be updated or
modified without affecting the operation of other services.

= The flexibility to utilise different technologies based on specific requirements. For
example, systems requiring cost estimation calculations may benefit from
Python's scientific libraries.

The system requires a user interface to facilitate interaction between Data users, Data
Holders and System Admin. To avoid duplicating the user interface solution across each
domain, the proposed solution will be described in the following section.

User Interface

Objective Provision of a user interface, a single access point, so that:

= Data Holders must be able to:
- Create data description and add required quality and
utility labels
- Update and delete data set description
- Submit the new or updated data descriptions for review
and approval.
= Admin should be able to:
- Review Data holders and Data Users access request and
approve access request of trusted data holders
- Review the data added by Data holders, validate
whether it is as per EHDS
- Approve and publish the data description.
= Data Users should be able to:
- Search for required data
- Save and share relevant search details
- Filter and sort the data based on their requirement
- Compare different datasets.

Proposed A component-based front-end framework such as Vue, React or
Solution Angular.
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By selecting a component-based front-end framework, the system will
be scalable adding as many features as desired and can be
modularised based on user roles.

The front-end framework must be selected based on development
team expertise.

These frameworks can easily integrate with the backend
microservices such as API Rest or GraphQL.

There is another common microservice, transversal for all microservice domains.

Notifications Microservice

Objective

Proposed
Solution

Features
Covered

To provide notifications about status changes or further actions
required, by email or within the user interface.

The system must provide notifications to relevant users when key
status changes occur:

= Data Holders should be notified when:
- The status of their application access request changes
- A dataset description they submitted is approved,
published, or rejected
- There are any scheduled reviews or periodic audits,
audit results and required actions.

= Admin should be notified when:
- A dataset description, including data quality and utility
labels, is created and submitted for review.

= Data Users should be notified when:
- New datasets matching their saved search criteria are
added
- Updates are made to datasets that fall within their
saved search criteria.

AWS Simple Email Service (SES) or its own government-specific
solutions ensuring secure communication protocols and compliant
with GDPR, making it suitable for public sector use.

Notifications Communication: Sends notifications by email.
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The selection of AWS SES depends on the government, if the
government already has a service acting for this purpose, then it will
be re-used.

This microservice integrates with a BPM for workflow orchestration,
when it needed for any communication from the rest of microservices.

A reverse proxy serves as an essential cross-cutting component across all domains,
enabling client communication with the various microservices. This architectural
element requires careful consideration during implementation:

Routing Microservices (API Gateway/Reverse Proxy/Load Balancer)

Objective

Proposed
Solution

Features
Covered

Technology
Selection
Considerations

To manage incoming requests and ensure load distribution among
microservices.

A reverse proxy component to accept the requests from a client and
forward it into the different microservices and user interfaces, which
can fulfil the request, returning the response to the client that
performed the request.

This selected component is the httpd-proxy, it is based on nginx
and acts as a reverse proxy, responsible for serving the requests
thought the front-end and back-end services.

= Api Management: Orchestrate API requests between different
microservices.

The selection of a reverse proxy will hide the backend infrastructure
from client, reducing attack surface.

It routes API requests consistently and supports efficient routing and
microservices orchestration.

All microservices require comprehensive observability to ensure request traceability,
error logging, action auditing and performance monitoring. This observability stack,
serving as a critical cross-cutting component across all domains, must capture both
microservice and infrastructure performance metrics:
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To monitor and audit distributed system operations, auditing the
state of the system and ensuring compliance during the data
application process.

This microservice should include below system functionalities:

= Captures and logs dataset ID, dataset name, submission
date, data holder's name, and associated data quality and
utility labels.

= Captures and logs automated validation processes (including
timestamp) and results of the validation (e.g., validated, not-
validated, corrected, etc.).

= Captures and logs dataset ID, dataset name, publication
date, data holder's name, and the final data quality and utility
labels applied.

= Captures and logs new version ID, name of the data holder
who made the updates, date and time of the changes, and a
summary of modifications (e.g., "new data added" or
"metadata updated").

= Jaeger: For tracking the trace of the requests between
services.

= Prometheus: For monitoring metrics.

» Loki: For receiving logs and track the errors and map errors
with a specific trace.

= @Grafana: A user interface to centralize all these backend
services.

» Observability: Manage traces, logs and metrics of the
microservices.

» Audit Trail: Track logs for auditory purposes on actions
performed by each microservice.

Open Telemetry is the standard to be used for the monitoring and
observability stack.

The backend observability services specified are suggestions, but
Jaeger can be replaced by Zipkin or Loki can be replaced by Tempo,
depending on expertise of the DevOps team.
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3.5 Authentication

This section details the specifications for User authentication, to all Data users and Data
holders to login to nHDsC. It ensures secure login to application.

Authentication

Epics Mapping

= E1 Access Management and Security

Involved = nHDsC

Systems

Description nHDsC:

Core Features = User authentication, identification and authorisation

Covered Confirms user’s identity and ensures that the user has the right
permissions to access and interact with the system.

- Verifies user identity and permissions before allowing
access to the portal and data access features.

- Ensures secure data holder identification and
authorisation to create dataset catalogues and publish
them.

- Ensures secure user authentication to interact with the
portal and initiate datasets discovery.

- Validates a natural person's identity. Authentication
verifies the identity of the user desiring to request
access to datasets.

3.5.1 Proposed services

The architecture employs a microservices design pattern. For this domain, we propose
specific solutions and technology recommendations.

Identity and Access Management(IAM)

Objective

Proposed
Solution

To ensure secure access though robust user authentication and
authorisation, supporting Multi-Factor Authentication.

Leverage Keycloak, an open-source identity and access
management solution, commonly used with Piveau for handling

authentication and authorisation. Support for national identity
services or Electronic Identification, Authentication and Trust
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Services (eIDAS) integration can be enabled via federated identity
providers (e.g. SAML2, OIDC).

= Authentication and Authorisation:

Role-based access control (RBAC)

User and group management

Single Sign-On (SS0O)

Federation with external identity providers
Support for MFA (e.g. TOTP, WebAuthn).

= Keycloak is well-integrated into Piveau for IAM needs.

= Supports extensibility to connect with national or European
identity frameworks.

» Evaluate the compliance of chosen identity provider with
eIDAS Level of Assurance (LoA).

» Check for existing SAML or OIDC connectors with national eID
services.

Supports integration with national identity frameworks or eIDAS Node
for cross-border identity via standard protocols (OIDC/SAML).

APIs and configuration options to support external trust frameworks
and user federation.

3.5.2 Integrations

Piveau:

The portal integrates with Keycloak, the identity and access management component
commonly used in the Piveau ecosystem. Keycloak supports user authentication, role-
based access control, and federated identity with national and cross-border identity
providers (e.g. eIDAS). This enables secure login for both Data Holders and Data
users within the nHDsC.

3.5.3 High Level Data Flow

1. Data Holder/Data User accesses the nHDsC.

2. Data Holder/Data User is redirected to the integrated Keycloak service for

authentication.

3. Keycloak authenticates the user via:
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- Internal user store

- Federated identity provider (e.g., national eID or eIDAS Node via
OIDC/SAML)

4. Upon successful authentication, Keycloak issues an access token and redirects back
to the nHDsC with user roles.

5. User session is established, enabling access to permitted portal features (e.g.,
Metadata record creation).

6. Similarly, Data user accesses the portal and is authenticated via the same Keycloak
mechanism.

7. Authorisation rules defined in Keycloak and or the application backend control access
to data search, view, or download functionality.

8. Audit logs and session handling are managed centrally by Keycloak to ensure security
compliance.

3.6 Dataset Catalogue

This section details the specifications for creating, modifying and publishing dataset
metadata, whilst also defining specifications for dataset catalogue selection. It ensures
accessibility and adherence to quality standards for dataset catalogue descriptors.

The proposed solution incorporates Piveau, an open-source platform for HealthDCAT-
AP management, which enables interoperability across systems.

This domain encompasses three primary processes: metadata record creation,
publication in national dataset catalogues, and dataset discovery. The latter includes
search, filtering and selection capabilities for research purposes.

The solution prioritises security measures for both data holders creating metadata
descriptors and data users discovering and selecting datasets.

Dataset Catalogue

E2 Metadata Record Creation
= E3 Metadata Record Publication and Update
= E4 Searching for a Dataset

Epics Mapping

Involved = nHDsC
Systems
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nHDsC:

Create dataset Description

Allows health data holders to create detailed descriptions of
their datasets, including source, scope, characteristics, and
availability conditions, for publication in their national datasets
catalogue.

Add Data Quality and Utility labels

Allows health data holders to fill in Data Quality and Utility
labels for their datasets.

Update dataset description

Allows health data holders to update the detailed descriptions
of their datasets, at least annually.

Submission and Publication of Data description and
dataset

Allows data holders to submit their data description for review
to Admin after creating/updating the data description.

Allows admin to review/validate the added data, approve and
publish that data.

Display dataset description

Allows reading dataset descriptions in the national datasets
catalogue.

Search dataset catalogue

Includes the ability to find and retrieve metadata catalogues
and particularly metadata records at the national level.

Assessment of dataset descriptions and labels

Receives from health data holders the description of the
dataset and data quality and utility labels, allowing for review
of their accuracy.

Provide decision on dataset descriptions and labels

Allows approval or revocation of the dataset description and
labels.

Aggregate datasets

Oversees the aggregation, description, and publication of
health metadata in the nHDsC.
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The following architectural proposal presents a comprehensive solution that details the
interactions between interconnected systems, designed to meet the technical
specifications of the dataset catalogues domain.

3.6.1 Proposed services

When implementing the Piveau stack, its components (Piveau Hub, Piveau Metrics and
Piveau Staging) are deployed independently within a containerised environment. This
approach enables autonomous operation, whilst custom microservices interact with
these components via their exposed APIs.

The microservice descriptions for this domain are as follows:

Dataset description Microservice

Objective

Proposed
Solution

Features
Covered

Technology
Selection
Considerations

Integration

To provide data holders with features for creating, reading and
uploading dataset descriptors and data quality and utility labels.

Microservice core features must be implemented with Spring Boot
or .Net Core communicating with the Piveau Hub component via
Restful API exposed by this component.

Piveau Hub uses Elastic Search database to persist metadata
catalogues and our microservice relies on Piveau Hub to manage and
index it.

Metadata Management: Manage Metadata entries, handling dataset
descriptions.

The selection of Spring Boot or Net Core depends on the development
team expertise, both technologies are suitable for achieving the
functionalities and will communicate with the Piveau Hub component.

Piveau Hub acts as the main point for metadata management,
handling dataset descriptions and indexing them for easy retrieval
and search.

Elastic Search is the database used by the Piveau Hub to index the
dataset entries and allowing fast retrieval of the metadata records.

Depends on the Piveau Hub and Elastic Search because is a
component used to delegate the dataset metadata description
management.
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Data Validation and Approval Microservice

Objective

Proposed
Solution

Features
Covered

Technology
Selection
Considerations

Integration

To temporarily persist metadata entries for validation before
publication in the National datasets catalogue. It prepares, validates
and processes datasets, ensuring these datasets meet quality and
compliance standards before publishing them for discoverability.

Piveau Staging automates the assessment of the quality of the
dataset based on configurable criteria, validating format, metadata
completeness and other additional checks. After a successful
validation, this component communicates with Piveau Hub for
cataloguing.

This component uses a PostgreSQL database.

Datasets Validation: Validates the quality of a dataset before
publication.

Piveau Hub - after submitting the descriptors of a dataset
catalogue, Piveau Hub will communicate with the Piveau Staging for
validating quality. If is a valid dataset, Piveau Staging will inform
Piveau Hub that the dataset is ready for publication.

PostgreSQL is the database used by the Piveau Staging.

Depends on the Piveau Hub and Piveau Staging for validating dataset
catalogue before publication.

Metadata Record Publication Microservice

Objective

Proposed
Solution

Features
Covered

To publish validated datasets to the national datasets catalogue

Piveau Consus is used as component that manages metadata
publication

Piveau Hub - after validating a dataset with Piveau Staging, Piveau
Hub will communicate with the Piveau Consus to publish it into the
national datasets catalogue.

This component uses Elastic Search database.

Datasets Publication: Publishes a dataset in the national datasets
catalogue.
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Piveau Consus manages dataset aggregation and facilitates
synchronisation with the EU catalogue, ensuring that published
datasets are consistent across national and at EU level.

This component provides an API Rest to be used by other
microservices.

Elastic Search is the database used by the Piveau Consus.

Depends on the Piveau Hub, Piveau Staging and Piveau Consus for
publishing dataset catalogue.

Data Standardisation Microservice

Objective

Proposed
Solution

Features
Covered

Technology
Selection
Considerations

Integration

To manage vocabulary, ontologies, ensuring that metadata
descriptors are consistent.

EC’s Interoperability Test Bed SHACL Validator is used as
component that assesses vocabulary and terminologies for the
descriptors, validating RDF data against SHACL shapes. Ensuring that
only compliant datasets are stored and published.

Piveau Hub - after validating a dataset with Piveau Staging, Piveau
Hub will communicate with the EC’s SHACL Validator for validation
during dataset ingestion. Validation ensures metadata descriptors is
compliant to legal and regulation.

Dataset Vocabulary Compliance: Validates datasets for legal and
regulatory compliance.

SHACL Validator ensures RDF datasets comply with SHACL shapes,
critical for metadata interoperability, and DCAT-AP is based on RDF.

This component provides an API Rest to be used by other
microservices.

Piveau Hub is responsible for orchestrating dataset ingestion will call
the REST API of the EC's SHACL Validator for validating dataset
catalogue.
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Search and Visualisation Microservice

Objective

Proposed
Solution

Features
Covered

Technology
Selection
Considerations

Integration

To discover and select in a user interface catalogues, by searching by
specified keywords or advanced criteria fields, save and share the
relevant search and compare the datasets.

Piveau UI is embedded within a frontend framework as standalone
component, consuming the rest of Piveau components and
Microservices.

Pivot-RP (Research Professional), a platform often associated with
Piveau, allows users to save their searches, enabling them to easily
revisit those searches later and receive updates.

Piveau's pipeline functionality allows users to define data
processing workflows, including steps for cleaning, transforming,
and potentially combining datasets.

Piveau's DQV (Data Quality Validator) annotator helps assess the
quality of individual datasets, including their structure, format, and
potential interoperability issues.

» Datasets discoverability: Enables data users to search in the
user interface the existing datasets.

= Enables data users to save and share relevant search.
= Enables data users to compare the datasets.

Piveau UI has all the features for dataset discoverability,
representation and selection and will be integrated with the frontend
framework used in the rest of domains.

Piveau's pipeline allows for some degree of comparison through
the transformation and analysis of data.

Piveau's DQV can be helpful in comparing datasets based on their
quality and suitability for combined analysis.

Integrated with the frontend framework used in the portal.

These microservices will interact with the notification microservice, to notify Admin
regarding the creation of dataset description and data quality and utility label by data
holder, so they can review these details and make decision accordingly. A data holder
will be notified about the status of the data added after the Admin’s decision.
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Integrations

The portal integrates with this Piveau components to support DCAT compliant metadata
management and catalogue synchronisation.

The Piveau metrics software stack allows analysis of metadata with regards to the DCAT
Application Profile for data portals in Europe (DCAT-AP) standard, which is based on
the Data Catalogue Vocabulary (DCAT) developed by the W3C. Its specification for
metadata records to meet the specific application needs of data portals in Europe while
providing semantic interoperability with other applications on the basis of reuse of
established controlled vocabularies (e.g. EuroVoc) and mappings to existing metadata
vocabularies (e.g. Dublin Core, SDMX, INSPIRE metadata, etc.).

3.6.3
1.

High Level Data Flow

Data Holder creates and submits dataset descriptors, including data quality and
utility label with the Piveau Hub component.

After submission, Piveau Hub component invokes the Piveau Staging component to
assess the descriptors of the metadata submitted.

Piveau Hub invokes EC's Interoperability Test Bed SHACL Validator and the RDF is
assessed.

System Admin receive a notification that a dataset description and data quality and
utility label have been created.

System Admin reviews the datasets descriptions (metadata completeness), data
quality, and utility labels and submits for publication.

After this, the catalogue is ready for publication, Piveau Hub invokes Piveau Consus
to publish it in the National Dataset Catalogues assigning a unique ID for the
catalogue.

7. Data User authenticates in the nHDsC.

8. Data User search by using the Piveau UI component integrated in the portal and

retrieves the desired catalogues.
Data User selects desired catalogues.
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4. Glossary of Abbreviations

API Application Programming Interface
AWS/SES Amazon Web Services/Simple Email Service
BR Business Requirement
CRUD Create, Read, Update, Delete
csv Comma-Separated Values
DAAMS Data Access Application Management System
DCAT Data Catalogue vocabulary
Data Catalogue vocabulary Application Profile for data portals in
DCAT-AP Europe
DGA Data Governance Act
DQUL Data Quality and Utility Label
DRP Disaster Recovery Plan
EC European Commission
EHDS European Health Data Space
EHR Electronic Health Record
elD Electronic Identification
elDAS Electronic Identification, Authentication and Trust Services
EN English
EU European Union
FR Functional Requirement
GA Irish (Gaelic)
GDPR General Data Protection Regulation
HADEA European Health and Digital Executive Agency
HDAB Health Data Access Body
Health-related extension of the DCAT application profile for sharing
HealthDCAT- | information about Catalogues containing Datasets and Data Services
AP descriptions in Europe (DCAT-AP)
HIQA Health Information Quality Authority
HRB Health Research Board
HSE Health Service Executive
IAA Identification, Authentication and Authorisation
IAM Identity and Access Management
International Organisation for Standardisation/ International
ISO/IEC Electrotechnical Commission
LoA Level of Assurance
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MFA Multi-Factor Authentication

NFR Non-Functional Requirement

nHDsC National Health Dataset Catalogue
OIDC OpenID Connect

oTP One Time Password

Piveau’s DQV | Piveau’s Data Quality Validator
Pivot-RP Pivot - Research Professional

RBAC Role-Based Access Control

RDF Resource Description Framework
RegEx Regular Expression

RPO Recovery Point Objective

RTM Requirements Traceability Matrix
RTO Restore Time Objective

SAML2 Security Assertion Markup Language
SDMX Statistical Data and Metadata Exchange
SHACL Shapes Constraint Language

SPE Secure Processing Environment

SSO Single Sign-On

TEHDAS Towards a European Health Data Space
TOTP Time-Based One-Time Password

UI User Interface

URI Uniform Resource Identifier

URL Uniform Resource Locator

UUID Universally Unique Identifier

UX User Experience

W3C World Wide Web Consortium

WCAG Web Content Accessibility Guidelines
Wi-Fi Wireless Fidelity (wireless internet)
XLSX Excel Open XML Spreadsheet
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5. Glossary of Terms

4G

Fourth generation of cellular network technology.

API (Application
programming

A mechanism that enable two software components to
communicate with each other using a set of definitions and

interface) protocols.

Application A software program designed to perform specific tasks, such as
accessing and managing health data.

AWS/SES Amazon Web Services are a range of scalable cloud-based
computing services. Simple Email Service is the cloud-based
email service they provide which can be integrated into any
application.

Components Modular parts of a software system that can function

independently or together, such as data management, or back-
office.

Data Access
Application
Management
System (DAAMS)

A system to receive, track and process applications and to issue
data permits.

Data Governance
Act

The Data Governance Act was the first deliverable under the
European strategy for data and became applicable in September
2023. The Data Governance Act regulates processes and
structures that facilitate voluntary data sharing. The Act is a
cross-sectoral instrument that aims to regulate the reuse of
publicly held, protected data.(??

Data Maturity

Data maturity represents an organisation's proficiency and
sophistication in managing and leveraging its data assets. The
data maturity level is an indication of how well an organisation
understands, values, and utilises its data throughout various
processes and functions.(z3)

Data Permit

A data permit is an administrative decision issued to a data user
by a health data access body or data holder to process the
electronic health data specified in the data permit for the
secondary use purposes specified in the data permit based on
conditions laid down in EHDS regulation.(?%

Data Quality

Data quality refers to the degree to which characteristics of
electronic health data are suitable for secondary use.(@%
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Data Quality and

A data quality and utility label is a graphic diagram, including a

Utility Label scale, describing the data quality and conditions of use of a
dataset.(?®

Dataset Dataset means a structured collection of electronic health
data.(?¥

Dublin Core The Dublin Core Metadata Element Set is a set of fifteen "core"

elements (properties) for describing resources. (>

Electronic Health
Record (EHR)

A system whereby the software, or a combination of the
hardware and the software of that system, allows personal
electronic health data that belong to the priority categories of
personal electronic health data established under this Regulation
to be stored, intermediated, exported, imported, converted,
edited or viewed, and intended by the manufacturer to be used
by healthcare providers when providing patient care or by
patients when accessing their electronic health data.®

European Health
Data Space
(EHDS)

The EHDS is an initiative by the European Union that aims to
create a unified framework for health data across EU Member
States.(?4

Health Data Access
Body (HDAB)

A HDAB is a service that allows data users, such as researchers
and policy-makers, to apply for access to health datasets to
support research and innovation, education and training, policy-
making, health service management and preparing national
statistics. Under the EHDS, each EU Member State will be
required to establish one or more HDABs. (2

Health Data Holder

A data holder is a person or organisation who has the right or

obligation (through control of the technical design of a product
and related services, and the ability to make data available), to
register, provide, restrict access or exchange certain data.(?%

Health Data User

A natural or legal person who has lawful access to personal or
non-personal electronic health data for secondary use.(%

HealthData@EU HealthData@EU is the infrastructure connecting national contact
points for secondary use of electronic health data and the
central EU platform.(%

HealthData@EU The HealthData@EU Pilot project is a two-year long European

Pilot Project

project that aims to build a pilot version of the EHDS
infrastructure, HealthData@EU.?%
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HealthData@IE

The Department of Health has been awarded EU funding under
the EU4Health programme to support the establishment of
health data access body services in Ireland. The grant-funded
project, known as HealthData@IE, is being delivered in
collaboration between the Department of Health, the Health
Information and Quality Authority (HIQA) and the Health
Research Board (HRB) Department of Health.®

INSPIRE metadata

Metadata that conforms to the standards and rules of the
Infrastructure for Spatial Information in the European
Community directive.

Interoperability

Interoperability is the ability of organisations, as well as
software applications or devices from the same manufacturer or
different manufacturers, to interact towards mutually beneficial
goals. It involves the exchange of information and knowledge
without changing the content of the data.(?¥

Metadata Metadata is information that describes other data. It helps to
explain what the data is, how it can be used and where to find
it.(26)

Metadata A centralised system that organises and manages metadata,

catalogue making it easier to search, access, and manage data-related

information.

National Health
Dataset Catalogue
(nHDsC)

A collection of dataset descriptions, which is arranged in a
systematic manner and consists of a user-oriented public
element, where information concerning individual dataset
parameters is accessible by electronic means through an online
portal.(Z)

OIDC OpenID Connect is an authentication protocol designed to
simplify user identity verification.

Open Data Open data is data that is openly accessible, exploitable, editable
and shareable by anyone for any purpose.(Z®)

Piveau The Piveau platform is a large-scale, open-source open data

management system.

Psuedonymisation

The process of replacing and identifying characteristics of data
with a pseudonym, a value which does not allow the data
subject to be directly identified.(?®
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Regular Expression is a sequence of characters that forms a
search pattern.

SDMX (Statistical
Data and Metadata

An initiative designed to manage and automate the process of
data and metadata exchange. Aims to improve the quality of

Exchange) exchanges through standardisation, automation, validation, and
data sharing.G9

SSO/IAM (Single SSO allows access to multiple applications with one set of

Sign-On/Identity credentials. IAM manages user identities and access rights.

and Access

Management)

TEHDAS The first TEHDAS joint action which ran between February 2021
and July 2023 helped EU Member States and the European
Commission to develop and promote concepts for the secondary
use of health data to benefit public health and health research
and innovation in Europe. It provided elements to the European
Commission’s legislative proposal on the European Health Data
Space.G1)

TEHDAS2 Builds on the work of the first TEHDAS joint action to produce

concrete guidelines and technical specifications for the European
Commission and Member States to ensure a harmonised
implementation of the EHDS regulation.(32)
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Appendix 1. Steering Group Membership for HealthData@IE

Name

Organisation

Emer Doyle (Chair)

Health Information Policy, D/Health

Azul O’Flaherty

Health Information Policy, D/Health

Eoin Farrell

Health Information Policy, D/Health

Clodagh Thorne

Health Information Policy, D/Health

Lorna Gaffney-White

Health Information Policy, D/Health

Dr Barbara Foley

Health Information and Quality Authority

Rachel Flynn

Health Information and Quality Authority

Dr Kevin O'Carroll

Health Information and Quality Authority

Dr Teresa Maguire

Health Research Board

Brid Burke

Health Research Consent Declaration Committee

Kathryn Kissane

Health Service Executive

Prof Richard Green

Health Service Executive

Loretto Grogan

Health Service Executive

Kerry Ryder

Health Service Executive

Denise Manton

National University of Maynooth, Ireland

Markus Helfert

National University of Maynooth, Ireland

Anthony Macken

Central Statistics Office

Dr Frances Burns

Northern Ireland Trusted Research Environment

Steve Dempsey

Irish Cancer Society (Patient Representative)

Kevin Devlin National Research Ethics Committee/HRB PPI
Reviewer (Patient Representative)

HIPU Team Health Information Policy, D/Health

Elaine Murray EIT Health Ireland and UK

Niall Sinnott eHealth, D/Health

Eamonn Coyne

eHealth, D/Health

Ronan O’Kelly

eHealth, D/Health

Christopher Ryan

Research Services, D/Health

Laura Flannelly

Statistics and Analytics Unit. D/Health

Elizabeth McCrohan

Statistics and Analytics Unit, D/Health

John O'Neill

Research Policy and Innovation, D/Health

Roisin O'Neill

Research Policy and Innovation, D/Health
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Appendix 2. Working Group for Work Package 6

Name

Organisation

Dr. Barbara Foley

Health Information and Quality Authority (HIQA)

Suzanne Barror

Health Information and Quality Authority (HIQA)

Fiona Dwane

National Cancer Registry of Ireland (NCRI)

Dr. Sarah Craig

Health Research Board (HRB)

(shared role)

Lorraine McNerney and Martin Troy

Officer (OoGCIO)

Office of the Government Chief Information

Loes Knaapen

The Irish platform for Patient Organisations,
Science and Industry (IPPOSI)

Eamonn Coyne

D/Health

role)

Loretto Grogan and Niall Halliday (shared

Health Service Executive (HSE)

Karen Kearns

Health Pricing Office (HPO)

Theresa Barry

Health Service Executive (HSE)

Sorcha Boyle

The Irish platform for Patient Organisations,
Science and Industry (IPPOSI)

Ailish Kelly

D/Health

Helen Conroy

D/Health

Brid Burke

(HRCDC)

Health Research Consent Declaration Committee

Appendix 3. European Health Data Space - Categories of electronic data for
secondary use ¥

expenditure
and
financing

hospitals, clinics, nursing homes),
number of healthcare professionals
(e.g. doctors, nurses, GPs),
availability of medical equipment and

Categories Examples for what is in scope Examples for what is
out of scope
Categories to | Electronic EHRs contain a wide range of data EHR kept by a
be made Health about a patient's medical history, healthcare provider that
discoverable | Record treatments, and outcomes generated | qualifies as a micro-
by 26 March | (EHR) data by healthcare providers when enterprise (unless that
2029 providing treatment, such as Member State extended
diagnosis and problem list, the duty to make
medication lists and treatment plans. | available data also to
such entities.)
Data on For example, resources allocated to | Individual-level
healthcare healthcare covers data on the information on
needs, availability and distribution of healthcare expenditure.
resourcing, healthcare resources, e.g. number of
access, healthcare facilities (such as
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technology. This is about aggregate-
level non-personal data.

Pathogen Collections of information on Pathogen data on

genomic pathogens that can cause disease in | pathogens only

data humans, including bacterial, viral, affecting animal health.
fungal, parasitic or prion pathogens.

Healthcare- Collections of information that is Banking data such as

related generated through the account numbers

administrativ
e data

administration of healthcare
services, typically used for billing,
reimbursement, and healthcare
management purposes.

related to
reimbursement.

Person- Collection of health-related data that | Data stored locally on
generated is generated by medical devices and | devices and not
medical kept by a health data holder. accessible from the
device data outside.
Wellness app | Data from fitness tracker shared Data stored locally on
generated with health care providers or with user device/in app
data the app developer. without access by the
developer or healthcare
provider.
Identificatio | For example, whether a treating Contact information of
n data on physician referred to in an EHR is a that health
health general practitioner or a specialist professional.

professionals

(and if so, in what field).

Population- Population-based registries are
wide health | systematic collections of health-
data related data from a defined
registries population. These registries are
typically maintained by government
agencies, health organisations, or
research institutions to support
public health decision-making, policy
development, and healthcare
planning.
Data from Medical registries are systematic
medical and | collections of data on patients with a
mortality specific disease, condition, or
registries characteristic, such as

transplantation registries containing
collections of data on organ
transplantation outcomes, including
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patient characteristics, transplant
procedures, complications, and graft
survival rates.

Mortality registries are a systematic
collection of data on deaths,
including information on cause,
circumstances, and demographics,
such as cause-of-death registries
containing data on the underlying
cause of death, including information
on disease, injury, or condition.

Medical Data from pacemakers or other Data stored locally on
device- implanted medical devices held by device without access
generated manufacturer or healthcare provider. | by manufacturer or
data healthcare provider.
Data from Collections of data on the use,
productand | safety, and effectiveness of
device medicinal products and medical
registries devices, including two types of

registries:

Medicinal product registries: These

registries collect data on medicinal

products, including prescription and

over-the-counter medications,

vaccines, and biologics.

Medical device registries: These

registries collect data on medical

devices, including implantable

devices, diagnostic equipment, and

software.
Biobanks Electronic health data kept by The biological samples
and repositories of biological samples themselves held by
databases and associated health data, which biobanks. EHDS

are collected and stored for research
purposes. These repositories can
contain a wide range of biological
samples as well as associated health
data, such as medical records,
lifestyle information, and
environmental exposures.

Examples:

Population-based biobanks:
collections of data on biological
samples and health data from large
populations, often for the purpose of

secondary use is about
the re-use of existing
electronic health data,
not about the
generation of new data.
EHDS secondary use
cannot be used to
request new analyses
on biological samples
(that would then
generate new data).
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studying genetic and environmental
factors that contribute to disease.
Disease-specific biobanks: collections
of data on biological samples and
health data from individuals with
specific diseases.

Tissue banks: collections of data on
human tissue samples for research
purposes.

Categories to
be made
discoverable
by 26 March
2031

Data
impacting on
health

For example lifestyle factors analysis
(smoking, alcohol consumption,
surgeries, accidents...)

Detailed socioeconomic
data collected outside
healthcare settings, or
purely environmental
data not linked to
health.

Human
genetic and
genomic
data

Human genetic data refers to the
information contained in an
individual's DNA, including their
genes and chromosomes (e.g.
genotyping data, genomic
sequencing data, microarray data).
Human epigenomic data refers to
the information about the chemical
modifications to an individual's DNA
or histone proteins that can affect
gene expression without altering the
underlying DNA sequence (e.g. DNA
methylation data, histone
modification data).

Human genomic data refers to the
comprehensive information about an
individual's genome, including their
genetic and epigenetic data (e.g.
whole-genome sequencing data,
exome sequencing data, gene
expression data).

Other human
molecular
data

Proteomic data from clinical research

Raw molecular data
generated for non-
health related
purposes.

Clinical trial
data (after
completion)

Data from completed clinical trials,

investigations, and studies, subject

to rules established in the legal acts
governing them.

Data from ongoing
trials, studies or
investigations.
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Health
research
cohorts/ques
tionnaires/s
urveys

Encompasses information collected
from groups of individuals or
populations to understand health-
related phenomena, behaviours, or
outcomes. These data are often
used to identify risk factors, track
trends, or evaluate the effectiveness
of public health interventions. The
requirement to declare such datasets
applies after the first publication of
result only.

Appendix 4. HealthDCAT-AP and Health Standards

Article 51 of the EHDS regulation expands the scope of health data to include
additional domains that impact health, such as pathogen and environmental data.
Many of these domains already rely on specific standards for describing, categorising,
or modeling their data, often tailored to their unique purposes. Below is a brief, nhon-

exhaustive overview of some of these standards and their focal areas:

Standards Description

HL7 (Health Level Seven | This defines a set of international standards for the exchange,
International) integration, sharing, and retrieval of electronic health information. HL7
standards provide a comprehensive framework for clinical and
administrative data. Its primary scope is the exchange of individual
clinical and administrative data elements (e.g. patient demographics,
clinical observations). It is used to describe individual health records or
transactions, not entire datasets. HL7's data models and messaging
standards are HL7 V2, V3, and FHIR.

FHIR (Fast Healthcare This is a standard describing data formats and elements for exchanging
Interoperability electronic health records. Developed by HL7, it is designed to enable
Resources) fast and efficient exchange of healthcare information. It uses modern

web technologies and focuses on interoperability. FHIR focuses on
specific elements like patients, observations, medications, and other
clinical data points rather than on metadata for datasets as a whole.

OpenEHR This is an open standard specification in health informatics that
describes the management and storage, retrieval and exchange of
health data in electronic health records (EHRs). Part of the OpenEHR
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framework, OpenEHR Archetypes are formal models or templates that
define the structure, meaning, and relationships of health-related data
in an interoperable and standardised way.

ICD (International
Classification of
Diseases)

This is a globally recognised standard, maintained by the World Health
Organization (WHO), for coding diseases and health conditions. It
provides standardising classification codes for diseases and health
conditions. ICD codes and descriptions can be used to standardise the
classification of health-related datasets in HealthDCAT-AP.

LOINC (Logical
Observation Identifiers
Names and Codes)

This is a universal standard for identifying health measurements,
laboratory observations, and clinical data. LOINC codes can be used to
describe lab tests, measurements, and other clinical observations in
HealthDCAT-AP.

SNOMED CT
(Systematized
Nomenclature of
Medicine Clinical Terms)

This is a comprehensive clinical terminology that provides codes, terms,
synonyms, and definitions used in clinical documentation and reporting
such as diseases, clinical findings, and procedures. SNOMED CT can be
utilised to describe clinical concepts and healthcare terms in
HealthDCAT-AP.

The ISO/IEC 11179

This standard provides guidelines for metadata registries, including the
registration and management of metadata for data elements. It offers a
structured approach to define and manage metadata elements, which
can be applied to health datasets.

OMOP (Observational This Common Data Model standardises the format and content of
Medical Outcomes observational health datasets (i.e. clinical observations, treatments, and
Partnership) outcomes data).

CDISC (Clinical Data This standards facilitate the exchange of clinical trial data and include
Interchange Standards models like CDASH (Clinical Data Acquisition Standards Harmonization)
Consortium) and SDTM (Study Data Tabulation Model).

SDMX (Statistical Data
and Metadata Exchange)

This is an international initiative that aims to standardise the exchange
of statistical data and metadata. It is used by statistical organisations to
describe and exchange entire datasets and their metadata. It is the
foundation for StatDCAT-AP.

DICOM (Digital Imaging
and Communications in
Medicine)

This is a standard for the handling, storing, printing, and transmitting
information in medical imaging.

MeSH (Medical Subject
Headings)

This is a comprehensive controlled vocabulary used by the National
Library of Medicine (NLM) to index and organise biomedical and health-
related information in databases like PubMed and MEDLINE. MeSH
terms facilitate precise and consistent search and retrieval of scientific
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and medical information by categorising content into hierarchical topics
and subtopics. This system includes descriptors, qualifiers, and
supplementary concept records to cover various aspects of medical
knowledge, ensuring that researchers, healthcare professionals, and
librarians can find relevant information efficiently.

GSIM (Generic Statistical
Information Model)

GSIM is a reference framework of internationally agreed definitions,
attributes and relationships that describe the pieces of information used
in the production of official statistics (information objects). The
framework enables generic descriptions of the definition, management
and use of data and metadata throughout the statistical production
process.

WHO classifications

The WHO Family of International Classifications and Terminologies
includes:?
e the International Statistical Classification of Diseases and
Related Health Problems (ICD),
e the International Classification of Functioning, Disability and
Health (ICF),
e and the International Classification of Health Interventions
(ICHI).
These Reference Classifications serve as the global standards for health
data, clinical documentation and statistical aggregation.

HealthDCAT-AP has been designed to serve as a comprehensive framework for
describing diverse health data that utilise various data models, exchange services,
formats, and vocabularies, including thesauri and ontologies. It provides an integrated
solution for managing data relevant to Article 51 within health dataset catalogues. The
vocabulary of HealthDCAT-AP must be robust enough to describe the standards
associated with the dataset in a machine-actionable way.
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Examples of health Data Models, Services, Formats, and Ontologies for use in

HealthDCAT-AP

Data models Data services Formats Thesauri Ontologies
OMOP Common | FHIR DICOM File ICD is used GO (Gene
Data Model: A API: Standard Format: The | globally for Ontology)
framework for APIs for DICOM health provides a
transforming exchanging standard management, controlled
data from healthcare data defines a file epidemiology, vocabulary to
various sources | using RESTful format for and clinical describe gene
(e.g. EHRs, principles. medical purposes, and gene
claims data) into images, which | providing codes product
a common OpenEHR includes both | for diseases, attributes across
format. API: Facilitating | theimage data | conditions, and all species,

the management | (e.g. MRI, CT | procedures. focusing on
OpenEHR: Open | and exchange of | scans, X-rays) biological
standard for electronic health | and associated | UMLS integrates | processes,
managing records. metadata (e.g. | multiple health cellular
electronic health patient and biomedical components,
records (EHRs). | DICOM information, vocabularies, and molecular

Protocol: Beyond | imaging providing a large | functions.
SDTM (Study being just a file parameters). compendium of
Data Tabulation | format, DICOM The file healthcare- OBO (Open
Model) defines a | also defines the extension is related terms Biological and
standard communication typically .dcm. | and their Biomedical
structure for protocol used to relationships. Ontologies)
human clinical exchange medical | FASTA is a
trial (study) data | images and text-based RxNorm: A DOID (Disease
tabulations associated format used normalised Ontology)
etc. information for naming system etc.

between medical | representing for generic and

devices, such as | nucleotide branded drugs

scanners, servers, | sequences or | MESH (Medical

workstations, and | peptide Subject

printers. This sequences Headings)

ensures that (proteins) in etc.

different systems | bioinformatics.

and devices can etc.

communicate and

interpret the data

correctly.
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Appendix 5. nHDsC — Prototype Screenshots with Functionalities

1.1
i

Functionalities for Data User
Home Page Overview
When users access the application link, they land on the Home Page.

National Health Dataset Catalogue

Explore Ireland's Health Data Resources

Access comprehensive health datasets to support research, policy development, and
healthcare innovation across Ireland.

Explore Dataset Catalogue

lectronic Health Record (EHR)
atient records, clinical notes, and medical

Healthcare-related administrative
Hospital admissions, discharges, and

Wellness app generated data
Fitness, nutrition, and wellness application

Clinical trial data (after
Results and findings from completed

Biobanks and databases
Biological sample collections and

Give us feedback

Explore Dataset Metdata by EHDS Categories

Data impacting on health
i I, social, and behavioral

Human genetic and genomic data
Genetic profiles and genomic research

Identification data on health
Healthcare workforce demographics and

Medical device-generated data
Data from hospital and clinical medical

About nHDsC

Data on healthcare needs,
Healthcare economics and resource

Other human molecular data
Proteomics, metabolomics, and other

Population-wide health data
Comprehensive population health statistics

Data from product and device
Medical device and pharmaceutical

Privacy Policy Accessibility

e Q Login
Home  Dataset Catalogue Organisations EN V

E No. Of Datasets

A
Comprehensive health datasets
available for access

E} No.of Organisations
AV
Government and healthcare
organisations providing data

Pathogen genomic data
Genetic information on infectious disease

Person-generated medical device
Fitness, nutrition, and wellness application

Data from medical and mortality
Cause of death and disease-specific

Health research
Research study data and population health

Logout

Users can log in using the Login button. Once logged in, the Home Page reloads,
displaying user details and role in the top-right corner.

National Health Dataset Catalogue

Dataset Catalogue

Explore Ireland’s Health Data Resources

R e

Healthcarerelated adminntrative data
Mongetal admisvom dachargen oo oparsns metics

Wellness app generated data
itnes. redrison. and weness spplcation data

Clirical triad data {after completion)
Reuts s Sdgs o comgieted chral huen

Bickanks and databases
Belorycs sampie cotectons av ssocuted dita

Explore Dataset Metdata by EHDS Categories

Data impacting on health
Enirommertal social ind beharieal hewth facters

Human genetc and gen
et rohles nc gmmorme:

Identification data on health professionals
Mesthcare worktorte demog sphs and it an

Gove un feedbock

Data on healthcare needs, resourcing, access
Mesthcare ecomomics wd rescuce i

Population -wide hesith data registries
Compeehentaw poguiston hext

Data from product and dev

ogatrien
Meicaldevice and phamacevscs product vackng
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e Language selection (English/Irish) is available. Users can select their preferred
language from the language options provided.

National Health Dataset Catalogue Dataset Catalogue

;;;;;;;;;;;

e The Home Page also displays key statistics, including:
o The number of datasets currently discoverable through the nHDsC.
o The number of organisations the Data Holder is associated with and
enrolled in the nHDsC.

National Health Dataset Catalogue Home Dataset Catalogue Organisations. EN Vv

Explore Ireland's Health Data Resources

10 support rasaarch, po

Explore Dataset Metdata by EHDS Categories

ii.  Organisation List
e Users can view a list of organisations by either:

o Clicking the Organisation tab in the header, or
o Clicking directly on the nhumber of organisations shown on the Home Page.
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National Health Dataset Catalogue Dataset Catalogue Organisations

Explore Ireland’s Health Data Resources & No. Of Datasets.

Access uppor and besitheare iretand

(smmmm
bt et

[
O e

Explore Dataset Metdata by EHDS Categories

[Blectronic Hoalth Record (EHR) data Data impacting on heelth Data on healthcar needs, resourcing, access, expendsture and financing Pathogen genomic data

Prtent record, cirecs e, and e hatones Emvacmentl 100, and behavor sl heslh tactors Meaihcare ecommmes ad resouce saten et normation on nbectons i et
Hesithcare-related admsnistrative dota Hurman genetic and genomc data Other human molecular data Person-generated medwal devico data

ot amascs dacharges, nd com stanal metics Ganetc profies and genomc imeasch fodege Metrormes metatelomcs wd othes melecar s Fitnass b o, and welors applesten data
Wellness app generated dats Identification data on health professianals Population-wide heaith dats regatries Data from medical and martality registries
Fimens muon and weiness appiston das esmhcare workface demogpagecs and i sunien, Compranerases popuisnon hesi st Couenof death and darame-specic regasres

Clnical trial data (after completion) Modical device-generated data Data from product and device registries Mealth research cohorts/questionnaires/surveys
Bt 3% fidings rom complered cine’ studer Oaea hom hosgea snd circal medcs equpment Med<al dewce an pramaceutical ot backng Reseach sudy dota 97 goguton heath sueveys

Biobanks and databases
Bicogeal samise colictions and assccuted dots

Dataset Catalogue Organisations

6 Organisations found

Department of Health (DoH)

The Department of Health Iy Iretand is commiitee to improving the health and wel-being of the frsh papulation by

quality services ealth system resources.

Health Information and Quality Authority (HIQA)
™ and Quabty Authwrity
iy, Disabilty, Iniege

iegpecubent suthory establishes) 1o drive biglh-qussty and safe care for peapie using o
1GA's e s Inspec 50

+ mandate 1o date extends across  specifie rwnge of publc, prvste and volinlary sectorservices, Regortig e Minvster for Healt and egaging wilh e

Health Research Board (HRB)

Board lunds resesrch o advance healty and socisl care with the sim of making o real diflerence Ls peaple’s bves.

Health Service Executive (HSE)
et s persarsal seclal services are dalvered by fhe Mealth Service Executive D45, through medical professionals and hospitaa and thecugh o network of Local Hesith Office, heshth
o ilnesa (for example, food satety services, immunisation and vaceinalins services, ealth sereerng,infant snd chi healh services) The diagnoss and trestment of finess for
resvain Iing n ther cammriies, especialy when e clficiies doing sa because of diness, disabibty o age. Examgles inchide hame nuring semvices, home heips, ot

ot cammunty lavel. Heaith can gaod health Prevention
emily doctar (GF) services, hospital ervices) Cammarity care snd persanal social senvices can be braadly defined as thase that are designed to ensble people fo
oy and saclel wark services,

National Cancer Registry Ireland (NCRI)

The National Cancar Registry has besn callecting comgrabensiv informatian on cancer and related tumours fo the resident populaton af the Republic of Ireland snce 1964

National Office of Clinical Audit (NOCA)

NOC)

8 uniqua srea of haaithears wuch o8 hip fracture, majoe trauma, hospital monalty, U care and joint repiscemants.

IV

Sorting functionality is available, allowing users to sort the list in ascending or
descending order by organisation name.

Page 144 of 175



HealthData@IE
Work Package 6 nHDsC: Requirements and Specifications

National Health Dataset Catalogue Home Dataset Catalogue Organisations EN VvV A Chrsty Moore

Deta User
Search Organisations

Sort By:
P— pe (T—

Name Descending

6 Organisations found

Department
The Dopartment of

Health (DoH)

inIrsland is commatted ta improving the health and well-being of the Insh population by dalwering high-quality hesith services and ensunng optimal use of hesith system resources.

Health Information and Quality Authority (HIQA)

e and Quaiity Authority high-quality and safe care for peopie using our heaith and social care services in refand. HIOA' m
Minister for Children, Equalty, Disabidty, Integration and Youth Affairs, HKQA's ole i to develop standards, Inspect and review haalth and social care services and support informed dedisions o

fate exterds across a spectied range of public.private snd voluntary sector services, Reporting 10 the Minister for Health and engaging with the
05 are debveced,

The Health Resaarch Board funds research and delivers evidance to advance health and soci cars with the aim of making a real difference to peapie’s lves

Health Service Executive (HSE)
e defivered by the Heslth Service

Health Research Board (HRB) =

s can be broadly defied os those services thet of good
ity care and personal socis services can be brosdly defined a5 those that are designed to enable peaple to

heaith wcreenng, d child hesith 5
ipecisity when they have difficulties doing so because of liness dissbility or age. Examples.

National Cancer Registry Ireland (NCRI)

The National Cancer Registry has been coliecting comprehensive information on cancer and related tumours for the resident population of the Republic of lreland since 1994

National Office of Clinical Audit (NOCA) =

NOCA manages a suite of rstional clinical sudits. Each audit focuses on  unique area of healtheare such as hip fracture, msjor trauma, hospital mortaity, ICU care and joint replacements.

e A search box is also provided. By entering a keyword into the search box, the
system searches both the title and description fields and returns matching results.

National Health Dataset Catalogue Dataset Catalogue Organisations

Search Organisations

[Em. xj .

1 Organisations found for "Cancer™

National Cancer Registry Ireland (NCRI) =

The Mationsl Cancer Reqistry has been coliecting comprehensive information on cancer snd relsted tumours for the resident pogulstion of the Repubic of Inesnd since 1954,

Page 1 0f 1 page (<) Rems per Page I v

iii. Viewing Datasets by Organisation

e To view datasets published by a specific organisation, users click the Datasets
button beside organisation name.
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National Health Dataset Catalogue Home Dataset Catalogue Organisations EN ¥

Search Organisations

Sort By:
g p —

6 Organisations faund

Department of Health (DoH)

The Dipartment of Health in irelsnd is committed 1o impraving the haalth and well-being of the rish papulstion by delivering high-quaity health services and ensyring optimal use of health system resources.

Health Information and Qualwtv Authority (HIQA)

The Healtn a © 4 41 o e g ut a1l i s ol RS s 0 e o 46 Wi vng, fpubli, A e vl o e e 0 th M o s A ampuig Wi e
At o Chldes, Equnty, sy, nerakio ard Yot ALy, HIGA's ol s .t tarc, napactan e A e soca aresrico and sppert e dacions o b sarvce o v

Health Research Board (HRB)

The Health Research Board funds research seid defvers sacial care making o real difference to people's bves

Health Service Executive (HSE)
Health and persanal soclal services are delvered by the (HSE, through wl haspitals and through a netwark af Lacal Health Offices, healih contres and clinics at cammuny level. Health <an Fromation of goad
of iness for exompis, o safety services, immunisation and vocanatians service, health serearin, infant and chis ool services) The clisgncsis and trantment of iness (for example, family doctar (GP) services, hosptal vervices} Commrity care snd persani soial senices can be broacly defined 1 thasa that ae designed 12 ansbie people 1o

e Wi n Ureir commmnrties, espeially whers hey have dilfeuties doing 10 because: of diness, disabilly or age. Examgles inchide hame nursing sevvices, hone helps, occupations! thevapy and sucil wark services.

National Cancer Registry Ireland (NCRI)

The Hational ¢ gistry has baen cancer and relstad tumours e the resident papsilation of the Repubiic of Irsland since 1994

National Office of Clinical Audit (NOCA) [y

NOCA manages a wite of natienal cénical audits. Each audt facuses o a unique anes of healtheare such as hip ftacture, major trauma, haspital mortality, ICU cars and jaint ropiscamants.

[ -] Page 1ol 1 page R

This action opens the Dataset Catalogue Page, automatically filtered by the
selected publisher/organisation.

National Health Dataset Catalogue Dataset Catalogue Organisations
Filters

Organisation/Publisher Applied Filter.

[

Catagory

- Q J E=n

Theme

[ R rr—

ol survey cf o represantative sample of the population (aged 15 snd over) bving in Ireland, Unil 2020, the Survey (Compaiter Aided CAPI with & sample of appresimatedy 7400
populatian aged 15 and ovar. Hawaver, i ight of cominuing Covid 19 restrictions and e Infaction rsk pased by In-parsan vists 1o private homes, the Strvey has moved o compatar akted talaphans intervewing (CATI) which doss nat

e infaction sk

Navigating to the Dataset Catalogue
Users can also access the Dataset Catalogue Page directly by:
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o Selecting Dataset Catalogue from the header,
o Clicking Explore Dataset button, or
o Clicking the dataset count shown on the Home Page.

9‘ Christy Moore
National Health Dataset Catalogue Home Dataset Catalogue Organisations EN ¥

Explore Ireland'’s Health Data Resources | o i)
o e
Expore Ovast Coatous

5 No. Of Organisations

L I——
s ot

Explare Dataset Metdata by EHDS Categories

Viewing Datasets by EHDS Categories
Users may also browse datasets grouped by EHDS categories by selecting a
category, which filters the catalogue accordingly.

National Health Dataset Catalogue Dataset Catalogue Organisations

Explore Ireland's Health Data Resources 8 ns-mm-—u

Aecess comp heaith datasets to pment, and healtheare eland, Compretensive health dacets
it for e

5 No. Of Organisations

L I——
s ot

Boserech stk data re ppdstan hoas ureeys
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Dataset Catalogue

gl Filer:

Organisations

Category
Theme

I:I Mﬂ}_&&mllmgﬂmﬁmm&n&y

stratfiad and ; y

it

s 29 15y sk and g n i ouse i T grray gk e e A1 orurirace Sy

gﬂhﬂﬂ)‘ﬂm
Data User
- R —
e

GeaDirectery, a

nmber, Encode, and gea-coordinates which accuratly locate the centre paint pre biliing ta within ane metre.

L] Halthy Irelond Survey

i the
Inciitust representats al o o papation aged 15 vt Howeve, 1 1ght urmmungc.w.u 16 e dons ant e mfection ik peses by pera

ncur infoctian rsk.

[ National Maternity Experience Survey

The overll e anel et of th Notionl Care Expesence Programme i o ergoge with

Dataset Catalogue Page

Overview

I el Ul 262, o vy v 1o e t-fce nendews KComputer A Prsons riw: AP i o sangl fsprosmatey
the

usage detaits for

o residential, s unique -sigit identity

QE

(CATI, which does not

Page 1 of 1 page (s)

Ieems per. Pag!' ]

Displays a list of discoverable datasets with title, category, and description.

National Health Dataset Catalogue

Filters

Organisation/Publisher

Home

Dataset Catalogue

Organisations

[ Chrissy Meors

Category
[rna s
s [[] 2019-20 Irish National Drug_and Alcohol Survey,
hesuevey used s ping methods that was aged 15 years and oider nd was Ining
[ sl L e - -
numbe, Efcose, hich
Theme

[ Central Treatment List (CTL)

[ The Contral T y {Miniter for Heaith sad Children 199) and it
in irelnd. Wh . uniq i iszued for
pharmacies.
] Healthy el Survey

1% Uniil 2020, fi Aided CAPI) with a sample of approximataly 7400

individusis, repry emuw«ev!mflnm poaulﬂm-lqtd 15 and over, However, Cond -pe the \puter aiced telephone interviewing (CATI which does not

ncur infectan sk

]:] \ntenslve Care Urm —Bed Inlormatmn S\ stem (ICU-BIS)
: ag KDupmry"“ labisty p pe i the HSE

Back

10 guide pofcy

[ Lrish Psychiatric Units and Hospitals Census

adents (on 31 March of

1 et the Mental Health Act 2001

[ National Maternity Experience Survey

Inpatient

of Health

oty he Noionel Care Exper

Filtering and Search
Users have multiple filter options to refine the dataset list.

Page 10f 1 page (s)

ot 1o inform the lopr
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Note: Additional filter options and fields will be introduced in the final
implementation. For the prototype, only a limited set of fields has been included.

National Health Dataset Catalogue Home Dataset Catalogue Organisations EN ¥

Filters

Onganisation/Publisher

e

Category

[ Population-wide health data registries

Keywords
[ nems
Theme E
[ tems [} ychiatric Units and Hospitals Census
— all sidants fon 31 March ofth census year in e the register ander At 2001,

Fage TolTpage () e Pﬂf N

Filters can be removed either by:

Clearing them individually from the applied filters section, or
Clicking the Reset button to clear all filters at once.

National Health Dataset Catalogue Dataset Catalogue Organisations

Filters

Organisation/Publisher Appled Fiar:
e

Category

[ Poputation e nealth data registries

Keywords

Theme

\m..\ vehiatric Units and Hospitals Census

data regitrie
al resicents (on 31 March of the census year in g

P the register under Act 2001,

Fage TolTpage () e Pﬂf N
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fol Christy Moore
National Health Dataset Catalogue Home Dataset Catalogue Organisations N v e
Filters
Organisation/Publisher Applied e
| Health Research Board (HRR)
Catagory

-

cayword
[Qu.
|...n.‘ ||z 19-2! \;!gl. ! 8] II,SB‘LQIHM‘M m-
[ i | ‘waied P p— 10 slct 8 eprosvatv smph o the i gpulaticn that s aged 15 ar and lcarand s ving i pivete hmahild, The rimarysarpling o
GaoBirectory, walding pubic of insland. Each of the 22 e inchides ‘usage datails for ach buikdiry) (cammerclal o residential, s uniue 8.diqt identity
number,Eicode, s geo.cordlinates hch accur saly locate the centre it of each biling ko within one matr
[ lrish Psychiatric Units and Hospitals Census | v i |

The database records data on all roslonts [on 31 March of the census year in question) of pychiatrc np ragisor of At 2001

Fage TolTpage () e Pﬂf M

A search box is provided, allowing users to search datasets by entering keywords
from the dataset’s title or description.

National Health Dataset Catalogue e Dataset Catalogue

0 ity Experience Survey

@ National

gag: o patients and use thes feedBack ta infarm the s design and. of d care.

Additional search options:

Additional options include:

Search tips to help refine searches,

Advanced search for more detailed search, and

Save search functionality. The saved searches can be accessed anytime upon
login.
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National Health Dataset Catalogue Dataset Catalogue

Grganisation/Publisher

m

Category

Keywards

Theme

[Fra veme ‘[! National Maternity Experience Survey

the National gag: o it and wse thi fesdback @ infarm the s design and. of d care.

Users may enable/disable notifications for saved searches. When enabled,
notifications are sent for updates or newly added matching datasets.

Export Options
Export options allow downloading dataset metadata in CSV or Excel format,
either for all datasets visible on the screen or for specifically selected datasets.

Q Shristy Moore

National Health Dataset Catalogue Home Dataset Catalogue Organisations EN Vv

Filters

Organisation/Publisher

ll.‘ [Q ) by Tite or Description

Category
[Fnd e
2019-20 Iris 3

Keywords 019-20 Irish National Drug and Alcohol Surve:

The suney 15 yoars and oidec and was ang The primary sa was An Post/Ordnance Suevey Iroland's
[ra o foirctcey. o complte dtabase of evey bulding I the Repuibs of reland. Each of the 22 inchates an atal mcdress. sage el for esch uding ) o eskdentin,  Uniaue 8. G senity

[mber Eircode g g
Theme

of The Central Treatment List (CTL} was established under Statutary Instrument No. 225 (Minister for Health and Children 1996) snd is
Maatenance, & UnGue number i and a treato:

oy

To provide tmely data for managing ICU capacty, bed availabiity and fciltaion of nter-haspital transfers. Ouring the pandemic ICU- 81 o 1D-19 specifc data and trends for in the HSE

ata on il residents (on 31 March of the ceneas ywa in quastion) of paychiatric Inpatient failties on the ragister of approved centres under the Mental Health Act 2001

[[] National Maternity Experience Surve:

the National Care Exper goge pe Tha feedback 1o Inform the future deveiapment, planning, design and delivery of patient <entred care
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Dataset Comparison
Users may compare multiple datasets by selecting them and clicking Compare
Datasets.

National Health Dataset Catalogue Home Dataset Catalogue Organisations EN Vv

Filters

Organisation/Publisher

Data User
:
=

eyword L’ 2019-20 Irish National Dri jg.and Al h Jrvey [P
ratod and A —— el the bih oomtgnd vt ki i mediing -
= e o o et pat ol el L
b, Ereods poepid
Theme [] Central Treatment List (CTL) —
|. Administrative database to requiate The Central Ty No. 225 (Minister for Health and Children -l egister of
o for methadone detoufcaton pa it e ahocstedto e e o ks
praces
[ o] 7 Fealttiieland Sune;
y i vand, Ut 2020 th Survey Ivlved - o, fce-o-fce e Ao CAP) wih a sampl of 7400
Iodficast repreentate o the Wsh popson 8368 15 610 s, HWR, I b AN d poved by o parion e sorey s taphone Iterienn AT whieh does ot
incY necion ek
ntensive Care Unit — Bed Information System (ICU-BIS)
To pravide timely data for managing ICU capacty, bed availabily and facidtation of inter-hosptal transfers. During the pandemic, ICU-BIS po trands for i the HSE and Department of Health
1kt ol
[ lrish Psychiatric Units and Hospitals Census
The databai records data on 8 residents o 31 March f the censs yar I uestion) of pychitric patient oceson the gt f approved contres under the Ml Hosth Act 2001
[0 National Maternity Experience Surve!
The vers purpose 404 Cor Expionc Poggié 15 engege with nd Undsrsard s expeerce o Pl and use s foadhach 1 e Joprent, plseing e and dliiy of o

The comparison highlights differences based on the Quality and Utility Labels
provided by the Data Holder

Note: In addition to Quality and Utility Labels, other metadata fields will also be

displayed. For the prototype, only QUL has been included. The fields used for
comparison will be finalised and confirmed during the pilot phase.
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National Health Dataset Catalogue e Dataset Catalogue Organisations

o Uity Labels

Dataset Title 1 Dataset Title 2

Accessibiity
Population representativity
Population Caverage
Metadata Scape

Dota Provenance
Compliance

Accuracy

Precision

Coharence

Consistency

validity

Complateness

Overall Rating

Viewing Dataset Metadata
To view detailed metadata, users can click on View Metadata for any dataset.
This displays metadata structured according to HealthDCAT-AP, including:
Dataset details, Associated distributions, and Quality and Utility Labels.
Note: Additional HealthDCAT-AP fields will be visible in the live system (prototype
displays a limited set).

[National Health Dataset Catalogue

[p— . T — -

Intensive Care Unit — Bed Information System (ICU-BIS)

Topv wide timely data for managing ICU capacity, bed availability a »dhcln of inter-hospital transfers. During the pandemic, ICU-BIS scope | ““** 1"
expanded to provide information on COVID-19 specific data and tre ordeciion makers y he HSE and Depariment of Health o 0 guide policy. | waeterencea sy
Arsoym

re—

Fubisnar

[ —

Sopulation Coverage

Hasttn Tharon

Has P Dits

Dataset distributions

Dataset Quality and Utility Labels

Outa provenance

Feedback Form
Users and Data Holders can provide feedback, suggestions, or queries regarding
the catalogue through the Give Feedback option located in the footer.
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fol Christy Moore
National Health Dataset Catalogue Home Dataset Catalogue Organisations EN i

Filters

Organisation/Publisher

I [ Search by Titke or Deseription

Category

Keyword [[] 2019-20 lrish National Drug.and Alcohol Survey,
s fng melfd s " soed 15 g
= Dt e e et b o
umber, Eircode. and poir
Theme [ Central Treatment List (CTL)
[ Ite requiate The Central Statutory Instrament No.225 (Mister for Health and Chidren 1998) and register of
e e Ay " et e
phimaces
[t ] & Healthy lrsland Survay
1 retand. Ut 2020, y ho
o et o o Wl populonon 8908 5 60 o, Plowost gt of cotoung Cont poved by s
i niech

tensive Care Unit — Bed Information System (ICU-BIS)

Tt p——
T pr by \aging ICU capacity, bed awailabl i
to gude poliy,

O P 3
Population-wids heelth dota regisrie

£l yoar in question) of psychiatrc mpatient giver of under the 2001

[[] National Maternity Experience Surve)

: nd use thes fopment plannig. =

The overall purpos Expe o g pes

Page 10f 1 page (s) tems per Page I v

e Selecting this option opens a feedback form, where the user must:

o Enter their name and email ID

o Select the reason for contacting the system administrator, and Provide
their comments.

o Once submitted, the system admin will respond via email.

8 christy Moore

National Health Dataset Catalogue lome Dataset Catalogue Organisations

Dats User.

Give us feedback

Name
Enter your Name

Email 1D

Foodback About
sk question about nHDsC

Comments
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National Health Dataset Catalogue

Give us feedback

Report a nHDC fault
About Rejected Dataset Metadata
Other/ General feedback

viii.  Footer Options
The application footer includes: About nHDsC, Privacy Policy, Accessibility and
Logout.

Explore Dataset Metdata by EHDS Categories

1.2 Functionalities for Data Holder
e Overview
When a Data Holder logs in, they have all Data User functionalities.
In addition, they have access to the My Dashboard option, available in the
footer.
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National Health Dataset Catalogue

Explore Dataset Metdata by EHDS Categories

My Dashboard

Clicking on My Dashboard opens a pie chart summarising statuses of datasets
created by the Data Holder.

The possible statuses include:

o Draft — dataset metadata is created and saved but not yet submitted.

o Pending Review — dataset metadata is submitted to the System Admin
for review.

o Published — dataset metadata is reviewed and approved by the System
Admin.

o Rejected — dataset metadata is reviewed but rejected by the System
Admin. A rejection reason is mandatory. Rejected datasets can be
queried by data holders via the Feedback Form (by selecting the option
About Rejected Dataset Metadata).

o Deleted — dataset metadata that was created but later deleted by the
Data Holder. Deletion of dataset metadata requires approval from the
System Admin.
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My Dashboard Dataset Metadata Status.
Wy Datasets @ Publiched
Draft
@ Pending Review

-
—
Central Treatment List (CTL) Published
Dt Ot healthcans needs, resourcing, ocess. expendituse and fnancing “
Coronary Heart Attack Ireland Register (CHAIR)

Hospital In-Patient Enquiry, (HIPE)

ii. Dataset Management
Data Holders can edit or delete dataset metadata using the corresponding

edit/delete options.
While deleting the dataset it's mandatory to provide the reason for deletion.

National Health Dataset Catalogue
Wy Dashboard Dataset Metadata Status
My Datasets @ Published
Draft
@ Pending Review

Create New Dataset
Motifications
Audit Logs

My Datasats
Published

CentralTmatment LSLETL L

Coronary Heart Attack Ireland Register (CHAIR)
Health research coharts/questionnaires/surveys

Hospital In-Patient Enquiry (HIPE)
featvcare. reated admiciro dota
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National Health Dataset Catalogue Dataset Catalogue Organisations.

Dataset Metadata Status
@ Fublished
@ Ocleted
@ Pending Review

e They can view a list of datasets they have created by selecting My Datasets.
The My Datasets page includes filtering, sorting, and search functionalities.

National Health Dataset Catalogue Dataset Catalogue Organisations.

Dataset Metadata Status
I @ Fublished
@ Ocleted
@ Pending Review

My Datasets
Central Treatment List (CTL) Published
mmmmumgmtw) Deleted
il g anenn sl
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£ Shaun Murphy

National Health Dataset Catalogue Home Dataset Catalogue Organisations. EN v
Data Holder
Filters
Sort By:

Q) I
Categary Pubiished
{mm ten e, The Central Trestment List (CTL) ws established under Statutary Instrument No. 225 (Wimister far Health ared Chiiren 1958) and = 8 complete register f sl ptients receiving

pite use) i Ineland. Whes \ tabiksation. . 3 UiGuE i bar d 10 the 8 wrd i ssused for cliants whan
Keywords
= gister (CHAIR)

R haspita paients admited ith susgected or canfrmed aculs caronary syrdronnes in arder t mprave the delivery 2 i on discharge fram hasptal, Acute
caromary (C3) fart A mid-2007 G gpean Cardickogy Auct and Regielation Data Standards (CARDS) Acute Coronaty Syrdomes (4C3) datsset are became kncwr as

Theme CHAIR/CARDS ACS.
[pne tems Hospital In-Patient Enquiry (HIPE)

of national data on discharges from acute hosptals in lesland.

Page 1 of 1 page (s} itarns per Pager| 10

¢ When data holder clicks on View dataset, they will be able to view dataset
metadata and Activity stream tab.

Q, shaun Murph
National Health Dataset Catalogue Home Dataset Catalogue [-o——— EN v A shaun Murphy

Data Holder
Filters.

.
o Q) »

Category Published
{mm ter  resiment. The Central Trstment List (CTL) wes estabiihed under Stetutory Instrument M. 225 (Minister for Hesith and Chikdren 19981 and i 8 complete register of all patients receiving
‘When a person i considened suitable for methadans detoxsfication, i iU Pt d 10 the. 8 15 imsued

:

Keywordts
Coronary Heart Attack Ireland Register (CHAIR) Daleted
\ g o o S R , e i
i st stuck nstab sngins. 2007 CHAIR scpte the Guropean Cardiciogy Audit #nd REgiSTalon Duts tandirds ICARDS) datsset "

Theme. CHAIR/CARDS ACS

quiry (HIPE)
ol

HIFE s

aaute

Page 1 of 1 page (s} ttems por Pager[ 10

e Each dataset entry includes access to:
o Metadata view — dataset description, distributions, and DQULs
o Activity stream — dataset-related activities.
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National Health Dataset Catalogue

Mealth Category  Data on healtheare needs, resourcing, sccess, expenditure and financing Other Information:
. Dataset Type
Central Treatment List (CTL)
TR 4 A Applicable Legistation
Administrative database to regulate the dispensing of methadone treatment. The Central Treatment List (CTL) was
established under Statutory Instrument No. 225 (Minister for Health and Children 1998) and is a complete register of
all patients receiving methadone (as treatment for problems with opiate use) in Ireland. When a person is considered | ' Referenced By
suitable for metha ificati vilisation or maintenance, a unique number is allocated to the clientand a | oo o,
treatment card is issued for clients when dispensed in community pharmacies.
Conforms to
Acronym fart
Keywords Temporal Resolution
Publisher Temporal Coverage
Geographical Coverage Datasot identifier Dataset Identifier 4
Population Coverage Metdsts Revisicn Dats: 25-Aug-2025
Health Theme
Has Personal Data
Dataset distributions
Dataset Quality and Utility Labels
3 Doshbonnd Give s foelmck About HOsC Proeacy olicy Aecessivilty oget

When data holder clicks on activity stream, it will show the activities related to
dataset, along with version ID (can be used to view version), and an option to view
changes (which highlights fields that were modified).

A, shaun Murphy

National Health Dataset Catalogue

Dota Holdsr

Metadats  Aetivity Stream

iii. Creating a Dataset
e C(licking Create Dataset opens the dataset creation flow (prototype supports
creating from scratch only; cloning from existing metadata will be available in
pilot).
e Metadata fields follow the HealthDCAT-AP standard, structured as:
o Mandatory
o Recommended
o Optional
e Each field will include a placeholder describing the information to be entered.
Required fields will be marked with an asterisk (*), while optional fields will be
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explicitly labelled. (The mandatory, optional and recommended fields will differ
for Open, Protected and Sensitive data).

National Health Dataset Catalogue

Home [

Organisations

Mandatory  Recommended  Opfional  DistiZufions  Dala Quaiity And Nty latel  Ovenview

1]
€

* Title

* Dataset Identifier

Applicable Legisiation

e Error messages highlight missing or incorrect information.

National Health Dataset Catalogue

Dataset Catalogue

Mandatory  Recommended  Opfional  Distibuions  Data Quality And Utiity lsbel  Overview

e Multiple distributions can be added to a single dataset.
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. R shaun Murphy
National Health Dataset Catalogue Home Dataset Catalogue Organisations EN v
Data Holder
Mandalory  Recommended  Opfional  Distibutions  Data Quality And Utilty label  Overview
== . [

National Health Dataset Catalogue Dataset Catalogue Organisations
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National Health Dataset Catalogue o) Dataset Catalogue

National Cancer Registry Ireland (NCRI) [T | [~ o |

e One data Quality and Utility Labels (DQULSs) can be added per dataset, based
on QUANTUM 12 dimensions. (Currently, scores and the overall rating must be
entered manually)

National Health Dataset Catalogue ome Dataset Catalogue

Mandatory  Recommended  Optional  Distributions  Data Quality And Utility label  Overview
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Mandatory  Recommended  Opfionsl  Distribuions  Data Quality And Utility label  Overview

the dataset being i access and itions |
Accuracy ( Accuracy refers to the degre to which bservations cormectly describe what it was designed to measure )

Caherence [ Coherence is defined as the dimension that expresses how different parts of the dataset are uniform in their representation and meaning aver time, such as formats,

Completeness { Completeness refers to the degree to which allinfarmation that could be available is present in a particular dataset )
Compliance { Compliance refars to the degree to which data has attributes that adhere to ethical standards, conventions, protacols or regulations )
Cansistency ( Consistency refers 1o the degree to which data has attributes that are plausible and are uniform with ather data and over time )

Data provenance ( Data provenance means a description of the source of the data, including cantext, purpose, method and technolegy of data generation, documenting agents involved in the provenance of dats, data validation routines, source data verification, traceabilty of changes, and I
quality control of data )

Metadata scope { Metadata scope refers to the availabllity, comprehensh

ness, level of detail of metadata and data dictionary that help users understand the data being used )

[ ] e [ -] [

National Health Dataset Catalogue Dataset Catalogue Organisations

Mandatory  Recommended  Optional  Distibutions  Data Quality And Utility label  Overview

Accessibility 3

= b =]
Coherance o
Complatonsss =N
complisnce

Conslstancy

Data provenance 45

Metadata scape

Population coverage

Precision 6

Valdity 5

Overall Rating 3

e [ ] o = e =

e Before submission, an Overview Page summarises all the details entered for the
dataset.

National Health Dataset Catalogue Dataset Catalogue Organisations

Mandatory  Recommended  Ogtional  Diswbutons  Data Quality And Utity Isbel  Overview

sl Cancer Ragisty eand (NCRD
Description

The Naticl Cancer Regisiry has elated tumours for the
popaian.

of e Rapulblc of efand since 1954, The information collected s sed in research 11t causes. o cancer, i education

o 2 national cancer cancercare 10 the hale.

Publisher

Mtional Cancar Registy beland (NCA)
Applicable Legislation

Eurcpan Legalsion ienifer
Dataset Identifier

Dataset ot 11
Health Category

e resaarh copent QUK SER By
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e Once submitted, status changes to Pending Review until approved (status
changes to Published) or rejected (status changes to Rejected) by the System
Admin.

National Health Dataset Catalogue

The Dataset Metadata Submitted Successfully!

To View your Datasets  Click hare

To Create Mew Dataset Metadata  Click here

1.3 Functionalities for System Admin

e Overview
System Admins have all Data User functionalities, plus full system-level

oversight and controls available via My Dashboard.

National Health Dataset Catalogue

Explore Ireland's Health Data Resources e l;no'DM
A to policy development, and healthcare inncstion across Ireland. o oS B it
el o e

5 No. Of Organisations

6
Govemment anc besircare.
‘organisaions provdng data

Explore Dataset Metdata

i. My Dashboard
e Displays graphs of dataset statuses across the nHDsC. System Admins can view

all datasets except draft.
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S Catherine Moore
National Health Dataset Catalogue Home Dataset Catalogue Organisations o)

‘System Admin
My Dashboard Dataset Metadata Status

Datasets waiting for Approval @ Published
Notifications @ Deleted
Audit Logs @ Pending Review
User Management @ Rejected

My Datasets
2019-20 Irish National Drug_and Alcohol Surve:

Central Treatment List (CTL)

.| H: | E

Coronary Heart Attack Ireland Register (CHAIR)

Healthy Ireland Survey Published
[ ovee ]
ii. Dataset Management
e Datasets Waiting for Approval shows a list of datasets pending review.
National Health Dataset Catalogue Home Dataset Catalogue Organisations EN Vv R catherine Moors

My Dashboard

@ Published
Notifications @ Deleted
Audit Logs @ Pending Review
User Management @ Rejected

My Datasets

2019-20 Irish National Drug_and Alcohol Survey,

Central Treatment List (CTL) )

Coronary Heart Attack Ireland Register (CHAIR)

g 2 z
o | B.| B
N R : A =
H: HH: HH :
= : M 2

Published

My Dushlsmard Give s Foectback Abeut sHOSC Prieucy Paiicy Acermiibty Lagest
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National Health Dataset Catalogue

[ e Hospital In-Patient Enquiry (HIPE)
— e
[Frarems

e Admins can:

o Approve — dataset status changes to Published
o Reject — mandatory to enter reason; dataset status changes to Rejected.
¢ Notifications are sent to Data Holders upon approval or rejection

National Health Dataset Catalogue ome Dataset Catalogue

Please Enter the reason for rejection
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ational Health Dataset Catalogue Home

@ rublished @ Deleted
@ Rejected

mmmmmm

H | E
z g

Note: Additional Planned Functionalities (Pilot Phase)

The following features are not implemented in the prototype but will be included in
the pilot phase:

e Account management requests: Data Holder Editors/Admins and Data Users
can request account deactivation

e If deactivating a Data Holder account, the requester must provide the name of
the new Data Holder for dataset ownership transfer.

e System Admins can manage user account additions and deletions.

e Data Holders and System Admins will have access to audit logs, enabling them
to view upcoming dataset audits and download logs.

Appendix 6. National Dataset Catalogue for health data (nHDsC) - Prototype
(EN) - Content of the metadata catalogue

Note: This is based on HealthDCAT-AP Unofficial Draft 22 December 2023 and EU
Central platform Release 5

Class: Dataset

Name of the RDF Example Definition Public Restricted Non-Public
Property (HGRDCATAP) |  (HeaNWDCATAP) |  (HeaWhDCAT-AP)
(Mandatory/ (Mandatory/
Recommended/ Recommended/
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HealthDCAT- Optonsl) Ortenzl)

AP

Title dct:title: rdfs:Literal A name given to the
[1..%] Dataset.

Description dct:description: A free-text account of
rdfs:Literal [1..*] the Dataset.

Theme dcat:theme A category of the
(dct:subject): Dataset.
skos:Concept [1..*]

Identifier dct:identifier: The main identifier for
rdfs:Literal: the Dataset, e.g. the
xsd:anyURI [1..*] URI or other unique

identifier in the
context of the
Catalogue.

Health data healthdcatap:hdab Health Data Access

access body foaf:Agent [1..1] Body supporting

access to data in the
Member State.

Applicable dcatap:applicableLegisl | The legislation that

legislation ation mandates the creation
eli:LegalResource or management of the
[1..%] Dataset.

Access rights dct:accessRights: Information that
dct:RightsStatement indicates whether the
[1..1] Dataset is publicly

accessible, has access
restrictions or is not
public.

Health Category | healthdcatap:healthCa | The health category to
tegory: (dct:subject) which this dataset
skos:Concept [1..*] belongs as described

in the Commission
Regulation on the
European Health Data
Space laying down a
list of categories of
electronic data for
secondary use, Art.51.

Dataset dcat:distribution: An available

distribution dcat:Distribution [1..*] | Distribution for the

Dataset.

Purpose dpv:hasPurpose A free text statement Recommended Recommended

dpv:Purpose [0..*] of the purpose of the
processing of data or
personal data.

Keyword dcat:keyword: A keyword or tag Recommended Recommended
rdfs:Literal [0..%] describing the

Dataset.
Population healthdcatap:populatio | A definition of the Recommended Recommended
Coverage nCoverage rdfs:Literal population within the

[0..*]

dataset

(Mandatory/
Recommended/Option
al)

Recommended

Recommended
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Number of healthdcatap:numbero | Number of records for | Recommended Recommended | Recommended
Unique fUniquelndividuals unique individuals.
Individuals rdfs:nonNegativIntege
r [0..1]
Number of healthdcatap:numbero | Size of the dataset in Recommended Recommended | Recommended
Records fRecords terms of the number
rdfs:nonNegativintege of records.
r [0..1]
Minimum Typical | healthdcatap:minTypic | Minimum typical age Recommended Recommended | Recommended
Age alAge of the population
rdfs:nonNegativintege | within the dataset
r [0..1]
Maximum healthdcatap:maxTypi Maximum typical age Recommended Recommended | Recommended
Typical Age calAge of the population
rdfs:nonNegativintege | within the dataset
r [0..1]
Personal Data dpv:hasPersonalData Key elements that Recommended Recommended | Recommended
dpv:PersonalData represent an individual
[0..%] in the dataset.
Legal Basis dpv:hasLegalBasis The legal basis used to | Recommended Recommended | Recommended
dpv:LegalBasis [0..*] justify processing of
personal data
Retention Period | healthdcatap:retention | A temporal period Recommended Recommended | Recommended
Period which the dataset is
dct:PeriodOfTime available for secondary
[0..1] use.
Contact Point dcat:contactPoint: Contact information Recommended Recommended
vcard:Kind [1..%] that can be used for
sending comments
about the Dataset.
Publisher dct:publisher: An entity Recommended Recommended | Recommended
foaf:Agent [0..1] (organisation)
responsible for making
the Dataset available.
Coding System healthdcatap:hasCodin | Coding systemsinuse | Recommended Recommended | Recommended
gSystem dct:Standard | (ex: ICD-10-CM,
[0..¥] DGRs, SNOMED=CT,
)
Health Theme healthdcatap:healthTh | A category of the Recommended Recommended
eme: (dct:subject) Dataset or tag
skos:Concept [1..*] describing the
Dataset.
Code Values healthdcatap:hasCode Health classifications, Recommended Recommended | Recommended
Values: skos:Concept or other classification-
[0..¥] like systems and their
codes that can be
associated with the
dataset.
Quality dqv:hasQualityAnnotat | Astatementrelatedto | Recommended Recommended | Recommended
Annotation ion quality of the Dataset,
dqv:QualityCertificate including rating,
[0..¥] quality certificate,
feedback that can be
associated to the
dataset.
Sample adms:sample: A sample distribution Recommended Recommended | Recommended

dcat:Distribution [0..*]

of the dataset.
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Analytics healthdcatap:analytics | An analytics Recommended Recommended | Recommended
: dcat:Distribution distribution of the
[0..¥] dataset.
Provenance dct:provenance: A statement about the | Optional Optional
dct:ProvenanceStatem | lineage of a Dataset.
ent [0..%]
Creator dct:creator: foaf:Agent | An entity responsible Optional Optional Optional
[0..¥] for producing the
dataset.
Was generated prov:wasGeneratedBy: | An activity that Optional Optional Optional
by prov:Activity [0..*] generated, or provides
the business context
for, the creation of the
dataset.
Language dct:language: A language of the Optional Optional Recommended
dct:LinguisticSystem Dataset.
[0..%]
Geographical dct:spatial: A geographic region Optional Optional
Coverage dct:Location [0..*] that is covered by the
Dataset.
Temporal dct:temporal: A temporal period that | Optional Optional Recommended
Coverage dct:PeriodOfTime the Dataset covers.
[0..%]
Temporal dcat:temporalResolutio | The minimum time Optional Optional Recommended
Resolution n rdfs:Literal: period resolvable in
xsd:duration [0..1] the dataset.
Spatial dcat:spatialResolutionI | The minimum spatial Optional Optional Optional
Resolution nMeters: rdfs:Literal: separation resolvable
xsd:decimal [0..*] in a dataset, measured
in meters.
Frequency dct:accrualPeriodicity: The frequency at Optional Optional Recommended
dct:Frequency [0..1] which the Dataset is
updated.
Qualified prov:qualifiedAttributio | An Agent having some | Optional Optional Optional
Attribution n prov:attribution form of responsibility
[0..¥] for the resource.
Other Identifier adms:identifier: A secondary identifier Optional Optional Optional
adms:Identifier [0..*] of the Dataset, such
as MAST/ADS17,
DataCite18, DOI19,
EZID20 or W3ID21.
Conforms to dct:conformsTo: An implementing rule Optional Optional Recommended
dct:Standard [0..*] or other specification.
Related dct:relation: A related resource. Optional Optional Recommended
Resource rdfs:Resource [0..*]
Is Referenced by | dct:isReferencedBy: A related resource, Optional Optional Recommended
rdfs:Resource [0..*] such as a publication,
that references, cites,
or otherwise points to
the dataset.
Landing Page dcat:landingPage: A web page that Optional Optional Recommended
foaf:Document [0..%] provides access to the
Dataset, its
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Distributions and/or
additional information.
Documentation foaf:page: A page or document Optional Optional Recommended
foaf:Document [0..*] about this Dataset.
Version owl:versionlInfo: The version indicator Optional Optional Optional
rdfs:Literal [0..1] (name or identifier) of
a resource.
Version notes adms:versionNotes: A description of the Optional Optional Optional
rdfs:Literal [0..*] differences between
this version and a
previous version of the
Dataset.
Release date dct:issued: The date of formal Optional Optional Optional
rdfs:Literal: xsd:date issuance (e.g.
[0..1] publication) of the
Dataset.
Modification dct:modified: The most recent date Optional Optional Optional
date rdfs:Literal: xsd:date on which the Dataset
[0..1] was changed or
modified.
Type dct:type: skos:Concept | A type of the Dataset. Optional Optional
[1..1]
Class: Distribution / Sample / Analytics
Name of the RDF Example Definition Public Restricted Non-Public
i 5 (HeahDCATAP) (HoakhDCAT AP) (HeakhDCAT AP)
HealthDCAT- g (Mandatory/ (Mandatory/ _
AP e(}(‘:i,tplzional) ! Optional) al) Option
Access URL dcat:accessURL; A URL of the resource
rdfs:Resource [1..*] that gives access to a
distribution of the
dataset (e.g. landing
page, feed, SPARQL
endpoint).
Applicable dcatap:applicableLegisl | The legislation that
Legislation ation mandates the creation
eli:LegalResource or management of the
[1..%] distribution.
Description dcterms:description; Afree-text account of | Recommended Recommended | Recommended
rdfs:Literal [0..%] the distribution.
Licence dcterms:licence; A legal document Recommended Recommended | Recommended

dcterms:LicenceDocu
ment [0..1]

under which the
distribution is made
available.
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Format dcterms:format; The file format of the Recommended Recommended | Recommended
dcterms:MediaTypeOr distribution.
Extent [0..1]
Title dcterms:title; A name given to the Optional Optional Optional
rdfs:Literal [0..*] distribution.
Language dct:language: A language used in Optional Optional Optional
dct:LinguisticSystem the distribution.
[0..%]
Status adms:status; The status of the Optional Optional Optional
skos:Concept [0..1] distribution in the
context of maturity
lifecycle.
Temporal dcat:temporalResolutio | Minimum time period Optional Optional Optional
Resolution n; xsd:duration [0..*] resolvable in the
dataset distribution.
Spatial dcat:spatialResolutionI | The minimum spatial Optional Optional Optional
Resolution nMeters; xsd:decimal separation resolvable
[0..¥] in a dataset
distribution, measured
in meters.
Linked Schemas | dcterms:conformsTo; An established schema | Optional Optional Optional
dcterms:Standard to which the described
[0..%] distribution conforms.
Documentation foaf:page: A page or document Optional Optional Optional
foaf:Document [0..*] about this distribution.
Download URL dcat:downloadURL; A URL that is a direct Optional Optional Optional
rdfs:Resource [0..*] link to a downloadable
file in a given format.
Rights dcterms:rights; A statement that Optional Optional Optional
dcterms:RightsStatem specifies rights
ent [0..1] associated with the
distribution.
Access Service dcat:accessService; A data service that Optional Optional Optional
dcat:DataService gives access to the
[0..%] distribution of the
dataset.
Has Policy odrl:hasPolicy; The policy expressing Optional Optional Optional
odrl:Policy [0..1] the rights associated
with the distribution if
using the ODRL
vocabulary.
Availability dcat:availability; An indication how long | Optional Optional Optional

skos:Concept [0..1]

it is planned to keep
the distribution of the
dataset available.
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Release Date dcterms:issued; The date of formal Optional Optional Optional
rdfs:Literal; xsd:date issuance (e.g.,
[0..1] publication) of the
distribution.
Modification dcterms:modified; The most recent date Optional Optional Optional
Date rdfs:Literal; xsd:date on which the
[0..1] distribution was
changed or modified.
Media Type dcat:mediaType; The media type of the Optional Optional Optional
dcterms:MediaType distribution as defined
[0..1] in the official register
of media types
managed by IANA.
Packaging dcat:packageFormat; The format of the file Optional Optional Optional
Format dcterms:MediaType in which one or more
[0..1] data files are grouped
together, e.g. to
enable a set of related
files to be downloaded
together.
Compression dcat:compressFormat; The format of the file Optional Optional Optional
Format dcterms:MediaType in which the data is
[0..1] contained in a
compressed form, e.g.
to reduce the size of
the downloadable file.
Byte Size dcat:byteSize; The size of a Optional Optional Optional
rdfs:Literal; distribution in bytes.
xsd:nonNegativelnteg
er [0..1]
Checksum spdx:checksum; A mechanism that can Optional Optional Optional

spdx:Checksum [0..1]

be used to verify that
the contents of a
distribution have not
changed.
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